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As data privacy regulation continues to evolve, it’s crucial to understand how 
legislation such as The General Data Protection Regulation (Regulation (EU) 
2016/679) (GDPR) can impact organisations that process personal data. Many 
believe that the GDPR affects only organisations located within the European Union 
(EU), but the fact is that many companies located outside of the EU that process 
the data of EU data subjects can be impacted by the law – and the penalties for 
noncompliance can be high. Although it is up to each individual company to 
develop their own process for complying with the GDPR, DQM GRC offers simplified 
frameworks that support a GDPR-compliant strategy.

Disclaimer

Conceptual notion
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DQM GRC is not a licensed legal practitioner, but its consultants draw on deep 
practical knowledge of data protection and privacy law and practice. This white 
paper draws on that experience in order to offer you practical advice that will stand 
scrutiny. Information within this white paper comes from published sources or is the 
result of vast experience.
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Introduction to GDPR
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The GDPR is an EU data privacy law that replaced the Data Protection Directive 
in May 2018. The UK GDPR is the post-Brexit version of the EU data protection 
legislation. It is complemented by the Data Protection Act 2018. The UK GDPR 
secured the same protections for the personal data of data subjects. 

A data subject can be defined as any individual who has their personal data 
collected, stored or processed. The primary goal is addressed by a wide range of 
requirements for organisations that process such personal data. The penalties for 
noncompliance with the GDPR can reach the greater of €20 million (£17.5 million 
under the UK GDPR) or 4% of an organisation’s annual revenue. 

The GDPR is the beginning of a wave of new data privacy legislation, and we 
have seen a number of countries across the world implement privacy laws that 
are based on or broadly mirror the GDPR. Therefore, it’s important to develop an 
overall framework, based on privacy by design, for dealing with the GDPR and 
other privacy regulations.

A post-Brexit world

In a nutshell

The Brexit process did not substantially alter data protection law. 

As the UK is no longer part of the EU, it has the power to change and develop new 
data protection legislation. In July 2022, the UK government issued a draft Data 

• The GDPR is present in daily business practices, as well as in everyday legal life.
• UK organisations were fined £15.8m in 2022 compared to just £625,800 in 

2021 – an increase of more than 2400%.
• The GDPR has sustainably strengthened the fundamental rights of people who 

are becoming far more educated in data protection law.
• More than half of UK businesses still do not comply    with the GDPR more than 

four years after its introduction.
• The Data Protection & Digital Information Bill in parliament is still in consultation, 

so current law persists.  
• Companies now see data protection as a competitive advantage when bidding 

for business.

Protection & Digital Information Bill. This bill progressed to a second reading in the 
House of Commons before multiple changes in the Conservative party leadership. 

At present, we understand that government is seeking further consultation with 
businesses and subject matter experts as further amendments may be made to the 
bill before it progresses to the House of Lords. It remains to be seen if substantive 
changes will be made, but the government says it is keen to ensure that any such 
changes do not threaten the EU-UK adequacy decision.
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Implementation
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The notion of GDPR implementation is a difficult one to define. The implementation 
process for one company or organisation may be completely different to another’s, 
and this is largely because the law is based on principles, which means there is 
no prescriptive list of “dos and don’ts”. Much will depend on the nature of the 
business, as well as the processes and technical platforms in place. 

Broadly speaking, when we talk about GDPR implementation, we are talking about 
the steps that will have to be taken to comply with the law first, and best-practice 
recommendations, second. Implementation will involve a complete review of your 
data management and processing practices. This includes technical, physical and 

management aspects. Designing and rolling out training programmes for relevant 
staff will also come under implementation, as well as establishing adequate data 
management processes, and even pushing out updated and relevant privacy 
policies. In short – implementation covers a wide range of aspects that can be 
difficult to keep track of. 

If all of this seems like a bureaucratic nightmare, then a gap analysis will be a good 
place to start. A RADAR Gap Analysis will help organisations identify a plan of attack 
based on a nine-pillar scheme. The plan will help define priorities, time frames and 
how best to approach a compliance programme. 

Understanding the gap between what you are doing and what the law demands 
is one of the challenges for most organisations. Doing do will help organisations 
understand what compliance looks like. How do you apply the GDPR to business 
practices? How do you assess your organisation’s data protection practices and meet 
the requirements of the GDPR in a way that is fit for your business? Determining the 
maturity of your approach may include using third-party resources with a breadth 
of experience across the Information Commissioner’s Office (ICO) audit framework 
and other standards, such as ISO international standards and the PCI DSS.

https://www.dqmgrc.com/consultancy/gdpr-gap-analysis
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Plan of attack

The nine-pillar plan
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1. Governance

Governance relates to the way that the leadership team directs and oversees 
information governance activities. Governance starts with a leadership team 
member setting direction and receiving regular reports on progress. This person 
must receive appropriate training and support to oversee the programme. 

Governance also includes the extent to which data protection accountability, 
responsibility, policies and procedures, performance measurement controls, and 
reporting mechanisms to monitor compliance are in place and operating throughout 
the organisation.

3. Data protection officer (DPO)

Where a DPO is mandatory, the role should be positioned appropriately, and the 
appointed DPO must be capable of meeting the requirements of both the EU 
GDPR and the UK GDPR. The role is described in Article 37 of the GDPR, and an 
organisation must appoint a DPO if: 

• It is a public authority or body; or
• Its core activities involve large-scale systematic monitoring of individuals; 
or
• Its core activities consist of large-scale processing of special category data.

The ICO offers a free tool to help determine if organisations need to appoint a 
mandatory DPO, along with clear guidance about what the role of DPO looks 
like and how organisations need to lawfully support the DPO. For example, 
the organisation cannot fire the DPO for doing their job well when holding the 
organisation to account. 

2. Risk management

Effective risk management addresses the corporate arrangements for privacy 
risk management, the extent to which the corporate risk regime incorporates 
information-specific risks, and which risks to the rights and freedoms of natural 
subjects are addressed. It concerns the methods used to identify, assess and control 
the risks it faces. This includes data protection risks to individuals when personal 
data is processed. 

The ICO’s audit framework addresses both the EU GDPR and the UK GDPR, as 
well as the UK’s DPA 2018. Examining your organisation’s compliance in line with 
this framework will help identify the relative importance of each topic area to the 
organisation and the appropriate level of assurance. 

4. Roles and responsibilities

Here we address the extent to which roles and responsibilities need to be 
defined and established throughout the organisation, including necessary training 
and awareness. To ensure the organisation complies with its legal, regulatory, 
contractual and other obligations, it must establish how those obligations translate 
into job responsibilities and allocate those responsibilities to appropriate roles. 
The individuals who are allocated roles will need to receive appropriate training 
or support to carry them out correctly. For example, additional training may be 
identified for those responsible for privacy by design or when completing a data 
protection impact assessment (DPIA). 
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5. Scope of compliance

It is essential that the scope of compliance is clearly defined, taking account of all 
the data processing in which the organisation has a role under both the EU GDPR 
and the UK GDPR. This includes identifying where the organisation is acting as a 
data controller or as a data processor, as well as any data-sharing activities and 
international transfers. To determine the scope of compliance, all databases that 
hold personal data, as well as all extraterritorial/cross-border processing, must be 
identified. Determining which areas of your organisation fall under the scope of 
the GDPR is paramount and there are a key number of ways to do this, including 
assessing the following:

• What processes in the business are in scope.
• What third parties and countries are in scope.
• Your role as part of that scope as a data controller or processor.
• What contracts say about the scope.

6. Privacy by design

Article 25 of the GDPR requires organisations to ensure that data is protected 
by design and by default. This means ensuring that decisions relating to systems 
and processes take data protection and information security considerations into 
account.
 
Certain types of personal data processing require a DPIA. Having a documented 
process showing why DPIAs are carried out or are not being carried out provides 
assurance that the possibility has been considered, and helps the organisation 
manage its data protection risks.

We recommend adopting a two-stage process for DPIAs. The first stage requires 
the organisation to assess processing activities against a series of screening 
questions. If any of the screening questions are answered positively, then a full DPIA 
is required (stage 2). An organisation should also be mindful of instances in the law 
and statutory guidance that require a DPIA.

7. Privacy information management system (PIMS)

A wide range of documentation is required to ensure that an organisation can 
demonstrate compliance with the requirements of the EU GDPR and/or the UK 
GDPR and the DPA 2018. The scale of the documentation should be appropriate 
to the size and complexity of the organisation. The PIMS should also address staff 
training and awareness.

At the heart of a PIMS are records of processing activities, which are typically the first 
documents the supervisory authority will request in the event of an investigation. 
The requirements for these records are set out in Article 30 of the GDPR. These 
records become increasingly valuable over time and particularly whenever the 
organisation needs to understand the impact of a proposed change or a processing 
issue that it identifies. 

8. Information security management system (ISMS)

An ISMS comprises the technical and organisational measures to ensure there 
is adequate security of personal data held in hard copy or electronic format, or 
processed through the organisation’s systems.   

Typically, organisations implement policies and procedures, which are supported 
by record-keeping processes to demonstrate that the policies and procedures 
are followed and mechanisms to alert leadership when they are not. They also 
implement processes to regularly review the policies and procedures based on 
information from a number of sources, including feedback from process users, 
reviews of new technical standards, an assessment of best practice, and any other 
relevant information. 

The international standard is ISO 27001. In the UK, the Cyber Essentials scheme 
has also been produced by the National Cyber Security Centre as a baseline that all 
businesses should be aligned to.
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9. Rights of data subjects

Data subject rights relates to the rights of individuals as set out in the GDPR. In 
short, this means that organisations must: 

• Identify an appropriate lawful basis for each processing activity it carries out, 
and ensure all the requirements for that basis are met;

• Inform individuals in the event of a personal data breach with a high risk of 
harming them; and

• Ensure it can identify data subject rights requests and handle them appropriately

The organisation needs processes that will enable it to both facilitate data subject 
rights and respond to data subjects exercising any or all of these.

7
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The business opportunity
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In 2022, our consultants saw a significant increase in clients under pressure from 
their customer base to demonstrate compliance. In seeking to understand what 
it means to be compliant, clients increasingly understand the need to be able to 
demonstrate compliance.

Following the nine-pillar approach to implementation helps organisations 
understand the law and how it affects the organisation’s processes. Of course, 
compliance is only part of the problem: organisations also need to be able to 
demonstrate it to regulators, stakeholders and other interested parties.

Creating a ‘readiness pack’ can offer organisations a competitive edge when 
positioned correctly. This involves putting together a bundle of the key 
documentation that sets out how you meet the requirements of the GDPR. This 
allows you to quickly and effectively respond to requests for information, or 
volunteer information readily in response to tenders or proposals for potential 
clients. As an example, a readiness pack could include the following:

1. A completed independent gap analysis to demonstrates your current 
compliance stance. 

2. An appropriate and relevant plan that demonstrates ongoing works.
3. A record of processing to demonstrate an understanding of workflows.
4. Key policies and procedures, such as DSAR, breach and security processes.
5. Any relevant DPIAs that demonstrate your concern for risk.
6. Evidence of any certification or adherence to a code of practice, such as ISO 

certification.

DQM can help your organisation put together a plan for your GDPR implementation, 
much of which can contribute to a readiness pack.

Get Started

https://www.dqmgrc.com/contact?utm_source=marcomms&utm_medium=paper&utm_campaign=Privacy-by-Design
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