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What is privacy by design?

Originally developed as a systems engineering concept, privacy by design ensures appropriate 
privacy and security measures are embedded in data processing practices.

It requires development teams to evaluate and address the data protection and information 
security risks associated with their plans from the beginning of each project, whether they are 
creating new business processes, implementing new software or designing IT infrastructure.

Privacy and security therefore become core functions of each processing activity, not add-ons.

What are the requirements for privacy by design in UK law?

Privacy by design is a legal requirement under the DPA (Data Protection Act) 2018 and UK GDPR 
(General Data Protection Regulation), where it is known as ‘data protection by design and by 
default’.

Article 25 sets out the UK GDPR’s requirements for data protection by design and by default: 

• Data controllers must implement appropriate technical and organisational measures designed 
to follow the data protection principles. Safeguards should be integrated into the processing 
to meet the Regulation’s other requirements and protect data subjects’ rights.

• To help comply with the principle of purpose limitation, data controllers should implement 
appropriate technical and organisational measures to ensure that only the personal data that 
is necessary for each processing purpose is collected, stored and accessible.

How to implement privacy by design

In practical terms, implementing privacy by design will include:

• Conducting DPIAs (data protection impact assessments) in the preliminary stages of creating 
new processes, products or services that involve personal information;

• Implementing appropriate technical security measures to mitigate the risks identified by the 
DPIA;

• Creating appropriate documentation, such as policies and work instructions, so that everyone 
using the new processes, products or services will know how to do so safely and securely; and

• Creating privacy notices to provide appropriate information to the data subjects whose 
personal information you are processing, in accordance with articles 13 and 14 of the GDPR.



Get senior management support 

An organisation’s culture is established and reinforced by the top level of 
management. People can be resistant to new working practices and might 
see the requirement for increased security as an obstacle rather than an 
opportunity, so it is important for the board to emphasise that privacy by 
design is a requirement of all projects that involve processing personal 
data, and to lead by example.

Raise awareness

Ensuring everyone understands why privacy by design is necessary is 
paramount – if people understand why something is necessary, they are 
far more likely to go along with it. Under the UK GDPR, all employees 
who are involved in processing personal information must undergo 
regular training. Implementing specific training about privacy by design 
for anyone involved in designing data processing practices will ensure 
they understand their obligations.

Emphasise the positives

One way of gaining support is by explaining how privacy by design 
can help projects. For instance, it makes projects more streamlined 
and processes more effective. By considering data privacy issues in the 
design stages, you will ensure your processing is lawful without having to 
go back and re-evaluate. And if your processing is lawful, you minimise 
the risk of data breaches as well as increasing the likelihood of both 
regulators and data subjects being satisfied that you are processing 
personal data responsibly.

Collaborate from an early stage 

Privacy by design affects the whole organisation, and needs to be 
considered as part of a wide range of different activities. Project 
managers, privacy managers and – if your organisation has one – DPOs 
(data protection officers) all need to be involved in implementing privacy 
by design, throughout the project lifecycle. All projects that affect how 
personal data is processed should therefore include the advice of security 
experts to ensure privacy risks are addressed.

How to overcome privacy-by-design challenges

Corporate culture helps form staff’s attitudes, shape their beliefs and guide their behaviour. 
As with all changes to an organisation’s culture, embedding privacy by design in your working 
practices can be difficult. Here are some tips to help ensure privacy becomes second nature in 
your organisation.



How DQM GRC can help

Implementing privacy by design across your organisation can be a challenge, but we have all the 
support you need.

Bespoke privacy by design training

Certified Privacy by 
Design Foundation 
qualification

This one-day course 
is designed to give 
project managers and 
privacy professionals 
a grounding in the 
fundamentals of privacy 
by design.

Participants will learn 
how to incorporate 
privacy requirements 
into a project plan, and 
receive an IBITGQ-
accredited certificate on 
passing the exam.

Certified Privacy by 
Design Practitioner 
qualification

This four-day course 
is designed to give 
developers and 
privacy professionals 
an understanding of 
the main privacy risks 
associated with different 
types of project.

Participants will learn 
how to control those 
risks and will receive 
an IBITGQ-accredited 
certificate on passing the 
exam.

Certificate in Privacy 
Essentials for Marketers 
qualification

This one-day course 
is designed to give 
marketers and privacy 
professionals an 
understanding of 
how to incorporate 
privacy requirements 
into specific types of 
marketing activities.

Participants will learn 
how to create and 
execute compliant 
and effective digital 
marketing campaigns 
and will receive an 
IBITGQ-accredited 
certificate on passing the 
exam.



Our in-house privacy by design training courses can be tailored to your organisation and projects. 
We typically cover:

The reasons data protection is important;

Privacy requirements associated with the GDPR and other key laws;

DPIAs and screening questionnaires;

How teams such as marketing, HR, finance, development, privacy and 
legal contribute to privacy by design;

Breaches and incidents.

The seven key concepts of privacy by design;

How to incorporate privacy within the project life cycle; and

How privacy by design tools and techniques improve project outcomes;

Find out more

Bespoke privacy by design training

We are experienced in delivering bespoke solutions to help integrate privacy by design 
into organisations. We have developed bespoke in-house privacy by design courses for 
face-to-face delivery in clients’ offices around the world; for Live Online presentation; 
and as an multimedia experience combining interactive e-learning modules with Live 
Online instructor-led group work.

https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=guide&utm_medium=privacy-by-design&utm_campaign=embedding-privacy


Writing policies and procedures to ensure privacy is considered for 
process revisions and new projects.

Advising on how to incorporate privacy by design into the culture of your 
organisation.

Educating project management staff on how to consider privacy by design 
in all future projects.

Working on specific projects to ensure all privacy concerns are addressed.

Project managing the development of training for all levels of staff, 
including upper management.

Find out more

Privacy by design consultancy

After your staff complete their training, our consultants can work with them to ensure they are 
effectively incorporating the learning into their projects. We can provide practical hands-on 
support, subject matter expertise for project teams, and project assurance.

You may also wish to consider an ongoing refresher training programme to remind your teams of 
their responsibilities and train them on any policy and practice updates.

Our consultants can provide ongoing privacy by design support, or help you through specific 
projects by working with your team for an extended period. We can support you with any of the 
following:

https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=guide&utm_medium=privacy-by-design&utm_campaign=embedding-privacy-by-design-in-your-organisations-culture
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Our Expertise, 
Your Peace of Mind  

Let us help you take control today

For more information on how DQM GRC can help you get confidence in data, 
contact our team today.

Contact us
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