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DPIAs (data protection impact assessments) help organisations identify, evaluate and address 
risks related to data processing.

They are essential for organisations that are subject to the GDPR (General Data Protection 
Regulation), and are required whenever you introduce a new data processing practice that 
could harm individuals’ data subject rights.

When performed correctly, a DPIA will pinpoint how, or if, those rights are infringed. 
Organisations can use this information to make necessary changes to their processes, thus 
avoiding regulatory breaches.

Although DPIAs might sound daunting, they are among the most flexible and scalable 
aspects of GDPR compliance. Organisations can tailor their approach to assessments based 
on their size, sector and the scope of their project.

When must you conduct a DPIA?

Article 35 of the GDPR states that DPIAs are required if personal data processing is likely to result 
in a high risk to the rights and freedoms of data subjects. This includes:

• Automated decision-making (including profiling) that could significantly affect data subjects;

• Large-scale processing of special categories of data (relating to race or ethnicity, political 
opinions, health, etc.); and

• Systematic large-scale monitoring of public areas.

There are also activities for which DPIAs aren’t required but are still beneficial.

For example, they should be conducted when organisations intent to introduce new data 
processing technologies, target services at children, or process personal data that might 
endanger individuals’ physical health.

http://www.privacy-regulation.eu/en/article-35-data-protection-impact-assessment-GDPR.htm


Save your organisation time and money by identifying 
problems promptly;

Reassure customers, partners and employees that you 
are protecting their personal data appropriately.

Cut your organisation time and money by identifying 
problems promptly;

Simplify your organisation time and money by 
identifying problems promptly;

Why DPIAs are necessary

DPIAs are mandatory under the GDPR. Organisations that fail to conduct assessments 
appropriately face fines of up to €10 million (£8.75 million under the UK GDPR) or 2% of their 
annual global turnover, whichever is greater.

Organisations must also conduct DPIAs to meet other GDPR requirements, such as the 
accountability principle.

But the assessment process isn’t simply about meeting your regulatory requirements. It also helps 
your organisation run more effectively and profitably. For example, DPIAs:



A step-by-step guide to DPIAs

Step 1: Identify the need for a DPIA

Your first task is to identify whether a DPIA is necessary. Remember, the assessment is only 
required if the data processing is “likely to result in a high risk” to individuals’ rights and 
freedoms.

The GDPR doesn’t provide a definition for what is considered ‘high risk’, instead allowing 
organisations to determine the threshold themselves. They can do that using two factors:

Probability: the likelihood that the data processing will result in a 
data breach or privacy violation.

Damage: the impact on individuals if a data breach or privacy 
violation occurs.

Step 2: Describe the processing

You’ll need to explain precisely how and why you plan to use the personal data for this activity.

Your description should outline “the nature, scope, context and purposes of the processing”.

The nature

of the processing is 
what you plan to do with 
the personal data. For 
example, how you will 
collect and store it, who 
can access it, how long 
you will retain it and 
what security measures 
you have in place to 
protect it.

The scope 

defines what the 
processing covers. This 
includes the volume and 
variety of the personal 
data, its sensitivity, the 
extent and frequency 
of the processing and 
the geographical area 
covered.

The context 

of the processing covers 
any factors, internal 
or external, that could 
affect the expectations or 
impact of your activities. 
This covers things such 
as the source of the data, 
your relationship with 
the individuals and how 
likely it is that individuals 
expect the processing.

Organisations must also document why they intend to process the personal data. This should 
include:

• Their legitimate interests (where relevant);
• The intended outcome for individuals; and
• The expected benefits for the organisation or society.



Step 3: Consider consultation

Unless there is a good reason not to, organisations must seek and document the views of 
individuals or their representatives.

In most cases, consultation should be possible in some form. Let’s take a look at two common 
scenarios:

You’re processing the personal data of existing contacts 

If you’re processing the data of existing contacts – say, existing customers or employees – you 
should design a consultation process to seek the views of those involved.

You intend to collect the personal data of individuals you have not yet identified

In this scenario, you may need to conduct a public consultation process. This could comprise 
market research within a certain demographic or contacting relevant consumer groups for their 
opinions.

If the findings of your DPIA contradict the opinion of the individuals, you must document your 
reasons for disregarding their views.
Keep in mind that consultation won’t always be appropriate. For example, if the process could 
compromise commercial confidentiality or pose a risk to security, it’s reasonable to forgo the 
process.

However, if you decide to do so, you should record this decision as part of your DPIA, along with 
a clear explanation.

Step 4: Assess necessity and proportionality

Necessity is a fundamental principle of the GDPR. It requires that your processing operations, 
retention periods and the categories of data processed are necessary only for the purpose of the 
processing.

Proportionality is a general principle of EU law. In the context of personal data processing, it 
requires organisations to only collect personal data that’s adequate and relevant for the purpose 
of the processing.

In accordance with the Article 29 guidelines, you should outline how you ensure data protection 
compliance. This is a good measure of necessity and proportionality.
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Step 5: Identify and assess risks

It’s important to consider any harm or damage that your processing may cause to the individuals 
involved. This could be physical, emotional or material.

In particular, you should consider whether the processing could contribute to significant 
economic or social disadvantages. This includes:

Inability to exercise data subject rights;

Inability to access services or opportunities;

Financial loss;

Discrimination;

Physical harm; and

Loss of control over the use of personal data;

Reputational damage;

Identity theft or fraud;

Loss of confidentiality.



Modifying the risk by implementing a control to reduce 
the likelihood of it occurring. 

Retaining the risk. This option means that your 
organisation accepts the risk and believes that the cost 
of treating it is greater than the damage that it would 
cause.

Avoiding the risk by ceasing any activity that creates it. 
This response is appropriate if the risk is too significant 
to manage with a security control.

Sharing the risk with a third party. There are two ways 
you can do this: by outsourcing the security efforts to 
another organisation or by purchasing cyber insurance 
to ensure you have the funds to respond appropriately in 
the event of a disaster.

Step 6: Identify measures to mitigate risks

Now that you have evaluated the risks posed by your data processing, you must consider ways to 
reduce that risk.

This could include:

Take into account the costs and benefits of each measure when deciding whether or not they are 
appropriate.



Step 7:  Sign off and record outcomes

To conclude your DPIA, you must document:

• Any additional measures you plan to take;
• Whether each identified risk has been eliminated, reduced or accepted;
• The overall level of ‘residual risk’ after taking additional measures; and
• Whether or not you need to consult the ICO (Information Commissioner’s Office).

However, if there is still a high risk, you will need to consult the ICO before you can go ahead 
with the processing.
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How DQM GRC can help

Creating a DPIA can seem like a daunting task. Plus, with a potentially sizeable GDPR penalty 
if you get the assessment wrong, the stakes are extremely high.

Fortunately, if you’re worried about completing the assessment process, DQM GRC is here to 
help. Our practical implementation consultants can help you work out how 

to address the challenges you face – and then work alongside you to deliver your action plan.

We can help you design, create and implement a DPIA, and help you 
improve existing processes. 

Our team is made up of qualified and experienced data protection professionals with 
data and operations backgrounds. We understand the law and how to translate it into

  organisational reality in a way that is both compliant and aligned to your goals and priorities.

Find out more
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