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Five Simple Steps to a Successful 
ISO 27001 Risk Assessment

ISO 27001 is the international standard that sets out the specifications of an 
information security management system (ISMS), a best-practice approach 

to addressing information security that encompasses people, processes, 
and technology. The assessment and management of information security 

risks is at the core of ISO 27001.

These are the rules governing how you intend 
to identify risks, to whom you will assign risk 
ownership, how the risks impact the confidentiality, 
integrity, and availability of the information, and 
the method of estimating the impact and likelihood 
of the risk.

Identifying the risks that can affect the 
confidentiality, integrity, and availability of 
information is the most time-consuming part of 
the risk assessment process. It will be easiest to 
work from an existing list of information assets that 
includes hard copies of information, electronic files, 
removable media, mobile devices, and intangibles, 
such as intellectual property.

Establish a risk management framework1

Identify risks 2

Identify the threats and vulnerabilities that apply 
to each asset. For instance, the threat could be 
‘theft of mobile device’, and the vulnerability could 
be ‘lack of formal policy for mobile devices’. Assign 
impact and likelihood values based on your risk 
criteria.

You need to weigh each risk against your 
predetermined levels of acceptable risk, and 
decide which risks need to be addressed 
and in which order.

Analyse risks3

Evaluate risks 4

There are four suggested ways to treat risks -  
‘avoid’ the risk by eliminating it entirely, ‘modify’ 
the risk by applying security controls, ‘share’ 
the risk to a third party (through insurance or 
outsourcing), or ‘retain’ the risk (if the risk falls 
within established risk acceptance criteria).

Set risk treatment options5
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Simplify your risk assessment process 

Simplify and speed up the ISO 27001 
risk assessment process with vsRisk.

Developed by industry-leading experts, it contains everything you 
need to identify and address the threats facing your organisation.

You can get to grips with its built-in library of risks and controls, track 
and manage key threats and generate reports, including the  

risk treatent plan.

Start your 30-day free trial

https://www.vigilantsoftware.co.uk/product/vsrisk?utm_source=infographic&utm_medium=vsrisk&utm_campaign=five-steps-to-a-successful-iso-27001-risk-assessment
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