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What is compliance tracking?

Compliance tracking is an essential part of any organisation’s cyber security 
practices. It reduces the risk of disciplinary action from governing bodies, 
mitigates the risk of security incidents and ensures that the organisation 

can reap the benefits of compliance.

But it’s becoming increasingly difficult to meet regulatory requirements.

Depending on the country you’re based in and the sector you operate in, 
you could be subject to myriad extra-terrestrial laws and

 industry-specific regulations.

As such, it’s essential that organisations continually track their compliance 
status to ensure that their practices remain lawful.

Compliance tracking is the process of evaluating your business operations 
against the regulatory requirements that apply to you.

Begin by determining which regulations you are subject to and breaking 
them down into their constituent requirements.

Some legislations may have overlapping requirements, which may alter 
slightly depending on their territorial or sectorial scope.

A key part of the compliance tracking process is to determine whether any 
concessions must be made to ensure that you comply with both.

PCI DSS (Payment Card Data Security 

Cardholder data is considered personal data under 
the GDPR. The PCI DSS contains a comprehensive 
guideline to protecting that information, which you 
can use to fulfil your GDPR requirements.

ISO 27001

The framework for ISO 27001 contains requirements 
to help you comply with Article 32 of the GDPR. This 
covers the technical and organisational measures 
you must take to protect personal data.

CPRA (California Privacy Rights Act)

The CPRA is a less comprehensive version of the 
GDPR and applies to anyone residing in California. 
Its focus on data subject rights, including the right 
to access and delete information, overlaps with the 
GDPR.

UK GDPR

When the UK left the EU, it created a domestic 
version of the GDPR that mirrors most of its 
requirements. However, there are certain 
differences between the two that may affect your 
compliance status.

Next, you must audit your organisation to assess your current controls 
and identify any compliance gaps.

As the word ‘compliance tracking’ suggests, this isn’t a one-time process. 
You should regularly monitor your compliance status to make sure 

you remain on top of your requirements.

Any new procedures that you introduce, including new types of data 
processing, could alter your compliance status. These must be  

identified as soon as possible.
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Conducting a compliance audit
If you’re looking for help auditing your compliance status, Vigilant Software 

is here to help. Our Compliance Manager tool can help you identify 
and address your compliance requirements.

It’s a comprehensive tool for managing information security and data 
protection requirements, and contains a curated list of 

information security clauses from UK law.

For each law, Compliance Manager includes effective dates, 
implementation requirements and links to the legislation itself. The list also 

includes curated GDPR articles that require organisations to take action.

Find out more
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