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Cyber security news
The Works closes shops after 
cyber attack

Earlier this month, a cyber attack 
forced The Works to close 5 of its 
526 shops, delay the fulfilment of 
online orders and suspend stock 
deliveries.

A statement from the discount 
retailer reassured customers 
that no payment data had been 
compromised and that they could 
“continue to shop safely at The 
Works, both in store and online 
[as] debit and credit card payment 
data are processed securely outside 
the Group’s systems, via accredited 
third-party networks and, therefore, 
there is no risk that this payment data 
has been accessed improperly”. The 
company does not know if other 
data was accessed.

According to the BBC, The Works 
was made aware of the incident in 
the last week of March, whereupon 
it made “immediate changes to 
further strengthen its security 
position” while experts investigated 
the attack.

The statement explained: “There 
has been some limited disruption 
to trading and business operations, 
including the closure of some stores 
due to till issues. Replenishment 
deliveries to the Group’s stores 
were suspended temporarily and 
the normal delivery window for 
the fulfilment of online orders was 
extended, but store deliveries are 
expected to resume imminently and 
the normal online service levels are 
progressively being reintroduced.”

Although the incident has been 
described as a ransomware attack, 
there have apparently been no 
demands for payment. The Works 
does “not expect the attack to have 
a severe impact on its forecasts for 
sales or its financial position this 
year”. 
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Security news for e-learning users 

Welcome to April’s security bulletin, brought to 
you by IT Governance and GRC eLearning.  This 
monthly newsletter aims to keep you up to date with 
information security and privacy news, and provide 
supplementary information about the latest threats to 
help you keep ahead of the criminals who are attacking 
your systems.

Please share it with your colleagues. The more you 
know, the safer you’ll be.
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Government and business 
call for unity against cyber 
attacks

The attack on The Works is one 
more incident that should serve 
as a warning to all organisations, 
especially while there is a heightened 
risk of cyber hostility caused by the 
Russian invasion of Ukraine.

The Chancellor of the Duchy of 
Lancaster and No 10 Chief of Staff, 
Steve Barclay, and the Director 
General of the CBI, Tony Danker, 
issued a joint statement on 6 April 
“calling on businesses to work 
together and treat cyber security 
as a core boardroom responsibility; 
an equal threat to financial and 
other risks”.
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Barclay and Danker noted that 
“cyber criminals thrive on the 
unwillingness of companies to 
share their experiences”, so 
organisations should “stress 
test their whole supply chains’ 
cyber security, right down to 
the smallest partner” and, 
most importantly, “share when 
something goes wrong”.

By reporting cyber attacks to the 
NCSC (National Cyber Security 
Centre) Incident Management 
team, organisations will ensure that 
“their evidence will contribute to a 
greater understanding to combat 
attacks more effectively in the 
future”.
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Browser-in-the-browser 
attack defies phishing 
guidancen-the-

A new phishing technique has 
been discovered that makes scams 
practically impossible to detect, 
even when following the advice 
traditionally given to detect bogus 
emails.

The method, dubbed BitB (browser 
in the browser), creates fake single 
sign-on windows for websites such 
as Google and Facebook to trick 
people into handing over their 
login credentials. These pop-up 
pages look almost identical to their 
genuine counterparts.

Why are they so difficult to spot? 
For a start, the fraudsters have paid 
for an SSL certificate, meaning it 
has an ‘https’ domain. This signifies 
that the information sent to and 
from the website is encrypted, and 
is normally a sign that a website is 
legitimate.

However, anyone can purchase an 
SSL certificate so the presence of 
‘https’ doesn’t necessarily mean a 
website is safe.

Meanwhile, the malicious pop-up 
replicates a real single sign-on 
page almost flawlessly. 

Threatpost spoke to a cyber security 
researcher who demonstrated how 
it could be done.

Using Facebook as an example, 
the researcher – who goes by the 
name ‘mr.d0x’ – showed how to 
duplicate a single sign-on page.

To create the page, a scammer 
needs only a basic understanding 
of HTML/CSS. The bogus pop-up 
replicates a browser window within 
the browser and uses the same 
design as a legitimate pop-up.

The researcher also noted that BitB 
attacks can fool people who hover 
their mouse over the URL to check 
its true destination.

They explained: “If an onclick 
event that returns false is added, 
then hovering over the link will 
continue to show the website in 
the href attribute but when the link 
is clicked then the href attribute is 
ignored.”

The sophistication of this attack 
demonstrates the importance of 
password tools that protect users 
from scams.

Password managers wouldn’t 
autofill credentials into a fake BitB 
pop-up because they wouldn’t 
interpret the window as a real 
browser window.
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British tourists warned of 
holiday phishing scam

The package holiday brand TUI has 
warned holidaymakers of a scam 
targeting customers.

TUI tweeted: “IMPORTANT […] 
We’re aware of a phishing scam 
targeting TUI customers on Twitter. 
Please do not send any personal 
information to email addresses 
given to you by other users. If you’re 
unsure please contact us here or 
via Live Chat and we’ll confirm if 
the address is genuine.”

On its website, TUI notes: “We’re 
aware that criminals are pretending 
to be TUI or TUI colleagues to try 
and defraud our customers using 
social media, email or telephone 
calls.

“To protect yourself against fraud 
never give away information 
about your booking on an email 
or telephone call.”

TUI has identified ‘covid-19@
tuicustomercare.co.uk’ as a source 
of malicious emails. It also notes that 
the websites ‘firstchoiceukltd.com’ 
and ‘tuicareteam.com’ have been 
used to conduct scams.

The warning comes amid an 
increase in holiday planning, with 
TUI reporting that it had received 
6 million bookings since the start 
of the year.

That’s a 20% increase on pre-
COVID-19 numbers, which shouldn’t 
come as a surprise given that many 
people are eyeing spring and 
summer as an opportunity to take 
extended breaks and make the most 
of relaxed travel restrictions.

However, holidaymakers are being 
urged not to act impulsively – 
particularly if they see deals that 
seem too good to be true.

Fraudsters often promote bogus 
deals on social media, offering 
flights or hotels at low prices. Users 
might follow the link out of curiosity 
and be directed to a mock-up of a 
genuine brand’s website, such as 
TUI, and be fooled into thinking it 
was a legitimate offer.

Such scams often claim that the deal 
is ending soon or that there are only 
a few reservations left, encouraging 
users to act rashly.

Brits should be especially careful 
about cheap flights during the 
Queen’s Platinum Jubilee. This 
four-day weekend will see many 
people looking for cheap getaways, 
which will act as a magnet for cyber 
criminals.

They know that holidays during this 
period will be in high demand, and 
many people will be dissuaded by 
increased prices from well-known 
sources. As such, a well-placed 
advert offering an impossibly good 
deal could be too tempting for 
some.

TUI urges anyone who believes they 
have been defrauded to contact 
Action Fraud.

We hope you found this bulletin 
informative. Please keep an eye out 
for the next one.
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