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Do you need to improve your cyber defences but don’t have the necessary expertise?

Cyber security is a critical issue for all organisations. However, although all organisations are at equal 
risk of attack, not all have equal resources or expertise to deal with the threats they face.

That’s where Cyber Safeguard comes in.

Cyber Safeguard is a subscription service that gives you the cyber security support you need, backed 
up by cyber insurance of up to £500,000 from day one.

Aligned with the National Cyber Security Centre’s (NCSC) guidance for small businesses and the UK 
government’s Cyber Essentials scheme, it includes tools, training, testing, advice, legal support and 
security updates to help organisations in the UK implement the cyber security controls they need.

Benefit from:

A range of expert tools and resources to protect your organisation from 
cyber crime and accidental harm;

Insurance to cover your costs should the worst happen;

Staff training to ensure everyone in your organisation understands their risks 
and responsibilities; and

Access to cyber security expertise as you need it;

Scalability: simply extend your service to improve your defences.

https://www.itgovernance.co.uk/cyber-incident-response-management?utm_source=report&utm_medium=cyber-security&utm_campaign=2021-data-breaches-and-cyber-attacks


Cyber security expertise at your fingertips

Cyber Safeguard has three tiers of service – bronze, silver and gold – offering increasing levels of 
support and insurance cover depending on the security controls you have implemented, as set out in 
the insurance information document.

Bronze: cyber insurance cover of up to £100,000 

This service is designed for organisations that have implemented
 the steps in the NCSC’s Small Business Guide: Cyber Security.

These five quick and easy steps cover backing up data, malware 
protection, mobile device security, password best practice and 
avoiding phishing attacks.

Silver: cyber insurance cover of up to £250,000

This service is for organisations that have implemented the controls 
in, and achieved certification to, the Cyber Essentials scheme, as well 
as those in the NCSC’s Small Business Guide: Cyber Security. (Cyber 
Essentials certification can be purchased as part of this package.)

Gold: cyber insurance cover of up to £500,000

This service is for organisations that have implemented the NCSC’s Small 
Business Guide: Cyber Security controls and have a valid Cyber Essentials 
Plus certificate.

https://www.itgovernance.co.uk/shop/product/cyber-safeguard-bronze
https://www.itgovernance.co.uk/shop/product/cyber-safeguard-silver
https://www.itgovernance.co.uk/shop/product/cyber-safeguard-gold
https://www.ncsc.gov.uk/collection/small-business-guide
https://www.itgovernance.co.uk/cyber-essentials-scheme


Cyber insurance cover Up to £100,000 Up to £250,000 Up to £500,000

Cyber security advice

Unlimited external vulnerability 
scans

Cyber incident emergency legal 
support

Email misuse staff awareness 
training

Phishing staff awareness training

Exclusive access to newsletters, 
webinars and security updates

GDPR staff awareness training

Information security and cyber 
security staff awareness training

GOLDSILVERBRONZE
Service components

Cyber insurance cover 
 
Based on your level of service, you will receive cover of up to £500,000, as set out above. This can 
provide extra support such as an incident response team; coverage for network interruptions, loss of 
income, cyber extortion, potential damages and claims expenses; and/or help with regulatory fines 
and penalties.

IT Governance Ltd is the main policy holder via Stubben Edge Group, underwritten by Hamilton 
Insurance DAC (FCA Registration: 540507). You will be the named insured on the policy.

You can find out more about Cyber Safeguard’s insurance cover in the insurance information 
document.

Cyber security advice

 As part of your Cyber Safeguard package, you will have 12 hours’ access each year to our 
cyber security advice line.

This will allow you to discuss cyber security concerns and problems with our expert cyber security 
consultants, and receive recommendations on reducing your cyber risks. It also offers a point of 
contact for advice in the case of a cyber security incident or data breach.

The advice line is available via phone, email and Microsoft Teams from 9:00 am to 5:00 pm, Monday to 
Friday.

https://www.itgovernance.co.uk/shop/product/cyber-safeguard-gold
https://www.itgovernance.co.uk/shop/product/cyber-safeguard-silver
https://www.itgovernance.co.uk/shop/product/cyber-safeguard-bronze
https://e.grci.group/l/500371/2022-04-27/4vpj7z/500371/1651067763ZGFZTT5p/cyber_safeguard_cyber_security_insurance_service_description_UK_Apr_22.pdf?utm_source=Collateral&utm_medium=CyberSafeguard
https://e.grci.group/l/500371/2022-04-27/4vpj7z/500371/1651067763ZGFZTT5p/cyber_safeguard_cyber_security_insurance_service_description_UK_Apr_22.pdf?utm_source=Collateral&utm_medium=CyberSafeguard


Unlimited external vulnerability scans

Our external vulnerability scanning service gives you unlimited access to automated scans of your 
Internet-facing infrastructure.

Scans can be conducted as and when you choose, and can be scheduled to minimise possible 
disruption.

The results will be provided in a detailed report explaining what has been found, alongside 
recommended remediation steps. Assistance responding to these findings can be provided via the 
advice line.

Cyber incident emergency legal support

Cyber incident emergency legal support is provided by our sister company GRCI Law, a specialist in 
data privacy, cyber security, and legal and compliance advisory services.

In the event of a data breach or cyber incident, GRCI Law can help you deal with the consequences and 
meet your legal requirements.

The emergency support includes two prepaid support hours annually to assess the incident and advice 
on the immediate next steps to take.

Staff awareness training

IT Governance’s staff awareness e-learning training courses help your staff understand the threats to 
your organisation and how to protect your information and systems.

You will also have access to our learning management system (LMS), which provides valuable insight 
into who has completed the courses and how well they understood the material. As the courses are 
delivered online, they can be accessed from anywhere with Internet access.

Newsletters, webinars and security updates

IT Governance produces regular briefings on security threats and challenges, alongside advice on 
how best to respond to the rapidly changing threat environment. You will receive access to a range 
of materials to help you better understand how you can protect your organisation, and invitations to 
attend webinars and flash briefings.

Eligibility

This service is suitable for organisations of any size in any industry within the UK. Each level of the 
service has minimum requirements for making insurance claims, which are set out in the insurance 
information document.

If you need support meeting any of these requirements, please get in touch by calling us on +44 (0)333 
800 7000.

If your organisation requires a more involved programme, Cyber Security as a Service expands 
on Cyber Safeguard, providing guidance from a dedicated cyber security expert alongside a more 
comprehensive set of tools.

https://www.itgovernance.co.uk/shop/product/cyber-security-as-a-service


With more than 20 years’ experience in cyber security, we understand how to manage 
the cyber security risks facing organisations of all sizes and in any industry.

Our experts have implemented cyber security programmes for hundreds of 
organisations across a multitude of industries in both the private and public sectors.

IT Governance is one of the founding Cyber Essentials certification bodies and remains 
one of the largest in the UK, having issued more than 6,000 certificates to date.

Our transparent proposals are fixed price, so you won’t get any surprises.

You will have access to a dedicated account manager throughout the subscription.
_
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