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Cyber Incident Response Annual Retainer – Gold 

At GRCI Law, we understand how stressful a cyber security incident can be, and how crucial the initial 
stages are in developing an effective response. 
 
Respond quickly and efficiently to cyber security incidents with our Cyber Incident Response Annual 
Retainer – Gold service. This subscription service provides rapid access to our cyber incident response 
(CIR) and data breach management team so that you can get help as soon as an incident is identified, 
minimising downtime and disruption to your operations. 
 
For more information about this service, please contact us on +44 (0)333 900 5555. 
 
 

Benefits 

✓ Subscription service ensures the fastest possible response to developing incidents. 
✓ Advice and support from CIR and data breach management experts. 
✓ Formal report outlining the steps taken and recommendations for recovery. 
✓ CREST-accredited service for maximum peace of mind. 

 

 

Objectives 

This service will: 
 

• Identify the nature, scope and potential impact of the incident; 

• Provide rapid triage and mitigation advice to manage and control the incident; and 

• Liaise with relevant supervisory authorities on your behalf (where appropriate). 
 

Methodology 

This CREST-accredited service provides up to four hours of cyber incident response and (where 
necessary) data breach management support to help you assess and triage a cyber security incident. 
 
When you subscribe to the service, we ask that you provide as much technical information about your 
systems and CIR measures as possible and keep us up to date with any changes that are made while the 
subscription is active. This advance knowledge allows CIR triage to be conducted immediately in the 
event of an incident, bypassing much of the initial fact-finding that would otherwise be necessary. 
 
When an incident occurs, our team will assess and triage it based on the information you provide as soon 
as we receive your call. Once this is complete, the team will provide mitigation advice and 
recommended steps to manage and respond to the incident (including initial engagement with 
supervisory authorities on your behalf, where appropriate). 
 
We will then formalise our recommendations in a report. 
 

• To ensure that your organisation gets the most from this service, we ask that you provide us with 
as much technical information about your systems and CIR measures as possible and keep us 
informed of any material changes. This should include technical systems and network 
documentation and ensuring that someone is readily available to answer questions. This allows us 
to tailor your response rapidly and efficiently once you notify us of an incident. 

https://www.grcilaw.com/product/cyber-incident-response-annual-retainer-gold?utm_source=service-description&utm_medium=cyber-incident-response&utm_campaign=annual-retainer-gold
https://www.grcilaw.com/product/cyber-incident-response-annual-retainer-gold?utm_source=service-description&utm_medium=cyber-incident-response&utm_campaign=annual-retainer-gold


GRCI LAW SERVICE DESCRIPTION | APRIL 2022 

• You will need to appoint an internal single point of contact (SPOC), who will be responsible for 
hosting any meetings, ensuring that all information is provided quickly and in a readable format, 
and for ensuring that any actions allocated to staff are carried out as agreed. 

 
If the scope of the initial engagement is exceeded, further support is available at hourly rates. 
 

Report 

Once the assessment and triage process is complete, our CIR consultant will produce a report that 
outlines the nature of the incident and the steps that your organisation can take to respond effectively. 
 
The report will be delivered within one working day. 
 

Eligibility 

This is a bespoke service available to organisations of any size or industry. 
 
If you would like to know more, contact us on +44 (0)333 900 5555 to discuss how our CIR services can 
help you. 
 

Why choose GRCI Law? 

• We are a team of qualified lawyers, cyber and information security experts, and data protection 
practitioners with years of experience. 

• We offer legal risk and compliance consultancy advice that you can trust, but without the burden 
of administrative duties and expenses that law firms must bear in order to carry out certain 
‘reserved legal activities’, such as litigation, conveyancing and advocacy. Because we do not 
provide these reserved legal activities, we can offer you more cost-effective legal advice. 

• Our transparent proposals are fixed price, so you won’t get any surprises.  

Unit 3, Clive Court, Bartholomew’s Walk 
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