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Conduct a data flow mapping exercise to understand the full 
extent of your supply chain. This should include 
sub-contractors and service providers.

You have the right to audit third parties to make sure that you 
are satisfied with their security arrangements. 

Analyse the security risks that suppliers may pose to you, the 
supply chain and the products and services that you offer. 
This should include an evaluation of the sensitivity of the 
information that suppliers hold and the value of the projects 
they support.

Make sure that the protection assigned to certain risks are 
relevant to the scale of the threat. Risks that are more likely to 
occur or that will cause greater damage must be prioritised.

Review the high-level risks involved in your supply chain. This 
should cover security issues specific to the country that the 
supplier is based in and their sector. Pay particularly close 
attention to specific regulatory requirements.

Lay out minimum security requirements for suppliers 
within your contracts.

Assess the security arrangements of your suppliers and 
ensure that they are continually monitoring their risks.

Make sure you have met your own responsibilities as a 
supplier. Pass your customers’ requirements down and 
provide upward reporting.

Support suppliers when dealing with incident response. The 
damage caused by a data breach can be mitigated through 
effective planning, so provide guidance on what you need 
from the supplier and the steps you can take to help.

Assessing your supply chain

Supply chain attacks rose by

Third-party data breaches cost organisations 
an additional 9% on average

Supply Chain Audit service 
 For organisations looking for guidance completing their supply chain audit, 

DQM GRC is here to help. With our Supply Chain Audit service, a team of 
experts will design an audit programme around the third party’s risks and 

controls, and discover how effective its security mechanisms are.
 

You will receive a report that identifies areas of good practice and 
highlights deficiencies, supported by recommendations to 

resolve or mitigate them. 

What you need to know about 
supply chain assessments

Why you need to manage supply chains 

Organisations often suffer because of vulnerabilities in their supply 
chains. For example, a data breach at a third party can result in delays 

or an inability to provide a product or service.

An even greater risk is if cyber criminals are able to exploit a 
vulnerability in a third party to compromise other organisations in the 

supply chain. Under the GDPR (General Data Protection Regulation), you 
can be held accountability for such breaches, so it’s essential that you 

understand the risks that suppliers pose to you.

Supply chain attacks are on the rise

of organisations were affected by a cyber security 
breach in their supply chain

of firms said they were compromised 
after a third-party data breach

42%

Data breaches cost organisations

million on average

in the first quarter of

97%

93%
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