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How to spot a phishing email
It’s not as simple to detect a phishing email as it once was. 

Cyber criminals are using much more sophisticated schemes, and 
more people are falling victim. 

We look at some of the most popular tactics cyber criminals 
use, and how you can avoid taking the bait. 

Prevent phishing by educating 
your employees

To combat the threat of phishing, organisations must 
provide regular staff awareness training.

Reinforcing advice on how to avoid scams ensures your 
employees develop good security habits and are able 
to detect malicious messages.

Our Phishing Staff Awareness Training Programme 
explains everything you need to know about phishing, 
and is updated quarterly to cover the latest scams.
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Fear tactics
Phishing emails often create a sense 

of urgency so that the recipient 
responds straight away, such as 

informing them that their 
information has been compromised. 
The email may appear to be from a 

legitimate source like a bank or 
government agency, but it is very 

unlikely they would contact you 
about an urgent issue via email. If 

you are unsure, go to the 
organisation’s website (through a 

search engine, not by clicking the 
link in the email!) 

8.

Typos and bad 
formatting
Scam emails often contain poor 
spelling, grammar and formatting. 
This could be because the 
scammer isn’t fluent in English, 
they’re using spelling mistakes to 
get around spam filters, or one 
theory is that if someone ignores 
clues about the way the message 
is written, they’re less likely to 
pick up clues during the 
scammer’s endgame.

1.

Use of well-known 
branding
Cyber criminals often imitate 
well-known brands to trick 
people into divulging their 
personal information. Don’t be 
deceived. Just because an 
email looks legitimate, doesn’t 
mean it is. Look past the design 
and closely check the contents.

3.

Filter evasion tactics
Many organisations use 
anti-phishing filters that detect 
and block emails containing 
suspicious links, words or 
phrases. To get around this, 
criminals use images, which the 
filters are unable to read. If you 
receive an email like this, be 
wary and check for other signs 
that it may be a phishing email.

Unexpected email 
attachments

Phishing emails sometimes 
include infected attachments, 

often disguised as a document 
such as an invoice, report or 

receipt. Never open an 
attachment unless you are 

expecting it and are sure that 
the message is from a 

legitimate party.

2.

Fake links
Phishing emails may include 

links to fake websites the 
attacker controls. There may 

only be subtle differences 
between the spoofed URL and 
the legitimate one, such as an 
extra character being used, so 

it’s important to thoroughly 
check any link before you click 

it. Don’t click the link at all if 
you are in any way unsure. 

4.

Impersonation
Criminals may pose as 

someone in the organisation, 
such as the CEO, to target 

other employees. Check the 
legitimacy of the sender by 

hovering your cursor over the 
sender’s name, which will 

show the address the email 
was sent from.

6.

7.

Masked links
These look like legitimate links, 
but direct to a fake website. 
You can check the links by 
hovering your mouse over the 
URL, which will display a 
preview of the real URL.

5.
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