
What cookies does your website use? .

The best place to start is by conducting an audit to ensure you know exactly what each 
cookie does, whether it is still required and when it is deployed. 

Older websites often have complex layouts and have been through many updates and 
development phases, which can lead to cookies and other features being left in place when 
they no longer serve a purpose.

Do you know which cookies are subject to relevant laws?

For GDPR compliance, you only need to address cookies that are considered personal 
data. In other words, any information that can be used to identify an individual via 
their device is within scope.

However, the PECR cover all cookies, including information that has been anonymised.

What is the purpose of the cookies you are collecting

As with the GDPR in general, you can only use cookies to collect personal data if you 
can document a specific reason that you need that information.

You are also required to inform users of the kinds of cookies you use – or want to use 
– and the types of data they collect. For example, you may be using the information 
for marketing, to improve security, to analyse website performance or to tailor the site 
to the user’s preferences.

Are they session cookies or persistent cookies?

Session cookies are stored temporarily on the browser’s memory and are deleted 
when the browser is closed. They are often associated with essential site functions.

Persistent cookies are saved on the user’s computer even when it is turned off.  
They are often non-essential, and are created with an expiry date.

You are required to inform users about the collection of both session and persistent 
cookies, but you may not necessarily need to seek consent.

COOKIE COMPLIANCE CHECKLIST

The way UK organisations collect and use cookies is regulated by the GDPR (General Data Protection 
Regulation) and the PECR (Privacy and Electronic Communications Regulations).

You can make sure your organisation meets its data protection and privacy requirements with respect 
to cookies by following our checklist.

What are cookies?

Cookies are small pieces of data created by a web server and placed on the user’s device.

They can be used to make websites work more effectively, improve security, remember user 
preferences and track user behaviour for analytical purposes. 



Have you created a banner to inform users of your cookie practices? .

You can inform users about the cookies you collect using a banner, or splash page, upon 
visiting your website.

Your banner must also highlight non-essential cookies, which will typically be those related 
to user experience rather than website performance. For example, advertising cookies 
and cookies that automatically fill in login details are non-essential, as are cookies used for 
analytics.

The banner must give users the option to tailor their preferences regarding the use of non-
essential cookies.

Do you need to seek consent? 

Regulation 6(4) of the PECR states that organisations do not need to seek consent 
if the cookie (or similar technology) is needed to store or access information that 
is solely used to transmit or help transmit a communication over an electronic 
communications network. 

Likewise, consent isn’t necessary if the cookie is necessary to provide an information 
society service requested by the user or subscriber.

Does your banner contain a straightforward yes/no option?

Your consent request must contain an option to both accept and reject optional 
cookies. These should be equally visible, giving visitors a genuine choice.

Are cookies turned off by default?

You must ensure that optional cookie collection is turned off until the user provides 
their consent.

Do you give users the option to manage their cookie preferences?

In addition to accepting or rejecting cookies, you should give users the option to 
manage their cookie preferences using a checkbox or slider.

You can include the full list of non-essential cookies on your banner or you can link to 
another page.

COOKIE COMPLIANCE CHECKLIST



Does the banner contain a link to your cookie policy? .

You must make it easy for users to review the way you use cookies. As such, your banner 
should contain a link to your cookie policy, which should answer the following questions:

Are you using third-party cookies?

Third-party cookies are often used for many purposes and are accessible on any 
website that loads the third-party server’s code.

If you use third-party cookies or share your data with another organisation, you must 
make this clear – particularly as the difference between first- and third-party cookies 
can adjust your consent requirements.

How long will the data be stored?

Organisations are required to remove personal data when it is no longer necessary for 
the purpose that it was collected. If there is no clear date for when that might be, you 
should implement a review process.

Do you have a mechanism that allows users to withdraw consent? .

Even after getting valid consent, websites must give users the option to change their mind. If 
you ask for consent through opt-in boxes or sliders in a settings menu, users must be able to 
return to that menu to adjust their preferences.

Are you storing cookie data appropriately? .

For cookies that are deemed personal data under the GDPR, you must be able to access and 
retrieve that information in the event that a user withdraws their consent or they submit a 
DSAR (data subject access request). 

A robust storage system also helps you review data flows and remove information when it is 
no longer needed.

COOKIE COMPLIANCE CHECKLIST



COOKIE COMPLIANCE CHECKLIST

Make cookie compliance simple with our GDPR Cookie Compliance Service

Our comprehensive service offers a full website review to establish what cookies are being 
used and where, followed by a compliance review of your cookie banner. We will highlight any 
particularly risky cookies and those that are not included in your cookie policy, before outlining 
clear steps to take to become compliant with the GDPR and PECR.  
 
                                    to find out more.

 

t:  +44 [0) 1494 442900
e:  sales@dqmgrc.com
w: www.dqmgrc.com

DQM House, 
Baker Street, High Wycombe, 
Buckinghamshire HP11 2RX

Company registration number: 10852386

Visit our website 

Have you documented your compliance practices? .

You must be able to demonstrate your compliance in the event that you are subject to an 
investigation from the ICO (Information Commissioner’s Office). As such, you should have 
documents and policies outlining your compliance practices.

Equally, you need records of consent, documenting who gave it, who refused it, how it was 
given and what information was provided.

Have you created a review system? .

The way you collect and use cookies may change as your organisation evolves. We 
recommend reviewing your compliance practices at least annually or whenever you make 
substantial organisational changes.

https://www.dqmgrc.com/consultancy/gdpr-cookie-compliance-service
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