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Data protection news
Twitch suffers huge data 
breach

The Amazon-owned game-
streaming platform Twitch has 
suffered a huge data breach 
in which more than 100GB of 
confidential company information 
was compromised.

In a statement, Twitch said the 
incident was caused by an error 
in a “server configuration change 
that was subsequently accessed by 
a malicious third party”.

According to the BBC, that third 
party posted the data online on 
Wednesday, 6 October to “‘foster 
more disruption and competition’ 
in video streaming”.

Among the leaked documents were 
details of top streamers’ earnings 
from the past two years, the site’s 
source code, and technical details 
for unreleased products and 
platforms.

If the data is confirmed to be real 
– which, according to the BBC, it 
shows every sign of being so far – it 
would be one of the biggest leaks 
ever seen.

That the exploited vulnerability 
was caused by a configuration 
change is particularly alarming: 
one of the most basic tenets of 
information security is that you 
should conduct penetration tests 
when you have made any network 
or configuration changes in case 
you have accidentally introduced or 
reintroduced security vulnerabilities.

Security Bulletin 
Security news for e-learning users 

Welcome to October’s  security bulletin, brought 
to you by IT Governance and GRC eLearning.  This 
monthly newsletter aims to keep you up to date with 
information security and privacy news, and provide 
supplementary information about the latest threats to 
help you keep ahead of the criminals who are attacking 
your systems.

Please share it with your colleagues.  
The more you know, the safer you’ll be.

                         news
Thousands of Coinbase 
users lose funds in phishing 
attack

The Coinbase cryptocurrency 
exchange has warned more than 
6,000 of its customers that they 
were the victims of “a third-party 
campaign” that gained access 
to their accounts and removed 
funds.

The perpetrators most likely used 
phishing attacks to gain access 
to victims’ email accounts and 
personal data, which they then 
used to attempt to sign in to the 
targeted Coinbase accounts.

https://blog.twitch.tv/en/2021/10/06/updates-on-the-twitch-security-incident/
https://www.bbc.co.uk/news/technology-58817658
https://oag.ca.gov/system/files/09-24-2021 Customer Notification.pdf


Barclays account holders fall 
victim to smishing attack

According to The Telegraph 
(paywall), fraudsters have stolen 
millions of pounds from Barclays 
accounts in “a series of orchestrated 
attacks” using a Monzo account 
and a PISP (payments initiation 
service provider).

A Barclays spokesperson told The 
Telegraph:

There is nothing new or different 
about a fraudster’s approach to 
these cases that are specific to 
using a Pisp.

It is the same type of social 
engineering to convince victims 
to share passcodes/Pinsentry 
codes as is done to defraud 
customers through traditional 
channels. We regularly warn 
customers never to give out 
their Pinsentry codes or any 
passwords to prevent this type 
of fraud from happening.

The Open Banking Implementation 
Entity discussed a similar attack 
that took place in May.

It is believed that the attackers 
sent fraudulent SMS messages to 
victims (known as ‘smishing’) that 
purported to verify payments.

When the victims tapped the 
enclosed link, they were taken to 
a malicious website that looked 
identical to their bank’s, where 
they unsuspectingly entered their 
login details.

The attackers were then able to 
set up another bank account using 
these stolen credentials and use a 
PISP to initiate payment requests.

At least eight Canadian 
banks affected by 
phishing bot campaign

According to a blog by Intel 471, 
there has been a substantial 
increase in criminals trying to 
bypass banks’ 2FA measures 
by using Telegram bots to 
elicit account information from 
victims via SMS messages.

These bots are available for 
hire on the dark web, and are 
proving very popular with 
fraudsters because they are 
easy to use: all the crooks need 
do is pay a monthly fee and 
click a few buttons, and the bot 
does the rest.

One bot, known as SMSRanger, 
can be used to “target specific 
banks, as well as PayPal, Apple 
Pay, Google Pay, or a wireless 
carrier”, and boasts an 80% 
efficacy rate.

Another, called SMS Buster, 
“provides options to disguise 
a call to make it appear as 
a legitimate contact from a 
specific bank while letting the 
attackers choose to dial from 
any phone number”.

Since June, at least eight 
Canadian banks have been 
affected by phishing attacks 
using these bots, with their 
operators “often walking away 
with thousands of dollars from 
victim accounts”.

We hope you found this bulletin 
informative. Please keep an eye 
out for the next one.
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Coinbase accounts are secured by 
2FA, so even with all this information 
the attackers should have been 
unable to sign in.

However, Coinbase admits that 
there was a flaw in its SMS Account 
Recovery process, which enabled 
the attackers to receive the 2FA 
token intended for the victim, giving 
them access to the accounts instead. 

The attackers were then able to 
transfer funds from victims’ Coinbase 
wallets.

As soon as Coinbase learned of 
the compromise it updated its SMS 
Account Recovery process and 
began reimbursing those who had 
been affected. It has not disclosed 
how much cryptocurrency the 
thieves stole.

https://www.telegraph.co.uk/business/2021/10/02/millions-stolen-barclays-accounts-monzo-fraudsters/
https://www.telegraph.co.uk/business/2021/10/02/millions-stolen-barclays-accounts-monzo-fraudsters/
https://www.openbanking.org.uk/
https://www.openbanking.org.uk/
https://intel471.com/blog/otp-password-bots-telegram
mailto:servicecentre%40grcelearning.com?subject=
http://www.grcelearning.com

