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Simulated Phishing Attacks and Staff Awareness Training Programme 

Our Simulated Phishing Attacks and Staff Awareness Training Programme assesses your 

staff’s awareness of phishing threats before and after our training to measure the 

improvement, as well as identifying departments or individuals which may require 

further training. We simulate phishing emails that can range from unsophisticated to a 

highly targeted campaign.  

We will capture a wide range of statistics to help evaluate your employees’ awareness 

and will compare the results from before and after training. These will be detailed in a 

report that also identifies business and technical risk, and advises on how to improve 

staff awareness. 

For more information about this service and a tailored quote, please contact us on +44 

(0)333 800 7000. 

 

Benefits 

• Identify and understand your staff’s awareness of phishing. 

• Determine which employees require additional phishing training – an effective 

way to change end-user behaviour. 

• Get an understanding of the business impacts presented by human 

vulnerabilities.  

• Supports compliance with ISO 27001, the UK Data Protection Act 2018 and the 

General Data Protection Regulation, the PCI DSS, and other laws, regulations and 

contractual obligations.  

• Protect brand loyalty and corporate image by reducing the likelihood of a security 

breach. 

 

Objectives 

The Simulated Phishing Attack and Staff Awareness Training Programme is designed to 

help mitigate the threat from both opportunistic and determined attackers. It involves: 

• Identifying users who download the ‘malicious’ content; 

• Identifying users who click the ‘malicious’ link; 

• Identifying users who submit data; 

• Identifying users who open untrusted files; 

• Identifying users who are open to building a trust relationship with the ‘attacker’, 

• Providing a report of the findings, along with improvement recommendations; 

• Improving staff awareness through training; and  

• Revaluating your security posture after training by performing a further phishing 

campaign. 

 

The phishing assessment does not aim to test the security of spam filters or other 

security mechanisms, only users’ awareness of phishing emails. The consultant will not 

attempt to exploit any vulnerabilities. 

 

Methodology 

A typical engagement will go through the following stages: 
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• Perform phishing campaign 

o Select type of attack 

Phishing attacks can take many forms, from very blunt, untargeted 

attempts to gather information from anyone who can be fooled, through to 

highly targeted spear-phishing attacks drawing on intelligence gathered 

from social media, company websites and releases, previous breaches, 

and so on. Our consultants will work with you to identify the best type of 

attack for your needs. 

o Define targets 
The campaign can be directed against the whole organisation, or restricted 

to specific roles or parts of the organisation.  

o Define metrics 

The test will be designed to provide data on key aspects of your 

organisation’s vulnerability to phishing attacks. We typically provide 

information about the number of users who reach each stage of the attack 

– e.g. downloading external content in the email, clicking links, providing 

information. 

o Design and build 

Based on your requirements, we will design and build the attack. This 

often involves setting up a domain from which to send the phishing attack, 

which may be designed to closely resemble one of your own domains, 

developing a template to mimic your organisation’s email templates or 

those of trusted suppliers, building webpages for phishing emails to direct 

to, and so on. 

o Execute the test 

At the time of your choosing, we will initiate the test, which might be 

phased to target different elements of the target group at different times 

or with different attacks. 

o Compile results 

When the test has been completed, we will prepare a comprehensive 

report setting out the findings. 

• Perform training 

This interactive e-learning course helps employees identify and understand 

phishing scams, explains what could happen should they fall victim, and shows 

them how they can mitigate the threat of an attack. It can help to reduce the 

chances that an employee will hand over confidential information or inadvertently 

infect your systems. 

• Perform phishing campaign 

We will design a similar campaign to track how users have performed before and 

after training, and track the improvement. 

 

Reporting 

Your report will be broken down into the following sections: 

 

• Executive summary 

o High-level, non-technical summary of the results. 

o Potential business impact of the results. 
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o Comparison of results. 

• Assessment details 

o When the assessment was performed, the type of assessment and the 

assessment objectives. 

o Defined scope of the assessment, along with any testing limitations or 

restrictions. 

• Phishing template 

o Details of how the template was designed. 

o How users could identify that this is a phishing email. 

o Screenshots of the template and landing page. 

• Findings 

o Overview of and commentary on the process and findings.  

o Anonymised breakdown of the results, including: 

▪ An overall risk score based on the IT Governance scoring scheme; 

▪ The number of users who submitted data, followed the ‘unsafe’ link and 

downloaded the ‘unsafe’ image; 

▪ The number of users who followed the ‘unsafe’ link and submitted data; 

▪ The number of users who followed the ‘unsafe’ link and downloaded the 

‘unsafe’ image; 

▪ The number of users who followed the ‘unsafe’ link only; 

▪ The number of users who downloaded the ‘unsafe’ image only; 

▪ The number of safe users or unactioned emails; and 

▪ The number of out-of-office replies and undeliverable emails. 

o Optional breakdown per department. 

o Optional comparison with another campaign previously delivered by IT 

Governance. 

 

A separate executive summary or letter of attestation for sharing with non-technical 

management and third parties can be provided upon request, as can a list of users who 

were sent the phishing email. 

If you would like to see a sample report before engaging, please contact us. 

 

Eligibility 

This service is suitable for organisations that want to understand their staff’s awareness 

levels or test the effectiveness of their phishing training.  

Our standard service will be crafted according to your needs to target up to 600 or 1,200 

users with a single template for all users and track users who downloaded the image, 

clicked the link and submitted data. If you would like to assess a larger number of users 

or conduct a more complex simulation, please contact us on +44 (0)333 800 7000. 

 

Why choose IT Governance Ltd? 

• Get one-to-one expert advice at any stage of the engagement, along with an end-

of-test debrief and answers to queries following the issue of the report. 

• Receive a detailed report that describes the identified business risks from both 

technical and non-technical perspectives.  
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• Our established and experienced penetration testing team has been operational 

since 2010, amassing extensive testing experience that ensures clients receive a 

comprehensive testing service.  
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