
eLearning

What are the major types 
of cyber attack?

There are many types of cyber attack, which all operate in different ways. 

Here is a breakdown of the most common ones.

Ransomware

Ransomware is one of the fastest-growing forms of cyber attack and has been 
behind several high-profile breaches. It is a type of malware (malicious software) 
that encrypts a victim’s files and demands a payment to release them. However, 
paying a ransom does not guarantee the recovery of all encrypted data.

Phishing

This is an attempt to access sensitive information such as passwords and bank 
information by posing as a trusted individual. This is done via electronic 
communication, most commonly by email, and can inflict enormous damage. 

DDoS attack

A DDoS (distributed denial-of-service) attack is a malicious attempt to disrupt 
normal web traffic and take a site offline. This is done by flooding a system, 
server or network with more access requests than it can handle.

Viruses

A virus is a piece of malicious code that is loaded onto a computer without
the user’s knowledge. It can replicate itself and spread to other computers 
by attaching itself to another computer file.

Trojans

A Trojan is a type of malware that disguises itself as legitimate software, such 
as virus removal programs, but performs malicious activity when executed. 

Zero day attack

The use of outdated (unpatched) software opens opportunities for criminal hackers 
to take advantage of vulnerabilities to bring entire systems down. A zero-day 
exploit can occur when a vulnerability is made public before a patch or solution 
has been rolled out by the developer.

Spyware/adware

Spyware/adware can be installed on your computer without your knowledge when 
you open attachments, click malicious links or download infected software. It then 
monitors your computer activity and collects personal information. 

Worms

Worms are like viruses in that they are self-replicating, but they do not need to 
attach themselves to a program. They continually look for vulnerabilities and 
report any weaknesses they find to their creator.

Don’t let your staff  
let you down
This interactive e-learning course helps employees 
identify and understand phishing scams, explains what 
could happen should they fall victim, and shows them 
how they can mitigate the threat of an attack.
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