
Attacker infects victim – ransomware can 
come from many places, but in most cases it 
starts when someone clicks a malicious link. 
The ransomware automatically installs and 
takes steps to ensure it will activate on start up.

RANSOMWARE
A QUICK GUIDE TO

RANSOMWARE IS A 

Ransomware attacks are becoming more sophisticated, infecting 
more files and demanding higher payments from victims. 

80% of victims who paid a ransom 
experienced another attack soon after, 
and 46% regained access to their data 

but some or all of it was corrupted.

46%

80%

Ransomware was responsible for 
23% of surveyed attacks in 2020.

23%

The average downtime a 
company experiences after a 

ransomware attack is 21 days.

21
DAYS

The average cost to recover 
from a ransomware attack in 

2021 is $1.85 million.

$1.8M

WHAT IS RANSOMWARE?

HOW RANSOMWARE 
INFECTS YOUR MACHINE

Ransomware is a type of malicious program that infects a 
computer system, prevents access to stored files, and demands 

payment to restore them.

This type of malware has become increasingly popular among 
criminals, costing organisations millions each year.

Extortion – the attacker receives the payment and 
sends the encryption key to the victim. If payment 
is refused, attackers commonly threaten to release 
the encrypted files into the public domain.
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Encryption – the ransomware scans for 
and encrypts the victim’s files, making them 
inaccessible, and demands a ransom payment 
to decrypt them.
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Set up communications – 
The ransomware client 
prepares the connections 
it needs to contact the 
controlling server.

Handshake – the ransomware 
client contacts the controlling 
server. Two encryption keys are 
generated. One is stored on the 
victim’s machine and the other on 
the controlling server. 
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FROM RANDOMWARE ATTACKS
DEFEND YOUR ORGANISATION 

HOW TO 

Disconnect from 
networks immediately if 
you suspect infection. 

Our services are delivered by a team of experienced consultants and 
penetration testers. 

We have a deep understanding of the cyber risks organisations face, and can 
help you implement the best possible security solutions for your budget and 

requirements.

Prepare for, recognise and survive ransomware attacks with our range of 
bestselling products and services.

STAY SECURE WITH IT GOVERNANCE
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Create rules that block 
programs from executing in 

AppData/LocalAppData folders.

Back up regularly and make sure you 
have offline backups. That way, if you are 
infected with ransomware, your backups 

won’t be encrypted. 

Keep your systems updated and 
patched. Criminal hackers can run 

automated scans that search the Internet 
for systems with known vulnerabilities.

Monitor logs closely for suspicious 
activity across firewalls, networks and 

antivirus software. 

Conduct simulated phishing attacks 
to establish whether your employees 

are vulnerable to phishing emails. 

Act against the threat 
of phishing attacks by 

improving staff awareness. 

Ensure that you regularly 
update your antivirus 
software definitions. 

Disable macro scripts in 
Microsoft Office files sent 

by email. 

Limit user privileges and 
write permissions on file 

servers as much as possible. 

GET SECURE

GROWING THREAT
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