
WHAT IS A 
PENETRATION TEST

WHY CONDUCT A PENETRATION TEST?

The average cost of a data breach is $3.86 million (about £2.7 million)

The average time to identify a breach is 280 days

Software specifically designed to disrupt, damage, or gain access 
to a computer system. 

MALWARE

Attacks against available web applications and web services, including 
mobile apps, as they provide interfaces/APIs to web sources. 

APP ATTACKS

Attacks that use web components as an attack surface, such as 
web servers, browsers, content management systems and browser 
extensions. 

WEB-BASED ATTACKS

Attack in which the perpetrator attempts to overwhelm a server 
with traffic, rendering it unavailable to other users. 

DENIAL OF SERVICE

A number of Internet-connected devices used by a botnet owner to 
perform distributed denial-of-service attacks, steal data, send spam, 
and allow the attacker access to the device and its connection. 

BOTNETS

Malware that mounts either an extortion attack that holds data 
hostage, or a leakware attack that threatens to publish data, until a 
ransom is paid. 

Organisations should carry out penetration tests for the following reasons: 

Sources

2021 Cyber Security Statistics: The Ultimate List Of Stats, Data & Trends – PurpleSec

Cyber Security Breaches Survey 2020 - www.gov.uk

Cost of a Data Breach Report 2020 – IBM
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RANSOMWARE

Emails purporting to be from reputable companies in order to 
convince recipients to reveal personal information, such as 
passwords and payment card details. 

PHISHING

Attacks that come from people within the organisation, who have 
inside information concerning the organisation's security practices, 
data and computer systems. 

INSIDER THREATS

WITH THE RISK OF CYBER INCIDENTS CONSTANTLY 
INCREASING, ORGANISATIONS NEED TO TAKE 
ACTION AND KNOW HOW TO MITIGATE AND 

RESPOND TO AN ATTACK

Penetration testing (also called pen testing or ethical hacking) is a systematic 
process of probing for vulnerabilities in your networks and applications. 

It is essentially a controlled form of hacking in which the ‘attackers’ act on 
your behalf to find and test weaknesses that criminals could exploit. 

PENETRATION TESTING FROM IT GOVERNANCE

Our range of penetration testing services enable organisations of all sizes to 
effectively manage cyber security risk by identifying vulnerabilities in infrastructure, 

applications, wireless networks and people. 

Our tests are performed by CREST-accredited security testers, who use their diverse 
knowledge of penetration and vulnerability testing and the associated security 

challenges to deliver accurate results. 

FIND OUT MORE

THE MOST PREVALENT CYBER THREATS

COMMON TYPES OF PENETRATION TESTING

Detects security issues 
within a website or web 

application that could be 
exploited by an attacker, 
resulting in irreparable 
damage or data theft. 

WEB 
APPLICATIONS TEST

Delivers an independent 
assessment of employee 
susceptibility to phishing 

attacks and evaluates your 
security awareness 

campaigns. 

SIMULATED 
PHISHING TEST

Detects access points and 
rogue devices, analyses your 
configurations and tests for 

vulnerabilities. 

WIRELESS 
PENETRATION TEST

Identifies vulnerabilities that 
put your infrastructure at 

risk, enabling you to put in 
place mitigating plans to 

ensure it is secure.  

REMOTE ACCESS 
PENETRATION TEST

Tests employees’ adherence 
to your organisation’s 
security policies and 

practices. 

SOCIAL ENGINEERING 
PENETRATION TEST

Scans your network and 
wireless infrastructure to 

identify security problems 
and issues. 

NETWORK 
PENETRATION TEST

AND WHY WOULD YOU NEED ONE?

In response to the impact of a serious data breach on a similar organisation. 

To comply with a regulation or standard such as the GDPR and PCI DSS. 

To ensure the security of new applications or significant changes to business processes. 

To manage the risk of using a greater number and variety of outsourced services.  

To assess the risk of critical data or systems being compromised. 

Cyber crime is up 600% due 
to the COVID19- pandemic 

of businesses report having 
suffered cyber security 

breaches or attacks
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https://www.itgovernance.eu/en-ie/penetration-testing-services-ie?utm_source=infographic&utm_medium=penetration-testing&utm_campaign=what-is-a-penetration-test
https://purplesec.us/resources/cyber-security-statistics/
https://www.ibm.com/security/data-breach
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020/cyber-security-breaches-survey-2020



