
REMOTE WORKING SECURITY ASSESSMENT SERVICE
This service provides a review of your remote working policies, processes and
practices against cyber security best practice. Upon completion, you will receive
a detailed report of the consultant’s findings, including recommendations for
improvement. This service is delivered remotely by one of our cyber security
consultants.

CYBER HEALTH CHECK
Assess your state of readiness for hybrid working with a cyber health check.
This will provide you with a detailed report describing your current cyber risk
status and critical exposures, and draw on best practice, such as ISO 27001, 10
Steps to Cyber Security, the CIS Controls and NCSC guidance, as well as our
own practical experience to provide recommendations for reducing your cyber
security risks.

GDPR GAP ANALYSIS TOOL
If your data processing has changed as a result of hybrid working, you can
quickly identify your GDPR (General Data Protection Regulation) compliance
gaps with the GDPR Gap Analysis Tool.

REMOTE WORKING POLICY TEMPLATE KIT
This set of customisable documentation templates will help ensure your staff
stay safe online when working from home.

BUSINESS CONTINUITY MANAGEMENT/ISO 22301 GAP
ANALYSIS
Get an accurate assessment of your business continuity management
programme and how it compares to the international standard for business
continuity management, ISO 22301.

STAFF AWARENESS E-LEARNING COURSES 
Our short online courses are designed to deliver consistent, accurate training
for employees at all levels. Staff can learn wherever they are with minimal
disruption to their working day, and the LMS (learning management system)
captures their participation, serving as evidence in an audit. All our e-learning
courses can be customised, branded, and hosted on either the IT Governance
LMS or your corporate LMS.

CYBER SECURITY FOR REMOTE WORKERS STAFF
AWARENESS E-LEARNING COURSE
This non-technical course is suitable for all employees who work remotely.
It will help them remain safe, and understand what to do if and when they
experience a cyber attack or phishing scam.

Monitor how your organisation uses data wherever your staff are working.
BreachTrak™ can monitor the dark web, surface web, email, phone and post,
helping you quickly identify unusual activity and respond in a timely manner.

CYBER INCIDENT RESPONSE MANAGEMENT
Our cyber incident response services will enable you to respond to an incident
and restore services in a trusted and timely manner, while safeguarding
evidence as appropriate.

PRIVACY AUDIT SERVICE
Our Privacy Audit Service will validate that your data privacy practices meet
applicable regulatory requirements for either the GDPR and DPA 2018, the
PECR (Privacy and Electronic Communications Regulations), or all three. 

SIMULATED PHISHING ATTACK AND STAFF 
AWARENESS TRAINING PROGRAMME 

STEP ONE: ASSESS

STEP TWO: PREPARE

STEP THREE: TRAIN

STEP FOUR: CYBER BASICS

STEP FIVE: PRIVACY BASICS

HOW TO KEEP 
YOUR HYBRID
WORKFORCE 
SECURE
IN SIX STEPS

Assess your current organisational state to pinpoint any security 
gaps and give you a starting point on what needs to be completed.

PENETRATION TESTING
Our CREST-accredited penetration testing services have been developed to
align with your business requirements, your budget and the value of the assets
being tested.

BUSINESS CONTINUITY RISK MANAGEMENT PACK
This pack contains a Risk Assessment Procedure, Risk Register/Treatment Plan
and Business Impact Analysis tool to help you develop business continuity plans
tailored to your organisation’s risk appetite to ensure it is fully prepared to
quickly recover its critical business functions in the event of a disruptive
incident.

Put appropriate policies and procedures in place. These will
provide a roadmap for day-to-day operations, ensure compliance
with laws and regulations, give guidance for decision-making and
streamline internal processes.

This phishing programme combines a series of simulated phishing attacks
(to a targeted group of employees) with a phishing staff awareness training
programme, enabling you to find and address weaknesses in your cyber
security.

Your employees can often be your weakest link in the security
chain. By implementing an ongoing staff training programme, you
can ensure they stay on top of the new and emerging risks of
working remotely.

CYBER ESSENTIALS CERTIFICATION 
The Cyber Essentials scheme sets out five basic cyber security controls that
help protect organisations from 80% of common cyber attacks. IT Governance
has been trained and licensed by the IASME Consortium to deliver both Cyber
Essentials and Cyber Essentials Plus.

Cover your cyber basics to stop the most common forms of cyber
attack.

DPO (DATA PROTECTION OFFICER) AS A SERVICE
Appointing a DPO is mandatory for all public authorities and many private
organisations under the GDPR (General Data Protection Regulation) and DPA
(Data Protection Act) 2018. It is also a matter of good practice for other
organisations. If the DPO responsibilities are a challenge to deliver, you can
outsource the role to professional independent experts.

GDPR EU REPRESENTATIVE
Under the EU GDPR, data controllers and processors outside the EU offering
goods or services to, or monitoring the behaviour of, data subjects in the EU
must appoint an EU representative. Our annual subscription service is delivered
by IT Governance Europe, which will serve as your EU representative, in
compliance with Article 27 of the EU GDPR.

Cover your privacy basics to ensure your organisation continues to
be compliant with international laws.

BREACHTRAK™ SERVICE

STEP SIX: THINK AHEAD
Implement your ongoing, long-term security strategy to ensure
your organisation continues to remain secure and compliant even
with the rising levels of cyber crime and data breaches.

FASTTRACK™ ISO 22301 CONSULTANCY
This unique consultancy service helps you implement a robust BCMS (business
continuity management system) and achieve certification to the international
BCMS standard, ISO 22301, with minimal business disruption and within a
limited budget.
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