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Detect 
 

Identify potential breaches as quickly 
as possible. Educate staff on what 

constitutes a data breach and what to do. 

Figure 1: Flowchart illustrating a typical breach response process

Assess 
 

Establish exactly what happened – what 
were the circumstances around the 

breach and what data has been affected?

Remediate 
 

Contain and repair the damage by forcing 
criminal hackers out of systems, or 

remote wiping hardware, for example. 

Review 
 

Reassess the risks and improve your 
defences if possible.

Triage
 

Establish the urgency of the situation, 
and whether it needs to be escalated.

Report
 

Meet your regulatory obligations by 
reporting the breach to the 

 ICO (Information Commissioner’s Office)  
if necessary. 

Recover
 

Get back to business as usual by restoring 
from backups where possible. 

Resolved
 

Keep documentation regarding your 
breach response, even if it did not have 

to be reported, and mark the case as 
resolved once you have completed all the 

previous steps.

Beginner’s guide to data breaches and the GDPR

Sign up now

What constitutes a personal data breach  
or cyber incident?

Be prepared with experts on hand

Data breaches happen all the time, and your response is key 
to mitigating the damage. Ensure you have data protection 
expertise on hand for a potential data breach with 
GRCI Law’s Retained Data Breach Management Service. For 
just £500 per year, we’ll give you priority support when you 
need it most, helping you to meet the ICO’s 72-hour breach 
reporting deadline.  
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Breach reporting requirements 

Under Article 33 of the GDPR, data controllers must report 
personal data breaches likely to result in a risk to the rights 
and freedoms of natural persons to their supervisory authority 
within 72 hours of becoming aware of the breach.
  
If a data processor becomes aware of a breach, they must 
inform the data controller of that breach “without undue 
delay”. Article 33 also stipulates that controllers must notify 
affected data subjects “without undue delay” if there is a high 
risk to their rights and freedoms. 
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Article 4(12) of the EU GDPR (General Data Protection Regulation) defines a 
‘personal data breach’ as:

a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to loss, alteration, 
unauthorised disclosure of, or access to, personal data transmitted, stored 
or otherwise processed

More generally, the UK’s NCSC (National Cyber Security Centre) defines a 
‘cyber incident’ as:

a breach of a system’s security policy in order to affect its integrity or 
availability and/or the unauthorised access or attempted access to a 
system or systems
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