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Your staff are your first line of defence.  

Employees play an essential role in your 
organisation’s security practices, so they need to
be taught their responsibilities and how to 
recognise and prevent data breaches. 

Training can come in many forms, from introductory  
e-learning  to classroom certification courses. 

Knowing where to start with your organisation’s cyber security 
can be daunting and confusing.  

We’ve outlined some of the basic cyber security measures that 
you should implement to help reduce the risk of cyber incidents.  

Staff Awareness

One of the simplest ways to mitigate the risk 
of data breaches is to limit the information that 
staff have access to. 

Access controls ensure that staff can only view 
information that’s relevant to their job.  

Walling off those other parts of the system 
ensures that staff can’t compromise that data, 
either accidentally or maliciously. It also protects 
organisations should a criminal hacker break 
into an employee’s account. 

Access Controls

People generally have terrible 
password habits. And those who do 
set better passwords are prone to 
writing them down or using them 
across different accounts.  

Passwords should be a combination 
of letters, numbers and special 
characters, or a combination of 
three random words. 

Passwords

Criminals have plenty of tricks for breaking into your organisation, so you must close 
as many gaps as possible. This is where investing in cyber security software can help.  

Antivirus and anti-malware software scans for files that match its built-in database of 
known viruses and malware, and either deletes them or alerts you to their presence. 

Firewalls monitor network traffic, identifying and blocking unwanted traffic that could 
damage your computers, systems and networks. 

System monitoring tools can be used to detect suspicious activity on your 
organisation’s networks. This information gives you a head start when it comes to 
active or attempted system compromises. 

Software 

You can respond to any cyber incident quickly and with confidence with our 
Cyber Incident Response Service. 

This emergency support service will help you limit the impact of a cyber incident 
with support from our team of cyber security experts, helping you return to business 
as usual as quickly as possible, minimising costs and potential fines. 

If your organisation does suffer a cyber incident, 
don’t panic.  

A risk assessment is one of the first 
tasks an organisation should 
complete when preparing its cyber 
security programme. 

This assessment will show you what 
risks your organisation is likely to 
face, so that you can plan a suitable 
response and put appropriate 
controls in place. 

 

Risk assessments

Documenting your approach to information 
security is invaluable, as it helps steer employees 
away from making potentially costly mistakes.  

Policies and procedures also demonstrate your 
organisation’s standpoint on specific security issues, 
which in turn helps build a strong security culture. 

Policies and procedures
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Manufacturers and developers normally release 
regular updates that not only improve the software 
but also fix or ‘patch’ any discovered vulnerabilities.  

Installing those updates as soon as they are available 
minimises the time frame in which those 
vulnerabilities can be exploited.  

If the manufacturer stops offering support for the 
hardware/software that you’re using, it’s time to 
replace it with a more up-to-date alternative. 

Keep devices and software 
up to date

FIND OUT MORE

https://www.itgovernance.co.uk/cyber-incident-response-management?utm_source=infographic&utm_medium=CIR&utm_campaign=cyber-security-must-haves

