
Is your organisation still as responsive to 
security incidents?

Now that staff are working more flexibly, they might not be as 
responsive when it comes to security incidents. How quickly 
could your organisation identify a breach, contain it and return 
to business as usual?

How can you ensure your sensitive data 
remains secure?

How do you ensure staff are keeping your organisation’s sensitive 
data secure while working away from the office, on personal 
devices, using public Wi-Fi, etc.?

Does your organisation still comply with 
international data transfer rules?

The number of people moving or working overseas while 
continuing to work for the same company has increased. If 
your staff are accessing sensitive data abroad, can you ensure 
your organisation complies with international data transfer 
rules under the DPA (Data Protection Act) 2018, UK GDPR 
(General Data Protection Regulation) and EU GDPR?

Hybrid working is here to stay; secure your staff wherever they work

 Secure your staff wherever they work 

With remote workers more susceptible to phishing attacks, BYOD (bring your own 
device) putting corporate networks at risks, devices not being regularly updated or 
replaced, insecure public Wi-Fi networks and poor Cloud security, hybrid working 
can bring huge challenges for organisations. Here are the key areas you need to 
consider:
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Sources

https://www.cipd.co.uk/knowledge/work/trends/working-post-pandemic/

https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/articles/coronavirusandhomeworkingintheuklabourmarket/2019

https://gethownow.com/blog/return-to-work-report/

https://www.indeed.com/career-advice/career-development/covid-19-what-people-miss-most-about-office-work

https://www.tessian.com/resources/back-to-work-cybersecurity-behaviors-report/

https://hubblehq.com/should-we-ditch-the-office/survey-results

Benefits Challenges

Better work–life balance

Greater ability to focus, with fewer 
distractions

More time for family and friends

Saved commuting time and costs

IT upskilling 

Higher levels of motivation

Savings on office space

Higher levels of job satisfaction 

Reduced absence rates

Ensuring all staff benefit from 
hybrid working

Setting boundaries of ‘core’ 
working hours

When and where employees are 
expected to attend in-person 
meetings

Measuring productivity 

Managing information security  

You can find out more about how to keep your organisation secure by taking a look at 
our blog, and visiting our free resources hub and YouTube channel.

IT Governance is the one-stop shop for cyber security, cyber risk and  
privacy management solutions.  

Contact us if you require consultancy, books, toolkits, training or software.
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Post-COVID-19 - Where most employees would like to work, outside of the office:  

67% of workers felt disconnected from their colleagues, and 49% 
said working from home was negatively impacting how they viewed 
their job.

46% of workers missed work-related side conversations that 
happen in the office. 

45% of workers missed in-person meetings. 

36% of employees picked up bad security habits.

Challenges of remote working during COVID-19

While some employees want to work from home all the time after the pandemic, most 
would prefer a balance where they are in the office for part of the week and at home for the 
remainder. 

The rise of hybrid working

90% of organisations intend to shift to a hybrid working model 
where possible after the pandemic

Pre-COVID-19

“You’re on mute.” 

“Let me know 
when you can see 

my screen.” “Sorry, there’s someone at the door.” 

65% 

5% 

of employers did not offer regular working from home or only offered 
it to 10% or less of their employees.

of the workforce worked mainly from home.

The result? Hybrid working
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