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Organisations of all sizes rely on data protection policies and procedures to conduct 

their data processing operations in a consistent and efficient manner. All too often, 

however, a lack of resources and the skills necessary to review and update these 

critical documents effectively leads to them becoming ‘set in stone’. Once this occurs, 

they soon become a source of risk.  

 

Policies define the organisation’s core values and objectives. They must accurately 

reflect those values and objectives while also providing a framework through which 

they can be implemented. Failure to maintain policies can result in significant 

divergence during product and business development, with knock-on effects on all 

subordinate documents. 

 

Procedures are the backbone of day-to-day operations. They must reflect the goals 

and values defined in top-level policies and be accurate and easy to use. Out-of-date 

and poorly maintained procedures can lead to disruption, wasted development time 

and data breaches. 

 

Reviewing policies and procedures involves more than simply checking that the 

wording is still accurate – though that is of course a part of the process. To be 

effective, reviews must encompass all related documents, the controls and operations 

contained within them, and the wider context of the organisation. 

 

Before you begin reviewing policies and procedures, you should develop a schedule 

that ensures they are all reviewed within a set time frame. This might involve 

reviewing one business area per month, one top-level policy and all subordinate 

documents per month – or whatever best suits your organisation. 

 

Defining review timescales relies on a good understanding of the policy or procedure 

in question and of the wider context in which it operates. Top-level information 

security policies, for example, will probably require less frequent review than 

procedures that are used daily. A common approach is to ensure all policies and 

procedures are reviewed at least annually, with a higher frequency for those that are 

considered high risk or that are likely to change in the foreseeable future. 

 

Introduction First steps 

Reviews and the GDPR 

Article 32 of the General Data Protection Regulation (GDPR) requires organisations 

that process personal data to consider “the state of the art, the cost of 

implementation and the nature, scope and purposes of processing” to ensure a 

level of security appropriate to the risk. In practice, this means that your 

information security policies, procedures and controls must be properly 

maintained, updated and reviewed to ensure that they remain effective. 

 

The challenge, from the reviewer’s perspective, is how to determine what changes 

in the state of the art, cost of implementation, and nature, scope and purpose of 

processing trigger a review. While it is impractical to plan for every scenario, you 

should consider developing a short list of events that automatically provoke a 

review, for example changes to the way data is stored or processed, identification 

of a new and widespread information security vulnerability, or the introduction of 

new legal or regulatory requirements. 
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The schedule also serves another purpose beyond helping you plan reviews. It acts as 

evidence of good practice for regulators, certification bodies and other interested 

parties, demonstrating that you take data protection seriously.  

Mapping policy connections 

When developing your review schedule, it can be helpful to visually map the 

relationship between the various policies and procedures within your organisation. 

First, list the top-level policies: data protection policy, information security policy, 

quality policy, etc. – then draw lines to show the connections between the top-level 

policy and any subordinate documents such as sub-policies, procedures, work 

instructions, etc. 

 

This ‘map’ is useful for several reasons. By making the links between the ‘parent’ 

policy and all related documents clear, it makes it easier to ensure that subordinate 

documents accurately reflect the parent policy and highlights ‘orphaned’ documents 

that are no longer linked to a policy. It also helps you understand the scale of work a 

given review might involve so you can plan for the necessary time and resources. 

 

As a rule of thumb, reviews should be driven by the owner of the policy or procedure 

in question. Reviews should begin with top-level policies, then move on to 

subordinate policies and procedures. Depending on how many associated documents 

there are, the review may involve multiple stakeholders across different business 

units. 

Before you begin a review, you should first consider what it needs to achieve and, 

consequently, what questions you will ask during the process. Useful questions for a 

review include: 

• Is the policy/procedure effectively implemented? 

• Has the policy/procedure changed since the previous review? Are changes 

expected to occur before the next scheduled review? 

• If the policy/procedure has changed, is it necessary to change related 

monitoring or measurement methods? 

• If the policy or procedure refers to information security, health and safety or 

other necessary controls, are those controls in place? Are they effective? 

• Are subordinate policies, procedures, etc. appropriately aligned to the parent 

policy/procedure? 

• Does the policy/procedure account for all legal or regulatory requirements? 

• Is the policy/procedure clearly worded and suitable for its intended audience, 

and does it contain achievable goals and actions? 

• Is the review frequency sufficient to account for the pace of change within the 

organisation? 

Conducting a review 

Figure 1: Example document relationship map 
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The nature of your organisation, or of the policy or procedure may raise other useful 

questions before a review. Monitoring and measurement results from the policies or 

procedures under review may also suggest relevant questions, particularly where they 

highlight deficiencies. 

 

The ‘ideal’ review begins with the ‘parent’ policy and progresses to all subordinate 

documents, but depending on the time and resources available (and the amount of 

documents), it may be impractical to review all of them in a single session. If this is the 

case, conduct the review in stages to make it more manageable. If monitoring or 

measurement results are relevant to a particular document under review, it can be 

helpful to get hold of the results before you begin. 

Start at the top 

All reviews should begin with a top-level policy. These policies should set out the topic 

(information security, data privacy, business continuity, etc.) and what it means to 

your organisation in broad terms. They should define your organisation’s strategic 

approach to the topic and the key high-level risks that need to be managed. 

 

Top-level policies tend to change less frequently than subordinate documents, as the 

organisation’s general strategic approach and the wider risks it faces evolve relatively 

slowly. As a result, reviews of top-level policies often focus more on aspects such as 

effective implementation, whether relevant legal requirements are fully accounted 

for, etc. once the suitability of the current wording has been established.  

 

‘Effective implementation’ is different in every organisation, but you can gauge this by 

asking staff if they know where the policy is stored and how it affects them, reviewing 

subordinate documents and checking whether they align with the parent policy, and 

checking to see if the policy is considered during development of new procedures, 

products, etc. as appropriate. 

Subordinate policies 

Once you have confirmed that the top-level policy meets all necessary requirements, 

the next step is to review any subordinate policies. 

 

Subordinate policies define the organisation’s approach to a specific aspect of the 

topic covered by the top-level policy. For example, an information security policy – 

which defines the organisation’s broad approach to information security – is often 

supported by subordinate policies on Internet use, hardware use, data storage and 

disposal, cryptography, etc. 

 

Subordinate policies must reflect the approach defined in the top-level policy, so the 

first thing to check is that subordinates are properly aligned to the parent and do not 

contain any conflicts or contradictions that might impact the development or use of 

related procedures or work instructions. If conflicts are present, they should be 

resolved as a priority and all documents that rely on the policy should be checked and 

corrected where necessary. 

 

Subordinate policies sometimes define technical or organisational controls relevant to 

the topic. Where this is the case, you should check the results of recent risk 

assessments (or, if you have one, a risk treatment plan) with the risk owner to see if 

the control is still effective. If it is not, the risk owner should consult with risk 

managers to identify the necessary improvements and incorporate them alongside 

any other changes highlighted by the review. 
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Procedures 

The nature of procedures, work instructions and similar operational documents 

means that they generally require a higher frequency of review than the policies that 

govern them. Even seemingly minor procedural changes or discrepancies can result in 

significant disruption if they are allowed to persist. 

 

When reviewing procedures, confirm that they are aligned to the parent policy just as 

you have done in previous steps, then check the specifics of the procedure itself. Talk 

to the people who use the procedure to find out how it is really used and whether it is 

accurate. Check whether all necessary procedural steps are present, that they are in 

the right order, and that they are clear and easy to understand (especially in cases 

where they will be used to train new employees). 

 

If the procedure is subject to monitoring or measurement, review recent results to 

see if they indicate any problems or improvement opportunities. While doing this, 

also consider whether the measurement in use is still appropriate, especially if the 

procedure has undergone recent changes. If the measurement needs to change, you 

should also consider whether it is possible to normalise the old data set against the 

new one to ensure data continuity. 

 

As with subordinate policies, if the procedure defines technical or organisational 

controls, work with the risk owner to review their suitability and make changes where 

necessary. If any technical or management system standards, codes of practice, or 

similar frameworks apply to the controls in question, you should also verify that the 

controls meet those requirements. It can be helpful to classify controls as either 

‘detective’ or ‘preventive’ and link them to specific risks so that, for each risk or 

hazard, you can clearly see whether both detective and preventive measures are 

present. 

 

Finally, you should talk to the people responsible for the business area in which the 

procedure is used. They will be aware of how the procedure contributes to operations 

and of any problems that may be related to it that have not already been highlighted. 

They should also know of any upcoming changes (whether operational, regulatory, 

etc.) that might affect (or provoke) future reviews. 

Planning changes 

The results of your reviews will inevitably result in the need to make changes to 

policies and procedures. At a small scale this should pose few problems – minor 

additions or changes (e.g. to add a missing step in a procedure) require little or no 

planning, and can simply be dealt with through your continual improvement 

procedure. 

 

At larger scales, where changes need to be made to a lot of documents or in a specific 

order, you should develop an action plan so that resource availability and timescales 

can be planned. It is also helpful to track the implementation of larger-scale changes, 

especially if they need to be made across multiple sites or coordinated with partner 

organisations.  

 

Regardless of the scale of work required, you should always document the 

information you have collected to support the review and the actions you take. You 

should also record how and when you inform users about the change. 
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Get help from the experts 

Reviewing policies and procedures – especially at scale – can be a serious and ongoing 

challenge. Lack of time and resources can result in this critical task being neglected, 

often until a problem or disruption occurs that can no longer be ignored. When this 

happens, the response is usually to rush through changes to resolve the issue, despite 

the risk that doing so will create additional problems. 

 

Even when there is time to undertake reviews, familiarity with the documents 

concerned can result in key changes and issues being overlooked. An independent 

reviewer, on the other hand, can highlight issues your employees may not even be 

aware of. 

 

Instead of struggling to find the resources to conduct reviews, consider getting help 

from the experts. DQM GRC’s bespoke consultancy and process assurance services are 

suitable for organisations of all sizes, regardless of field, and will give you confidence 

that your policies and procedures are the best they can be. 

 

 

 

 

  
Speak to an expert 

https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
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DQM GRC Bespoke Consultancy 

Get help from the privacy and data compliance 

specialists. DQM GRC can work with you to design 

and deliver any data protection, process assurance 

or data capability project, no matter the size of your 

organisation or the field it operates in. 

Useful GDPR resources 

IT Governance and DQM GRC offer a unique range of GDPR products and services, including books, standards, documentation toolkits, software tools, training courses and 

professional consultancy. 

Process Assurance 

Ensure that your processes work as expected and 

meet the requirements of the GDPR. Track end-user 

journeys, review process effectiveness and 

efficiency, and enhance your operations with DQM 

GRC’s Process Assurance service. 

Privacy by Design Training Courses 

Learn the principles of privacy by design and build 

privacy into your products from the outset with this 

range of training courses. Understand why it is 

important to protect data by design and by default, 

and earn IBITGQ-accredited certification on 

completion of the exam. 

GDPR Article 32 Technical and Organisational 

Measures audit 

Get independent assurance that your data processing 

activities comply with the GDPR with this audit service, 

which provides an overview of your compliance levels 

against the required technical and organisational 

controls. 

GDPR Toolkit 

Accelerate your GDPR compliance project with more 

than 80 pre-written, customisable GDPR templates, 

policies, procedures and work instructions developed 

by lawyers and expert privacy practitioners. 

GDPR Gap Analysis 

This service assesses your compliance with the GDPR 

using our unique GDPR RADAR™ methodology. 

Identify and prioritise the areas that you should 

address based on the same criteria used in an 

Information Commissioner’s Office (ICO) audit. 

https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-seeding/process-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-and-contract-audits/technical-and-organisational-measures-audit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/gdpr-gap-analysis?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-seeding/process-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-and-contract-audits/technical-and-organisational-measures-audit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/gdpr-gap-analysis?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-seeding/process-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-and-contract-audits/technical-and-organisational-measures-audit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/gdpr-gap-analysis?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-seeding/process-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-and-contract-audits/technical-and-organisational-measures-audit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/gdpr-gap-analysis?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-seeding/process-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-and-contract-audits/technical-and-organisational-measures-audit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/gdpr-gap-analysis?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.itgovernance.co.uk/shop/category/data-protection-eu-gdpr?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
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https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/gdpr-gap-analysis?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/consultancy/bespoke-consultancy-solutions?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
https://www.dqmgrc.com/data-seeding/process-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
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https://www.dqmgrc.com/data-and-contract-audits/technical-and-organisational-measures-audit?utm_source=green-paper&utm_medium=gdpr&utm_campaign=policiesprocedures
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IT Governance solutions 
 
 

IT Governance is your one-stop shop for cyber security and IT governance, risk 

management and compliance (GRC) information, books, tools, training and 

consultancy. 

 

Our products and services are designed to work harmoniously together so you can 

benefit from them individually or use different elements to build something bigger 

and better. 

 

Books 

We sell sought-after publications covering all areas of corporate and IT governance. 

Our publishing team also manages a growing collection of titles that provide practical 

advice for staff taking part in IT governance projects, suitable for all levels of 

knowledge, responsibility and experience. 

 

Visit www.itgovernance.co.uk/shop/category/itgp-books to view our full catalogue. 

 

Toolkits 

Our unique documentation toolkits are designed to help organisations adapt quickly 

and adopt best practice using customisable template policies, procedures, forms and 

records. 

 

Visit www.itgovernance.co.uk/documentation-toolkits to view our toolkits.

 

 
 

Training 

We offer training courses from staff awareness and foundation courses, through to 

advanced programmes for IT practitioners and certified lead implementers and 

auditors. 
 

Our training team organises and runs in-house and classroom training courses all year 

round, as well as Live Online and self-paced online training courses, covering a 

growing number of IT GRC topics. 
 

Visit www.itgovernance.co.uk/training for more information. 
 

Consultancy 

We are an acknowledged world leader in our field. Our experienced consultants, with 

multi-sector and multi-standard knowledge and experience, can help you accelerate 

your IT GRC projects. 
 

Visit www.itgovernance.co.uk/consulting for more information. 
 

Software 

Our industry-leading software tools, developed with your needs and requirements in 

mind, make information security risk and compliance management straightforward 

and affordable for all, enabling organisations worldwide to be ISO 27001-compliant. 
 

Visit www.itgovernance.co.uk/shop/category/software for more information. 
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GRC International Group PLC subsidiaries 
 

 

IT Governance is the one-stop shop for cyber security, cyber 

risk and privacy management solutions. Contact us if you 

require consultancy, books, toolkits, training or software. 

 

DQM GRC offers award-winning privacy by design, 

data contract audit and data-driven process assurance 

solutions. Contact us to gain confidence in your data. 

 

Unit 3, Clive Court, Bartholomew’s Walk 

Cambridgeshire Business Park, Ely 

Cambs., CB7 4EA, United Kingdom 

DQM House, Baker Street 

High Wycombe, HP11 2RX 

United Kingdom 
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