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Be prepared 

Cyber security incidents cause billions in damages every year to organisations across 
every industry and in every country. It is no longer a case of if, but when. Organisations 

need to ensure that they have an appropriate cyber incident response capability in place 
when the time arises. 

Our Cyber Incident Response – Readiness Assessment service provides an impartial and 

incisive review of your organisation’s capacity to identify, contain, eradicate and recover 
from a cyber incident. 

 

Service eligibility 

This bespoke service will be tailored for your organisation. We understand that no two 
organisations are the same and our consultancy team will work with you to ensure that 

we provide advice that is relevant to your organisation’s size, industry and objectives. 

Call our team on +44 (0)333 800 7000 to discuss how we can help you. 

 

Resource requirements  

• To ensure that your organisation gets the most from this service, we ask that you 

provide access to any existing cyber security incident policy, processes and 

procedures so that we can assess your current arrangements and identify areas to 

enhance them. We will also need access to other relevant documents that these 

processes refer to or depend on, such as asset management, vulnerability 

management, etc.   

• It may be necessary for our team to engage with your technical IT operations team 

to understand what security controls exist and the roles they play during a cyber 

security incident. 

• You will also need to appoint an internal coordinator to host any meetings with our 

cyber incident response consultancy team, ensure that all information is provided 

on time, and ensure that tasks and actions allocated to staff are carried out as 

agreed. 

 

Service description  

This service provides an experienced incident response specialist to assess your cyber 
incident response capabilities. Our consultant will assess your current arrangements 
and offer recommendations on addressing gaps. 

This readiness assessment will examine the organisation’s controls in the following 
areas against industry good practice: 

• Processes 

This encompasses policies, procedures and other business activities and how they 

contribute to the organisation’s cyber security incident response capabilities. This 

might include cyber security policies, incident reporting processes and records, 

post-incident review documentation, and so on. Dependencies on other business 
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processes are also examined, such as crisis management, asset management and 

other functions that can influence incident response. 

 

• Staff awareness and skills 

Staff are a key component of any incident response capability. Staff (and any 

relevant third parties, such as contractors) need to understand how to report 

suspected incidents, as well as any duties that will fall to them if an incident occurs.   

 

• Roles and responsibilities 

The organisation needs to define the roles, responsibilities and boundaries for 

incident response. Those individuals need a strong understanding of their duties and 

how they interact during an incident. 

 

• Technologies 

This applies to technologies that may be relevant throughout an incident’s lifecycle, 

such as defensive and preventive measures, monitoring technologies, response 

capabilities, and so on. 

 

• Physical 

While cyber security incidents are typically thought of as wholly technological, 

physical controls remain relevant to a number of threat types. Equally, a non-cyber 

incident can rapidly escalate to affect technology and information systems, as well 

as detective controls like CCTV or access management. 

 

Assessment report and enhancement plan 

The assessment report will identify in detail the extent to which your organisation is 
prepared to identify and respond to a cyber security incident and provide a prioritised 

plan to enhance your capabilities.  

The report will identify gaps in the organisation’s cyber security incident response 

capabilities in line with the assessment methodology above. Where there are 
weaknesses, the report will provide recommendations and guidance on remediation, 

which will be built into the enhancement plan alongside measures to improve on good 
practice. 

The report will be delivered within ten days of completing the readiness assessment. 

This service is based on industry good practice, including the CREST incident response 
framework. 

 

Why choose us? 

• We have an in-depth understanding of cyber security and incident response, and 
how organisations can best apply their resources to minimise their risks. 

• Our specialist team has extensive cyber security incident response expertise, both 
in the UK and globally. 

• Our transparent proposals are fixed price, so you won’t get any surprises. 

• You will have access to a dedicated account manager throughout the project. 
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Speak to an expert 

Call our team on +44 (0)333 800 7000 for further information and to discuss how IT 
Governance can help you. 

 


