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Be prepared 

At IT Governance, we understand how stressful a cyber security incident can be and the 
challenges your organisation can face during that time.  

Having a plan in place that is accessible, usable and rehearsed will significantly reduce 
this stress and the time to recovery, which enables you to return to business as usual 
quickly and efficiently, without potential fines or legal repercussions.  

Like any well-oiled machine, your cyber security incident response capability should be 
maintained to ensure that everyone within the team and organisation knows what to 

do. Our Cyber Incident Response – Retainer service provides ongoing support for this 
capability, along with readiness assessments and tabletop exercises to ensure that your 
organisation is ready to respond in the unfortunate event of a cyber security incident.  

 

Service eligibility 

This bespoke service will be tailored for your organisation. We understand that no two 
organisations are the same and our consultancy team will work with you to ensure that 

your cyber incident response capability is ready to go when it is required.    

Call our team on +44 (0)333 800 7000 to discuss how we can help you.  

 

Resource requirements  

• To ensure that your organisation gets the most from this service, we ask that you 

provide access to any existing cyber security incident policy, processes and 

procedures so that we can assess your current arrangements and identify areas to 

enhance them.   

• It may be necessary for our team to engage with your technical IT operations team 

to understand what security controls exist and the roles they play during a cyber 

security incident.  

• During the tabletop exercises, it will be necessary to have all stakeholders present 

and not distracted by other activities as this will impact the outcome of the exercise. 

It is key that you have representation from a selection of departments, such as 

senior management, HR, legal, IT, etc.  

• You will also need to appoint an internal coordinator to host any meetings with our 

cyber incident response consultancy team, ensure that all information is provided 

on time, and ensure that tasks and actions allocated to staff are carried out as 

agreed.  

 

Service description  

This service provides an experienced incident response specialist to ensure that your 
organisation has appropriate policies, processes, procedures and systems in place to 
identify, contain, eradicate and recover from a cyber security incident. Our consultant 

will assess your current arrangements and offer expert advice on addressing gaps in 
your incident response capability.  
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This service includes the following elements: 

• Cyber incident response emergency service  

During a cyber incident, our consultancy team will be on hand to provide support 
and guidance to ensure that you are able to identify and contain the incident quickly 

and without causing a significant impact to your operations.  

• Cyber incident response readiness assessment  

As the threat landscape changes, so must your cyber incident response capability. 
Our consultants will provide an annual review of your cyber incident response 

readiness to ensure that your organisation remains able to respond to incidents 
when they occur. This assessment will adapt to address new threats as the 

landscape evolves. 

• Cyber incident response tabletop exercises  

Our annual tabletop exercises are designed to be interactive and will be tailored for 
your organisation and the latest threats. The exercises are designed to test your 
organisation’s response to cyber incidents in a safe and engaging environment.   

• Post-incident review  

Our consultants will work with you to review, analyse and enhance your cyber 
incident response capability based on recent incidents that your organisation has 
faced.  

This service is based on industry good practice, and specifically the CREST incident 
response framework.  

 

Why choose us? 

• We have an in-depth understanding of incident response and appreciate the realities 

of conducting business in stressful circumstances. We can help to lessen this stress 

and minimise the impact of a cyber security incident.  

• Our specialist team has extensive cyber security management expertise, both in the 

UK and globally.  

• Our transparent proposals are fixed price, so you won’t get any surprises. 

• You will have access to a dedicated account manager throughout the project. 

 

Speak to an expert 

Call our team on +44 (0)333 800 7000 for further information and to discuss how IT 
Governance can help you.  


