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Interpretation and impact

Under Article 14 of the GDPR, all third-party recipients of data, including data 
brokers, are required to notify data subjects of the intended processing of their 
data. As we all know, the spirit and intention of the GDPR is to ensure data subjects 
know who has their data. The ICO makes clear that this notification is expected to 
be made directly to the individual (i.e. via mail, email or telephone, and ensuring 
that the method chosen has a valid basis for use), and that it must be made before 
the data is divulged to any other third party and in any case within 30 days. The 
full requirements of Article 14 are clearly described in the UK GDPR and should be 
clearly understood by anyone involved in the receipt of data from any third party.

There are exceptions to the requirement to notify, including:

• If the data subject has already received the information required (relating to the 
intermediary) from the collecting controller; or

• If the effort required is disproportionate.

The investigation concluded that the first exception did not apply because the 
information necessary to fulfil the obligation had not been previously provided by 
either the CRAs or their upstream data partners. The ICO was also very clear that 
the second exception did not apply because cost and inconvenience are not viewed 
as factors influencing disproportionate effort. 

What can we learn from the above in relation to data brokers? 

Clearly the correct information needs to be communicated to the data subject. 
For most data brokers, meeting the requirements of Article 14 for a large-scale 
data universe will be viewed as an uneconomic prospect. The answer may be to 
ensure that the data subject has all the information required available to them at 
the original point of data collection. This would allow the broker to rely on the first 
exception above. This is probably the most ideal approach but will require the 
broker and its upstream data suppliers to work together to ensure that a suitable 
process is in place. Where this approach is not possible, an alternative may be for 
the broker (if an intermediary) to not receive any personal data until a list has been 
sold – this may mean that the upstream suppliers have a bigger role in the process.
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Data brokers can also help make their clients aware of their own Article 14 
obligations – which for clients that intend to use the data for marketing are 
probably best met by using the data within the 30 days and including the necessary 
information within that first communication.

It is apparent that many organisations, both within the data broking industry and 
beyond, may have focused on ensuring that supplied data has a correct legal 
basis but have not been sufficiently aware of their Article 14 obligations. The ICO’s 
investigation has brought these obligations into focus, so data brokers must now 
fully consider how they will manage (and perhaps limit) them.

While the ICO’s guidance, investigation and enforcement notice all clearly relate 
to consumer activities, they also have an impact on B2B data. The GDPR makes no 
distinction between the personal data of individuals at work or at home, so Article 
14 requirements also extend to the personal details of business contacts, and 
potentially to the corporate details of sole traders and non-limited partnerships. 
While the ICO does not appear to have acted regarding this, nor has it issued any 
specific guidance, organisations should consider that these obligations may be 
applicable to B2B data broking.

The CRAs were using personal data collected for credit referencing purposes 
for limited direct marketing purposes. The CRAs must not use this data for 
direct marketing purposes unless this has been transparently explained to 
individuals and they have consented to this use. Where the CRAs are currently 
using personal data obtained for credit referencing purposes for direct 
marketing, they must stop using it.

Interpretation and impact

The principle of purpose limitation can be simply explained as “an organisation 
cannot process personal data for purposes other than those that have been clearly 
described to the data subject”. 

The ICO’s report opens by stating its scope:
Whilst there are numerous companies acting as data brokers, our investigation 
initially focused on some of the key players, and this report covers our findings. 
Specifically, we have investigated the offline direct marketing services of the three 
largest credit reference agencies (CRAs) in the UK. 

The ICO did recognise that “data broking can be positive, for businesses and 
individuals”, but it also warned that “data brokers must comply with data protection 
law” and revealed that it had identified “systemic compliance failings” and the 
following key issues relating to:

• Transparency of the processing;
• Article 14 of the General Data Protection Regulation (GDPR) and invisible 

processing;
• Using credit reference data for limited direct marketing purposes; and
• Appropriate lawful bases for processing.

To understand the likely impact of this investigation on data compliance, we will 
discuss each of its six key findings in more detail.
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The privacy information of the CRAs (in the context of their marketing services) 
did not clearly explain the processing. CRAs have to revise and improve their 
privacy information. Those engaging in data broking activities must ensure that 
their privacy information is compliant with the GDPR.

Interpretation and impact

The data controller failed to provide sufficient transparency to data subjects 
regarding the processing of their data. This means that the necessary information 
relating to the purposes for which personal data was to be used was not provided to 
data subjects in a way that meets the requirements of the GDPR. 

The issue of transparency appears to affect most consumer data in one form or 
another, so it is one that data brokers need to address in connection with the data 
they collect, source, manage and process. Getting this wrong at the collection or 
sourcing stage could mean that the data could at best become unusable, at worst 
incur a heavy fine from the ICO.  Ensuring that your privacy notices are GDPR 
compliant and up to date is key here.

In the context of their marketing services, the CRAs were incorrectly relying on 
an exception from the requirement to directly provide privacy information to 
individuals (excluding where the data processed has come solely from the open 
electoral register). To comply with the GDPR, CRAs have to ensure that they provide 
appropriate privacy information directly to all the individuals for whom they hold 
personal data in their capacity as data brokers for direct marketing purposes. 
Those engaging in such data broking activities must ensure individuals have the 
information required by Article 14.

1. Transparency

3. Purpose limitation

2. Article 14

In October 2020, the Information Comissioner’s Office (ICO)  published the results of 
its investigation into data broker practices, which focused on the activities of the ‘Big 
Three’ credit reference agencies (CRAs): Experian Limited, Equifax Limited, and the 
relevant entities within the TransUnion group of companies (TransUnion International 
UK Limited and Callcredit Marketing Limited). The ICO report forms part of a wider 
ongoing investigation into the data broking sector.

This guide seeks to use these initial findings from the ICO’s investigation to 
understand the lessons that can be applied by the wider data broking industry. We 
will endeavour to produce a similar guide following future reports on the subject 
from the ICO. 
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The investigation clarified the definition of direct marketing use beyond the 
basic mailing of a marketing message, and included using the credit-based data 
to enhance and clean lists (for example, to screen individuals out of receiving 
direct marketing based on their financial standing), and for processing to create 
geodemographic classifications.

The CRAs relied on policies and notices, which the ICO felt did not explain the 
direct marketing use clearly enough, in appropriate language and at an appropriate 
point in the data subject’s interaction. Such communications not only need to be 
clear and, as far as possible, in terms that the data subject will understand but also 
the key points, of which the purpose of processing is most definitely one, must not 
be buried within policies but must be more obvious when data is collected.

None of the consents reviewed by auditors […] were valid under the GDPR. 
To comply with the GDPR, CRAs must ensure that the consent is valid, if they 
intend to rely on consent obtained by a third party. Those engaging in data 
broking activities must ensure that any consents they use meet the standard of 
the GDPR.

Interpretation and impact

All consents collected via data gathering must be to the standard expected by the 
GDPR. Consents should be clear, suitably granular (i.e. do not bundle dissimilar 
processing together) and demonstrable, and must be refusable without penalty. 
Understanding what a valid consent looks like is highly context sensitive – and goes 
back to the transparency issue.

Data brokers should treat data gathered via consent from third parties with some 
caution. They should understand exactly how the data has been gathered and see 
examples of the consent notices used in order to judge the validity of consent. This 
is important because if the consent looks invalid, it may make the data unusable – 
and worse still may lead to the withdrawal of data already distributed to clients.

Data brokers should use good data labelling that enables them to track where data 
has been sourced from and where data has been supplied. Again, this may not be 
something they have undertaken in the past, but it is of critical importance now and 
in the future.  It is equally important to understand how this data is used and ensure 
that it is compliant with the consents collected.

Consent may not always be the best basis to use for offline direct marketing 
practices – but for most other forms of marketing using third-party data, it may be 
the only practical basis available and therefore conducting suitable due diligence 
on your provider becomes even more essential. A third party can often help here, 
particularly where there are large numbers of suppliers.
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With respect to their direct marketing services, Legitimate interest assessments 
(LIAs) conducted by the CRAs were not properly weighted. The CRAs must 
revise their LIAs to reconsider the balance of their own interests against the 
rights and freedoms of individuals. Where an objective LIA does not favour the 
interests of the organisation, the processing of that data must stop until that 
processing can be made lawful. Those engaging in data broking activities must 
ensure that LIAs are conducted objectively, taking into account all factors.

Interpretation and impact

When processing relies on legitimate interests as a basis, it is incumbent on the 
controller to weigh up its interests against the rights of the data subject and make 
an assessment. Where the impact is regarded as significant, the processing should 
not go ahead. 

LIAs are extremely difficult for organisations to complete fairly due to the inherent 
conflict of interest in asking a company to decide whether its own activities and 
business objectives are reasonable. This is often where third-party support should 
be sought, or at the very least focus groups should be used to demonstrate an 
even-handed and evidential approach to completing the LIA. Don’t forget that a key 
part of the data protection officer’s (DPO) role here is to ensure that the organisation 
is making these judgements fairly.

Where the LIA does not favour the interests of an individual data broker over the 
rights of the data subject (particularly with regard to transparency, and the intrusive 
nature of profiling), this would be considered a justly weighted outcome.

This is less likely to be an impactful finding for B2B, as the expectation of the data 
subject is likely to be greater and the distress caused by postal marketing less – 
meaning that LIAs are more likely to balance in favour of the controller and that 
legitimate interest may be the most appropriate legal basis for processing.
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Organisations should not consider an LIA as a documentation formality, but should 
remember that an LIA should be a logical and reasoned argument. Organisations 
should be able to demonstrate that sometimes processing cannot go ahead. An LIA 
that only ever results in a green light for the processing without sufficient mitigations 
is unlikely to be a fair process.

[A CRA] was obtaining data on the basis of consent and then processing it on 
the basis of legitimate interests. Switching from consent to legitimate interests 
in this situation is not appropriate. Where personal data is collected by a third 
party and shared for direct marketing purposes on the basis of consent, then 
the appropriate lawful basis for subsequent processing for these purposes will 
also be consent. 

Interpretation and impact

The ICO has emphasised that data being processed under consent cannot be 
‘switched’ to a basis of legitimate interests without notifying affected data subjects 
and offering the opportunity for consent to be withdrawn and/or for them to 
object to the processing under legitimate interests. This is because the information 
provided to the data subject under Article 13 or 14 will have been incorrect should 
the basis be changed and the data subject’s right to be informed will have been 
infringed as a result.

This presents an historical data problem for the data broking community where data 
has been gathered from a variety of sources and may be under different legal bases. 
It is important to review this situation dispassionately, applying the rules provided 
by the ICO in addition to recognising the commercial sensitivities and the potential 
change to your business model required. Sometimes this is more easily achieved by 
using a third party to guide the process.  

Data brokers and others relying on aggregated data subjects need to be fully 
aware of the source of their data and the underlying legal basis for each data 
source. Organisations will need to be able to continue to process under the original 
specified basis or be prepared (as per Article 14) to provide the required information 
before processing begins.
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5. Legitimate interests

6. Legal basis

4. Consent



t:  +44 [0) 1494 442900
e:  sales@dqmgrc.com
w: www.dqmgrc.com

DQM House, Baker Street
High Wycombe, Buckinghamshire 
HP11 2RX

Company registration number: 10852386

6

Contact us to find out more about complying with the GDPR. 

Summary

The ICO’s findings and enforcement actions, should the appeal not be upheld, will 
have a significant impact on how the data broking industry sources data. It may also 
create unsurmountable issues with regard to Article 14 notifications for those data 
brokers building aggregated data products.

Data brokers must find data sources that conform to all the GDPR’s requirements, 
including consent, legitimate interest and Article 14 notifications, as well as finding a 
way to conform to these requirements themselves once they have licensed the data 
and become data controllers. 

Clients of such services must remember that they too may have an Article 14 
obligation to fulfil in addition to ensuring they can demonstrate suitable due 
diligence in choice of third-party data suppliers.. Those engaged in data supply 
must:

• Carefully document their data suppliers;
• For each data supply:

Evaluate if an Article 14 obligation exists and ensure that it can be fulfilled;
Ensure where possible that upstream Article 13 notices remove their own 
Article 14 obligation;
Ensure that legal bases are not ‘switched’;
Ensure that the intended processing has been clearly explained to the data 
subject before the processing begins;
Check that processing under consent meets the GDPR’s standard of consent;
Check that LIAs have been fairly adjudicated;
Consider how data subject requests (such as the withdrawal of consent, or 
a request for data amendment) can be carried upstream and downstream 
within the supply chain; and
Consider periodically auditing their upstream suppliers’ processes to ensure 
they match the contractual arrangements.

• When passing data to clients, consider adding seeds or tracking data to monitor 
how the data is being used and ensure it is in alignment with expectations.
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Our team of experienced privacy professionals is experienced in overcoming challenges and helping our customers become compliant with privacy laws while maintaining 
their commercial viability. 

We don’t believe the ICO’s intention is to hinder the data broking market, but to improve the data subject experience and their knowledge of how their data is used. 
We are already helping data broking organisations meet their GDPR obligations with our extensive range of consulting, auditing, data monitoring and process assurance 
services – and we are ready to help you too.
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