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Restrictions on international data transfers are a common feature of data protection 

regulations. In the same way that your passport guarantees you safe passage in the 

countries where it is accepted, data protection legislation aims to protect your 

personal data in the countries where it is transferred.  

 

‘Adequacy decisions’ are the equivalent of visa-free travel under the EU General Data 

Protection Regulation (GDPR). The European Commission assesses the legal 

environment of other countries and determines whether data is as safe there as it is in 

the EU. The process takes years and considers aspects such as respect for the rule of 

law, access to effective remedies when problems arise, and the availability of 

independent oversight. At the time of writing, the European Commission has granted 

adequacy to only 12 countries. 

 

The US is the home of many of the world’s largest data processors and is an important 

trading partner for any country. Yet it does not have an adequacy decision, and the 

lack of a federal data protection law, among other reasons, means it will almost 

certainly not be granted one. To support business, the EU therefore decided to work 

with the US to create an alternative transfer mechanism.  

 

The first mechanism, ‘Safe Harbour’, was invalidated in 2015 following a lawsuit 

(commonly known as ‘Schrems I’) brought by lawyer and privacy campaigner Max 

Schrems. However, it was soon replaced with the EU–US Privacy Shield, and data 

transfers carried on as usual. 

 

In July 2020, Privacy Shield was also invalidated following another successful lawsuit 

(‘Schrems II’) brought by the same campaigner. This landmark ruling has left 

organisations wondering what the future of data transfers to and from the EU will 

look like – and raised serious questions as to the lawfulness of many existing data 

transfers. 

Schrems I 

Safe Harbour was invalidated on 6 October 2015. Then, as now, the issue at stake was 

that US laws allow the use of mass state surveillance tools and techniques that would 

not be lawful in the EU. The Court of Justice of the European Union (CJEU) determined 

that the Safe Harbour framework did not offer sufficient safeguards against these 

tools and techniques. 

 

Ten days later, on 16 October 2015, the EU data protection authorities announced via 

the Article 29 Working Party (then the EU’s advisory body on data protection) that 

transfers on the basis of Safe Harbour were no longer lawful, but that they would give 

the European Commission until the end of January 2016 to agree on a replacement 

framework before beginning enforcement action. The replacement – the EU–US 

Privacy Shield – was agreed on 2 February 2016. 

 

Privacy Shield became operational on 1 August 2016. In the intervening period, the US 

brought forward the Judicial Redress Act, which gave foreign individuals the right to 

pursue their privacy rights in US courts, but it quickly became clear that Privacy Shield 

had major flaws. By 16 March 2016, 27 civil rights organisations had declared it 

inadequate to address the issues raised in the CJEU Schrems I ruling. Schrems II was 

inevitable.  

Schrems II 

Schrems II focused on the same two issues as the Schrems I case: whether US 

surveillance laws are limited to ‘what is strictly necessary and proportionate’ as 

guaranteed by the EU GDPR, and whether they provide for actionable rights of redress 

by EU data subjects. The CJEU determined that US law did not meet these 

requirements and invalidated the Privacy Shield framework on 16 July 2020 with 

immediate effect.  

Introduction Schrems I and II explained 
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The implications of the judgement are significant. All transfers of personal data to 

third countries under the EU GDPR must ensure an ‘essentially equivalent’ level of 

protection to that guaranteed within the EU, read in light of the EU’s Charter of 

Fundamental Rights (which provides for the right to respect of private and family life, 

and the protection of personal data). 

 

As a result, any data transfer to a third country must take into consideration not only 

the contractual clauses agreed between exporter and recipient but also the legal 

system in the recipient’s country as it relates to access by the public authorities of 

that country. If ‘essentially equivalent’ protection cannot be guaranteed, the transfer 

must be suspended. EU supervisory authorities are expected to check transfers and 

are required to prohibit transfers that do not provide appropriate protection. 

 

The CJEU also considered the use of standard contractual clauses (SCCs) for transfers 

to third countries. The Schrems II complaint made the case that, as SCCs are not 

binding on the public authorities of the country in question (they only apply to the 

recipient), they cannot provide the equivalent level of protection required by the 

GDPR and therefore cannot be used as a legal basis for transfer.  

 

While the CJEU did not invalidate the use of SCCs entirely, it did find that their use 

must be supported by safeguarding mechanisms that ensure an equivalent level of 

protection to the GDPR, taking into account the legal framework in the recipient 

country. If the necessary protection cannot be guaranteed, or the clauses are 

breached or rendered ineffective (e.g. if a new surveillance law comes into effect in 

the recipient country), then transfers must be suspended or prohibited. 

 

Unlike the Schrems I decision, the European Data Protection Board (EDPB; the 

successor to the Article 29 Working Party) has not given the European Commission 

time to find an alternative, which means that supervisory authorities could suspend or 

prohibit affected transfers immediately. 

 

 

Across the EU, data protection authorities have already acted. So far:  

• Finland is investigating the use of Privacy Shield;  

• The Berlin Data Protection Authority has asked organisations to relocate data 

from the US back to the EU, and other German authorities have issued 

guidance on necessary safeguards for US data transfers, accompanied by 

strong statements that they will prohibit transfers if the required level of 

protection cannot be demonstrated1; 

• The Irish Data Protection Commission has told Facebook that it must stop 

transferring data to the US (though transfers are still occurring due to a hold 

on the initial decision procured by Facebook via judicial review); and 

• Switzerland (which has an adequacy decision with the EU) has invalidated the 

Swiss–US Privacy Shield. 

The first wave of complaints 

In August 2020, Max Schrems (via his organisation ‘none of your business’, or ‘noyb’) 

made 101 complaints to data protection authorities across the EU against 

organisations that use Google Analytics and Facebook Connect – services that rely on 

data transfers to Google and Facebook servers in the US, and whose use within the EU 

is now in question.2  

 

These complaints are only the first wave – as more data protection authorities, 

consumers and privacy campaigners take notice of the Schrems II judgement, more 

complaints and further action by authorities are inevitable. 
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UK organisations are in an unusual risk position at present. The Brexit transition 

period ended on 31 December 2020 without an adequacy decision, but a ‘temporary 

period’ of up to six months was agreed. During this period, data transfers from the 

EU/EEA to the UK may continue as if the UK were still a member state.  

 

In February 2021, the European Commission published a draft adequacy decision that, 

if adopted, will be valid for four years and periodically reviewed thereafter.3 This is 

encouraging – if granted, data transfers from the EU to the UK will not require 

additional safeguards. Onward transfers of EU personal data from the UK to third 

countries, however, will still be affected by the Schrems II ruling. 

 

UK organisations should also bear in mind that both Privacy Shield and its predecessor 

were approved by the Commission – and both eventually fell to legal challenges 

related to bulk surveillance. The UK’s own bulk surveillance laws make any adequacy 

decision vulnerable to a future ‘Schrems III’, so it is prudent to prepare.  

 

Regardless of adequacy status, UK organisations that process the personal data of EU 

residents are likely to be asked to support information requests from EU organisations 

about the nature of the processing and any further transfer of data to third countries.  

 

Such requests may ask that you provide information about the countries to which 

personal data may be made accessible, contracts with processors and sub-processors, 

the technical measures in place to protect data, and the strict necessity of the 

transfer. Information about operating structures and practices, and how and why data 

is transferred and processed may also be requested.  

 

If you process the personal data of EU residents in the UK as a controller, you should 

assume that onward transfers of EU data to third countries are at risk. If the UK is not 

granted adequacy, or if the adequacy decision is reversed due to legal challenge, then 

transfers from the EU to the UK are similarly at risk. 

 

To minimise disruption, you should proactively consider whether data transfers are 

‘strictly necessary’, and, if not, whether there are alternative options that would allow 

you to achieve the processing objective, but that do not require the transfer of 

personal data. 

 

You should also review the legal mechanism for each transfer to ensure it remains 

valid in light of the Schrems II ruling. To ensure compliance, you will need to carry out 

the following activities:  

1) Map data flows and identify all data transfers.  
2) Identify the legal mechanism used for all transfers. 
3) If the mechanism is not an adequacy decision, establish alternative 

mechanisms and ensure that supplementary protections meet requirements. 
4) If no suitable alternative is available, or supplementary protections cannot 

meet requirements, modify or cease the transfer. 
5) Update your Article 30 records of processing, privacy notices and other 

documentation. 
6) Review effectiveness at appropriate intervals. 

 
If you are the recipient of a transfer of EU data, you should expect that EU 
organisations will apply the measures described in this paper to those transfers. Such 
organisations are likely to insist that you provide information to help them judge the 
necessity of the transfer and may seek to alter contracts and/or the nature of the 
processing conducted to comply with EU law. Where this is not possible, some 
transfers may be terminated. 

Understanding the impact on UK organisations Evaluating data transfers 
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To identify all transfers to third countries, you must understand how your 

organisation uses data. The EDPB recommends data flow mapping to ensure that you 

“know your transfers”, and the process is critical in ensuring that no data flows are 

missed.4 

 

When mapping your data flows, there are some things you should watch out for. 

International transfers are not always easily visible – for example, transferring data to 

a country with an adequacy decision can still be considered an international transfer if 

the recipient is an international organisation that allows internal access to that data 

from, for example, the US. Cookies – some types of which are considered personal 

data – are easily missed but may transfer data outside of the EU.  

 

Similarly, organisations you send data to (whether inside or outside the EU) may 

perform ‘onward transfers’ to other parties without your knowledge – for example, 

processing the data you send them via a Cloud provider based outside the EU. These 

‘hidden’ transfers still fall within the purview of the EU GDPR and can be a notable 

source of risk to controllers and processors. 

 

Creating comprehensive data flow maps can be challenging even in small 

organisations; in larger ones it can be a significant undertaking. Effective data flow 

maps contain a lot of information: the type of processing; the assets in which the data 

is stored and/or processed; the legal basis for processing; internal, external and 

onward transfers; the amount and type of data transferred; the processing performed 

by transfer recipients; etc. As a result, it is often more efficient to use dedicated 

software than it is to try to capture all this in spreadsheets or graphing tools. 

 

Comprehensive data flow maps are a widely acknowledged best-practice component 

of your Article 30 record of processing. If you already have data flow maps and/or 

Article 30 records, you should ensure that they are up to date. 

  
Identifying transfers – data flow mapping 

5 

https://www.itgovernance.co.uk/shop/product/data-flow-mapping-tool?utm_source=green-paper&utm_medium=gdpr&utm_campaign=schremsprivacyshield
https://www.itgovernance.co.uk/shop/product/data-flow-mapping-tool?utm_source=green-paper&utm_medium=gdpr&utm_campaign=schremsprivacyshield
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Once your data flow maps are complete and up to date, the next step is to identify the 

legal mechanisms for all data transfers. When transferring data within the EU, no 

additional requirements apply, as such transfers are provided for within the GDPR. 

When transferring data to third countries, there are several legal mechanisms 

available, the most effective of which is an adequacy decision. 

 

If the data is accessible from a third country that does not have an adequacy decision, 

then it is necessary to determine an alternative legal mechanism for the transfer. 

These are defined in Article 46 of the GDPR, but some do not yet exist, are awaiting 

further guidance from the EDPB, or are only intended for use by public bodies. The 

practical result is that most commercial transfers at the time of writing take place 

under SCCs or binding corporate rules (BCRs). 

Adequacy decision  

If you are transferring data to a country with an adequacy decision, no additional 

safeguards are required beyond those that would ordinarily be needed to protect a 

data transfer inside the EU. The countries with adequacy decisions are: Andorra, 

Argentina, Canada (commercial organisations), Faroe Islands, Guernsey, Israel, Isle of 

Man, Japan, Jersey, New Zealand, Switzerland and Uruguay.5 South Korea and the UK 

are in talks with a view to receiving an adequacy decision in due course.  

Standard contractual clauses 

SCCs are published by the European Commission.6 There are sets for data controllers 

and processors, and the clauses must be included in contracts in full. 

 

In the Schrems II judgement, the CJEU advised that, while SCCs are still a valid basis 

for transferring data, there are steps that organisations must take in order to use 

them. First, organisations need to carry out an assessment of the legal framework in 

the receiving country in relation to the data transfer. This requires the organisation to 

decide whether the laws relevant to the specific transfer are ‘essentially equivalent’ to 

the rules that would apply in the EU. 

 

A key factor in such an assessment is whether the country in question has state 

surveillance laws that – like those that led to the invalidation of the EU–US Privacy 

Shield – go beyond what the EU considers acceptable democratic norms. In November 

2020, the EDPB issued a guidance document that clarifies the four ‘European Essential 

Guarantees’ that must be considered when assessing the risk of state surveillance in 

third countries; this document is an essential reference for all organisations 

performing the assessment.7  

 

Carrying out such assessments can be costly, but – post-Schrems II – they are an 

essential component of lawful use of SCCs. If you cannot determine that the receiving 

country provides adequate protection against state surveillance and other risks to 

data subjects’ rights and freedoms, you must therefore assume that it does not. 

 

The CJEU also noted that SCCs cannot be relied upon on their own. If there are risks 

that would render the protection of the SCCs ineffective (e.g. state surveillance), then 

supplementary measures must be applied. These will likely be safeguards of a 

technical nature – end-to-end encryption, pseudonymisation, etc. – and entail further 

collaboration between your organisation and the recipient; they should also be 

contractually enforced and properly documented so that you have something to show 

to a supervisory authority in the event of an investigation. 

 

Legal mechanisms for international transfers 
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In respect of state surveillance, only technical measures are likely to offer effective 

mitigation against the risk of interception by state agencies – though it will be 

necessary to determine whether such measures can be applied without disrupting the 

processing taking place in the third country. If the processing would negate those 

measures (e.g. if the processing requires that encrypted data be unencrypted), then 

SCCs cannot be used as the transfer mechanism. 

 

If you transfer data on the basis of SCCs, you will need to take steps to ensure that the 

SCCs and any supplementary measures are complied with and remain effective to 

protect the data transferred. This generally requires internal audit and supplier audit 

processes that ensure oversight and correction of any deficiencies. 

 

You must also have a process in place to stop the transfer immediately if the data 

recipient becomes unable to comply with the clauses, or if associated safeguards 

become ineffective. This may happen because of an operational issue, because the 

recipient has been asked to comply with a state surveillance programme, or because 

the laws in the recipient’s country have changed. This means that organisations need 

to have business continuity plans in place – and be able to explain why the business 

continuity plan avoiding the international transfer is not the standard process. 

Binding corporate rules 

BCRs are specific to each organisation and must be approved by the lead data 

protection authority, which is a lengthy process. They only govern transfers within the 

organisation’s group of companies. 

 

The same requirements that apply to SCCs also apply to BCRs, so organisations 

wishing to use them as a legal mechanism for transfers must assess the legal 

environment in the receiving country in relation to each transfer, provide for 

supplementary measures where necessary, and implement internal audit processes to 

assure compliance. Just as with SCCs, if the processing carried out in the third country 

renders the BCRs ineffective, then BCRs cannot be used as the transfer mechanism. 

If none of the preceding legal mechanisms are applicable – i.e. your organisation is not 

satisfied that the data can be adequately protected in the receiving country – but the 

transfer in question arises as a result of special circumstances and is not a routine part 

of your business activities, then Article 49 derogations offer a number of legal 

mechanisms for occasional (not repetitive) transfers. 

 

There are derogations matching each lawful basis for processing and certain other 

situations, but in each case the availability of the derogation is more narrowly defined. 

Transfers made using Article 49 derogations can only be ad hoc and not routine, 

foreseeable parts of a process or business activity.8  

 

Several Article 49 derogations use the word ‘necessary’. This refers to the transfer 

itself rather than the wider process that the transfer is part of, and generally means 

that there is no less risky alternative available. If the processing could be performed 

somewhere else, then the transfer is unlikely to be necessary, and the derogation 

would not apply. 

Explicit consent 

Data can be transferred with the explicit consent of the data subject, but to use this 

basis your organisation must demonstrate that the data subject was informed of the 

specific circumstances of the transfer and the risks of transferring data without 

appropriate safeguards. The data subject must be offered a real choice about whether 

to allow the transfer, and they must give an express statement of consent for the 

specific international transfer in question. They must also be able to withdraw their 

consent at any time, making it an inherently risky mechanism. 

 

Article 49(3) makes clear that public authorities cannot use the explicit consent 

derogation when exercising their public powers. 

Article 49 derogations 
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Performance of a contact 

Data can be transferred where the transfer is necessary for the performance of a 

contract between the data subject and the controller, or where it is necessary for the 

implementation of pre-contractual measures taken at the data subject’s request. It 

can also be transferred for the conclusion or performance of a contract in the data 

subject’s interest between the data controller and another party.  

 

The availability of this basis turns on the interpretation of ‘necessary’. The EDPB 

makes clear that the transfer is only ‘necessary’ where there is a “close and 

substantial connection between the data transfer and the purposes of the contract”.9 

This means that it cannot be used for transfers that are required solely for internal 

operational reasons, for example because of the location of a particular 

administration team. It also only applies to the specific information required for the 

purpose and cannot be used to legitimise the transfer of any additional personal data. 

 

It is also important to understand how ‘occasional’ transfers can be contractually 

necessary. The EDPB distinguishes between transfers where the details will change 

from time to time – for example, where a travel agent provides the personal data 

required in order to process a holiday booking to a hotel in a third country – and those 

where the details are fixed – such as when processing payroll data in a third country.10 

If there is a “stable relationship” causing the transfer to be necessary, this basis will 

not be available. 

Public interest 

Data can be transferred where it is necessary for important reasons of public interest; 

these must be recognised in EU or member state law. The EDPB also clarifies that the 

basis may not be used where the public interest is “abstract” rather than explicit, or 

for large-scale or systematic transfers. Each transfer must be assessed and your 

organisation (which may be a private enterprise or a public body) must be able to 

demonstrate that the transfer is necessary. 

 

Recital 112 of the EU GDPR cites as examples “international data exchange between 

competition authorities, tax or customs administrations, between financial 

supervisory authorities, between services competent for social security matters, or for 

public health, for example in the case of contact tracing for contagious diseases or in 

order to reduce and/or eliminate doping in sport”. The Data Protection Act (DPA) 

2018 also contains a list of public-interest processing purposes specific to the UK 

GDPR. 

Defence of legal claims 

Data can be transferred where it is necessary to establish, exercise or defend a legal 

claim. However, there must be an actual legal claim, or a real prospect of one, and the 

data cannot be transferred ‘just in case’ one is brought in the future. It should be 

noted here that Article 48 and Recital 115 both clarify that a request for data from a 

third-country authority, court or tribunal does not in itself legitimise a transfer. 

 

To use this derogation, your organisation must assess the ‘necessity’ of the transfer. 

This means establishing that there is no mutual assistance mechanism that could be 

used instead, and that there is a close link between the data transferred and a specific 

legal procedure. Organisations will also need to confirm that there are no ‘blocking 

statutes’ preventing the transfer. 
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Vital interests 

Data can be transferred to protect the vital interests of a data subject or another 

person, where the individual is physically or legally incapable of giving consent. This 

basis requires your organisation to establish that the transfer is medically necessary to 

prevent a risk to life, or a risk of serious physical harm, and that collecting consent is 

not merely inconvenient or difficult but actually impossible, for example because the 

individual is unconscious or requires rescuing from a natural disaster.  

 

Organisations are expected to take reasonable steps to help individuals understand 

how their data will be processed, including explaining the processing in suitable 

language, so this basis is not available as a blanket approach to vulnerable individuals. 

Public register 

Data can be transferred where it is published in a public register. This means registers 

that are open to consultation by the general public or any person who can 

demonstrate a legitimate interest – it does not cover private registers such as credit 

ratings files. Only the specific data items that are necessary for the processing can be 

transferred, and it is likely that the individual themselves must make the request for 

the transfer. 

Compelling legitimate interests 

Data can be transferred for compelling legitimate interests of the data exporter. It is 

intended to be used as a last resort when no other basis is available, so organisations 

must be able to demonstrate that they have considered all other bases first. The EDPB 

explicitly states that this basis may be available for small and medium-sized 

organisations that cannot realistically fulfil the requirements for another basis, so this 

may be useful in some circumstances for smaller companies that do not have the 

resources to assess the legal environment in a third country.11 

 

 

The threshold for the transfer is higher when using this derogation than is normally 

required for ‘legitimate interests’, as not all legitimate interests are considered 

‘compelling’. The EDPB cites as examples “to protect its organisation or systems from 

serious immediate harm or from a severe penalty which would seriously affect its 

business”. 

 

The transfer must only involve data belonging to a limited number of data subjects – 

in other words, only those necessary to achieve the compelling legitimate interest. 

Your organisation must be able to explain how it determined this. You will also need 

to perform a balancing test to demonstrate that the benefits to the individuals are 

greater than any potential harms and put in place ‘suitable safeguards’ to minimise 

the risks to individuals. Examples provided by the EDPB include ensuring the data is 

deleted as soon as possible after the transfer, limiting the purposes for which it can be 

used, and pseudonymising or encrypting the data. 

 

If your organisation uses this basis, you will need to notify your lead supervisory 

authority and the data subjects affected (though you do not need to seek permission). 

However, you should assume that the authority will want to assess the transfer and 

should retain appropriate documentation to comply with any requests for 

information. This means the ‘compelling legitimate interest’ should be recorded 

alongside the ‘competing’ interests of the individual and the nature and purpose of 

the transfer. This would normally be held in a data transfer assessment, a data 

protection impact assessment (DPIA) and/or your Article 30 records of processing. 
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If none of the ‘primary’ transfer mechanisms are applicable and the use of a 

derogation cannot be justified, or you cannot determine that the receiving country 

provides adequate protection against state surveillance, then the transfer is unlawful. 

 

Organisations that continue to transfer data in these circumstances are at risk of 

enforcement action from regulators or the courts that forces them to terminate the 

transfer. The action against Facebook and the 101 complaints made by noyb in 

relation to Google Analytics and Facebook Connect are a clear portent. 

 

In addition to the risk of substantial fines and compensation claims, the business 

impact of enforcement action could be substantial. If key data flows are suddenly cut 

off, the disruption that follows could be too much for many organisations to bear. 

  

Unlawful transfers 

10 
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If your assessment has identified transfers that cannot lawfully continue, then there 

are difficult decisions ahead. However, there are options available that may allow 

some of those transfers to continue, depending on the nature of the processing 

performed in the third country. 

 

Data transfer assessments conducted by experienced professionals review the 

processing in question to establish whether the data transferred is really needed to 

meet the processing objective. In many cases, the objective can be achieved with data 

that does not constitute personal data and therefore does not fall under the purview 

of the GDPR, or by modifying processes to gain greater control of the data’s location.  

 

Where this is the case, the transfer and processing can continue with only minor 

modifications – a far less costly option than overhauling entire processes, investing in 

significant new infrastructure in an EEA country, or (at worst) stopping the transfer 

entirely. 

 

The outcome of a data transfer assessment is likely to fall into one of three categories:  

• Information about the personal data (but not the personal data itself) is 

required in the third country. 

• Neither the personal data nor information about the personal data is required 

in the third country. 

• Personal data is required in the third country. 

Information about the personal data (but not the personal data itself) 

is required in the third country 

In many cases, it may be possible to provide information about the personal data to 

the recipient rather than the personal data itself. This may be the case where the 

third-country recipient needs to be able to interrogate the data to draw conclusions 

about it, but does not need information about specific individuals – for example, a 

multinational organisation that needs to understand sales trends but does not need to 

fulfil individual sales. 

 

In these scenarios, it may be possible to provide the data recipient with access to data 

tables rather than to the data itself, or to manipulate the data in such a way that 

accurate conclusions can be drawn, but individual records cannot be linked back to 

specific data subjects. There are a number of data science techniques available to 

assist in these circumstances, such as pseudonymisation. Regardless of the method 

used, the data must be protected to ensure it cannot be reidentified by the recipient, 

or if intercepted. 

 

Modifying datasets in this manner and ensuring that the personal data it is derived 

from cannot be reidentified or otherwise linked to the modified dataset is a complex 

operation and requires specialist statistical knowledge. However, the resulting output 

is no longer within the remit of the GDPR and can be transferred without restriction. 

Neither the personal data nor information about the personal data is 

required in the third country 

If neither the personal data nor information about the personal data is required in the 

third country, then there are three possible routes:  

 

The ideal safeguard is for the data to remain in the EU/EEA. The highest level of 

assurance in this respect is achieved through direct control of the servers on which 

the data is stored. It may be possible to switch from public Cloud processing software 

Practical options – data transfer assessments 

https://www.dqmgrc.com/consultancy/eu-us-data-transfer-assessment-and-action-plan?utm_source=green-paper&utm_medium=gdpr&utm_campaign=schremsprivacyshield
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to private Cloud or on-premises software that ensures the location and accessibility of 

data is within your control. This approach is likely to be more expensive but offers the 

most control and certainty.  

 

The next best level of assurance is achieved through contractual control of the 

location of data, if direct control is not possible. There should be a contract with any 

third parties specifying how data should be processed and safeguarded, and it should 

stipulate the locations where data may (and may not) be located and processed.  

 

Some public Cloud providers now allow organisations to specify the location of the 

server used to store their data, but this approach is not without risk, as operational 

circumstances may force the provider to move data to another location to maintain 

capacity. In addition, many Cloud providers process data in ways that are not 

immediately apparent – for example, capturing activity data to improve voice 

recognition, predictive text or spellcheck functionality. Depending on the data in 

question and the location and nature of the processing, this may be considered an 

‘onward transfer’ in its own right. 

 

The third option is end-to-end encryption. This prevents the data from being read 

even if it is intercepted in transit to the recipient or accessed via the recipient’s own 

systems. As with retaining the data in the EU/EEA, this places constraints on the 

processing operation, but that may be a challenge worth exploring if the only lawful 

alternative is to cease the transfer entirely. 

Personal data is required in the third country 

This is the worst-case scenario – personal data is required in the third country to 

achieve the processing objective, and no lawful transfer mechanism or derogation is 

available. 

 

Ultimately, if the processing objective requires access to personal data in a third 

country, there is no alternative but to terminate the transfer. Safeguarding the data in 

transit via encryption reduces the risk of interception during transmission, but if the 

processing requires that the encryption is removed, then the state apparatus in 

question simply needs to access the network on which the processing is performed, 

whether electronically or in some other manner. Contractual safeguards offer no 

defence against local court orders, asset seizure and similar routes that would provide 

access to the unencrypted data or to keys that would allow it to be decrypted. 

 

In such a scenario, your only options are to conduct the processing in an EU/EEA 

country (or one with an adequacy agreement) or change the nature of the processing 

such that it no longer requires access to personal data, and so can be treated as 

described in the two earlier scenarios. You should also develop business continuity 

plans to ensure you can still provide services – even if only in a limited manner – while 

the transition to the new processing arrangements takes place. 

 

The impact of the Schrems II ruling on the use of existing transfer mechanisms, and of 

the end of the EU–US Privacy Shield, cannot be understated. The ruling has 

overturned years of accepted practice with respect to international transfers, and it is 

likely that the ramifications will be felt for years to come. 

 

The risk to organisations – not only in respect of fines and compensation but also of 

sudden and significant disruption of operations – is very real. The time to act is now. 

 

  

Speak to an expert 

Secure the future of your organisation 

https://www.dqmgrc.com/consultancy/eu-us-data-transfer-assessment-and-action-plan?utm_source=green-paper&utm_medium=gdpr&utm_campaign=schremsprivacyshield
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https://www.dqmgrc.com/consultancy/eu-us-data-transfer-assessment-and-action-plan?utm_source=green-paper&utm_medium=gdpr&utm_campaign=schremsprivacyshield
https://www.dqmgrc.com/consultancy/eu-us-data-transfer-assessment-and-action-plan?utm_source=green-paper&utm_medium=gdpr&utm_campaign=schremsprivacyshield
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Useful GDPR resources 

IT Governance offers a unique range of GDPR products and services, including books, standards, pocket guides, training courses and professional consultancy. 

EU–US GDPR Data Transfer Assessment and Action Plan 

Establish your level of compliance related to the location and 

lawfulness of your data processing. Receive a practical, step-

by-step action plan setting out what you need to do when 

transferring EU residents’ data to the US. 

GDPR Article 32 Technical and Organisational 

Measures Audit 

Get independent, professional assurance that your data 

processing activities comply with Article 32 of the GDPR with 

this audit service. 

GDPR EU Representative 

Our EU Representative service enables organisations outside 

the EU that fall within the scope of the GDPR to meet their 

obligations under Article 27. 

View all our GDPR 

products and services 

GDPR Gap Analysis 

Assess the extent of your organisation’s compliance with 

the GDPR and the DPA 2018 using our unique GDPR 

RADAR™ methodology, based on the same criteria used in 

an Information Commissioner’s Office (ICO) audit. 

Data Flow Mapping Tool 

Gain full visibility over the flow of personal data through 

your organisation, quickly identify international transfers, 

and meet the requirement to maintain a record of 

processing activities under Article 30 of the GDPR. 

DPO as a Service 

A practical and cost-effective solution for organisations that 

do not have the requisite data protection expertise and 

knowledge to fulfil their data protection officer (DPO) 

responsibilities under the GDPR. 
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IT Governance solutions 
 
 

IT Governance is your one-stop shop for cyber security and IT governance, risk 

management and compliance (GRC) information, books, tools, training and 

consultancy. 

 

Our products and services are designed to work harmoniously together so you can 

benefit from them individually or use different elements to build something bigger 

and better. 

 

Books 

We sell sought-after publications covering all areas of corporate and IT governance. 

Our publishing team also manages a growing collection of titles that provide practical 

advice for staff taking part in IT governance projects, suitable for all levels of 

knowledge, responsibility and experience. 

 

Visit www.itgovernance.co.uk/shop/category/itgp-books to view our full catalogue. 

 

Toolkits 

Our unique documentation toolkits are designed to help organisations adapt quickly 

and adopt best practice using customisable template policies, procedures, forms and 

records. 

 

Visit www.itgovernance.co.uk/documentation-toolkits to view our toolkits.

 

 
 

Training 

We offer training courses from staff awareness and foundation courses, through to 

advanced programmes for IT practitioners and certified lead implementers and 

auditors. 
 

Our training team organises and runs in-house and public training courses all year 

round, as well as Live Online and self-paced online training courses, covering a 

growing number of IT GRC topics. 
 

Visit www.itgovernance.co.uk/training for more information. 
 

Consultancy 

We are an acknowledged world leader in our field. Our experienced consultants, with 

multi-sector and multi-standard knowledge and experience, can help you accelerate 

your IT GRC projects. 
 

Visit www.itgovernance.co.uk/consulting for more information. 
 

Software 

Our industry-leading software tools, developed with your needs and requirements in 

mind, make information security risk and compliance management straightforward 

and affordable for all, enabling organisations worldwide to be ISO 27001-compliant. 
 

Visit www.itgovernance.co.uk/shop/category/software for more information. 
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IT Governance is the one-stop shop for cyber security, cyber 

risk and privacy management solutions. Contact us if you 

require consultancy, books, toolkits, training or software. 

 

DQM GRC offers award-winning privacy by design, 

data contract audit and data-driven process assurance 

solutions. Contact us to gain confidence in your data. 
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