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We live in a world where data breaches regularly feature in the mainstream media, 

with each breach seemingly bigger than the last. Those breaches are often followed 

by significant fines, which have become larger still since the enforcement of the EU 

General Data Protection Regulation (GDPR) and its UK counterparts: the UK GDPR and 

Data Protection Act (DPA) 2018. 

 

Among other requirements, these laws make clear that organisations that collect 

people’s data must do so for specific, legitimate purposes only; that they must process 

that data lawfully, fairly, and transparently; and that they must take adequate steps to 

keep that data safe. As the data controller, they are also responsible for ensuring that 

anyone who processes data on their behalf meets those requirements – in particular, 

that they process data only in accordance with the controller’s instructions and have 

adequate measures in place to secure that data. 

 

While organisations tend to consider their own security and privacy measures to at 

least some degree, they often overlook those of their supply chain. According to a 

2020 Osano study, the average company shares its data with 730 different third 

parties.1 The same study also found that two-thirds of data breaches originate from a 

third party.  

Since you, as the data controller, are responsible for protecting personal data and 

data subjects’ rights under the terms of the GDPR, you need to make sure that your 

processors help you meet your obligations. To achieve this, organisations commonly 

use questionnaires and contractual agreements – indeed, Article 28(3) of the EU GDPR 

states that “Processing by a processor shall be governed by a contract or other legal 

act under Union or Member State law, that is binding on the processor with regard to 

the controller”. The same requirement (albeit under UK domestic law) applies under 

the UK GDPR. 

 

However, contracts tend to describe the controller’s expectations with respect to data 

processing in a relatively generic manner. In particular, clauses related to data security 

and privacy measures are often worded in very broad terms (e.g. “The supplier will 

ensure adequate information security.”) that offer limited recourse in the event the 

processor suffers a data breach. Without specifics to point to, enforcing specific 

requirements will be challenging at best. 

 

Questionnaires are also fraught with pitfalls. The larger and more detailed the 

questionnaire, the less likely external parties are to engage with it – but smaller, less 

detailed ones will inevitably be less effective. There is no way to know if the answers 

given are accurate, or if key details have been omitted. Even where the recipient has 

been entirely honest, you still only have a snapshot of the situation at the time the 

questionnaire was completed. Any changes will not come to light until the next 

questionnaire is completed, and many organisations are content to rely on a single set 

of responses provided during tender for years on end, despite the obvious risks.  

  

Introduction Securing your supply chain 

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/dpa-2018?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/dpa-2018?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
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Although contracts and questionnaires offer insufficient assurance in isolation, 

combining them with an audit or similar assessment is an effective way of achieving 

oversight. Article 28(3)(h) of both the UK and EU GDPR explicitly states that it is the 

processor’s responsibility to “allow for and contribute to audits, including inspections, 

conducted by the controller or another auditor mandated by the controller”, so 

processors have a legal obligation to cooperate. 

 

Audits offer an objective judgement of compliance against requirements. Conducting 

an audit allows you to assess whether questionnaires have been completed accurately 

and can highlight areas of inconsistency or poor practice that the questionnaire did 

not cover, or that have arisen in the time since it was completed.  

 

Audits are also an effective way to enforce contractual terms and legal requirements, 

although it is important to remember that it is not possible to objectively audit 

compliance against broad requirements like ‘maintain effective information security’. 

The contracts and agreements on which your audit is based must incorporate specific 

requirements against which an objective judgement can be made, such as ‘install and 

operate a firewall’ or ‘ensure that the data protection officer’s contact details are 

included in privacy notices’, and your audits should verify compliance against those 

requirements (e.g. by checking a privacy notice to see if the contact details are 

present). 

 

Conducting audits can also help you meet other obligations under the GDPR. For 

instance, they help demonstrate a high level of accountability – the underpinning of 

many privacy laws, including the GDPR. As another example, where you are required 

to conduct a data protection impact assessment (DPIA), or indeed any other form of 

risk assessment, the auditing process will ensure your processors’ processing activities 

are documented, which will help identify any associated risks. 

 

Furthermore, should you find yourself challenged by a regulator, your audits – 

particularly if they are conducted on a regular basis – will help you build a strong 

defensible position, as you can show that you are doing your utmost to control and 

protect the data shared with your supply chain. 

 

You should consider conducting supplier audits irrespective of legal pressures, 

however. For one, it makes good business sense to protect your assets, be it a flagship 

product or valuable personal data. Moreover, your clients have entrusted you with 

their personal details. As such, you have a duty to protect that data – a loss of trust, 

such as through a data breach, can do significant reputational and financial damage to 

your business.  

 

Naturally, if you rely on hundreds of suppliers, you cannot audit all of them. However, 

we recommend conducting audits for at least your business-critical processors, as well 

as the ones you share sensitive and/or large quantities of data with. 

 

 

  

Moving beyond contracts and questionnaires 

https://www.itgovernance.co.uk/privacy-impact-assessment-pia?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
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There are many different ways to plan and execute an audit programme. Here, we lay 

out a broad seven-step approach in line with our own methods. 

 

Step 1: Identify suppliers and relevant requirements 

First, if you have not already done so, you need to identify all suppliers that process 

personal data on your behalf. You must also establish exactly which GDPR and 

contractual requirements those suppliers need to meet. Remember that audits can 

only be conducted against specific requirements, so make sure that any new contracts 

describe requirements in enough detail to allow an objective judgement of 

compliance. 

 

Step 2: Prepare and send out questionnaires 

Next, you should prepare due diligence questionnaires to send to your selected 

processors, asking about their security measures and how they handle personal data. 

These questionnaires function as an early probing tool, helping you identify which 

processors to focus your resources on. 

 

 

Step 3: Review the questionnaire responses and develop an audit 

programme 

You should review the questionnaire responses to help identify which processors you 

want to audit. Typically, these will be your highest-risk processors based on factors 

like: 

• The amount and/or sensitivity of the data they process; 
 

• The strength of their security measures (based on the questionnaire 

responses); and 
 

• How business-critical their processing activities are to you. 

Once you have identified the highest-risk processors, you can develop your audit 

programme. The programme should ensure that all high-risk processors are audited 

annually (or whatever frequency you deem appropriate). Suppliers with significant or 

persistent deficiencies should be audited more frequently than those that are 

performing well. 

 

Be sure to keep a record of the responses received, as well as your decision-making 

process on which suppliers to audit.  

  

The auditing process 
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Step 4: Plan the audit 

Taking into account the questionnaire responses received, you should plan the audit. 

Begin by defining the requirements you will audit against. These might include: 

• Contractual requirements; 
 

• Technical and organisational security measures; 
 

• Relevant documentation, including policies, procedures and records; and 
 

• Appropriate safeguards for international data transfers, where applicable. 

You can then develop an audit checklist based on the identified requirements.  

 

When developing questions for the checklist, it is important to remember that all 

auditing is based on sampling. An auditor rarely has the time to (for example) check 

every single computer to see if a firewall is installed and operating, so they will take a 

representative sample (e.g. checking five computers on each floor). If all computers in 

the sample comply, then it is assumed that the requirement is met. Your questions 

should allow for an objective answer, as shown in the examples on the right. 

 

Example GDPR audit questions 

Transparency 

1. Are data subjects provided with a privacy notice that explains the 

organisation’s internal privacy policy and practices? 
 

2. Has the organisation reviewed the distinct types of processing it carries out, 

identified the lawful bases for processing, and documented them? 
 

3. Has the organisation explained the lawful bases for processing personal data 

in its privacy notice(s)? 
 

4. Has the organisation agreed a schedule to review its privacy notice(s) for 

GDPR compliance? 

 

Data subject rights 

1. Does the organisation have a process to ensure it passes any data subject 

requests to the controller without undue delay? 
 

2. Does the organisation’s service or solution allow the controller to 

accommodate data subjects exercising their rights? 
 

3. Does the organisation provide a mechanism that is clear, conspicuous and 

accessible to data subjects for privacy-related questions and/or complaints? 

 

Retention 

1. Has the organisation drawn up a retention schedule listing different record 

types and the period of time they should be kept? 
 

2. Does the organisation regularly check systems and documentation to ensure 

retention schedules are adhered to? 
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Step 5: Conduct the audits 

Next, it is time to conduct the audit. Whether conducted on-site or remotely, each 

audit typically starts with an opening meeting, where the auditor introduces 

themselves, describes the auditing process, confirms the scope, and generally makes 

sure the auditee knows what to expect. The initial meeting is typically also used to 

discuss any points that may require clarification upfront, and to verify completion of 

any outstanding corrective actions. 

 

After the opening meeting, the ‘meat’ of the audit is conducted. This usually involves 

interviewing key members of staff, and reviewing relevant documentation, processes 

and systems to determine whether they meet requirements. It may also include a 

data test, where the auditor runs sample data through the supplier’s product or 

service, ensuring that the processes and procedures on paper reflect the reality and 

that the data remains secure throughout its lifecycle.  

 

Finally, a closing meeting should take place. The auditor will discuss any 

nonconformities with the auditee, advise when they can expect the report, and thank 

them for their time and assistance.  

 

Step 6: Issue audit report 

The auditor will describe their findings in detail in an audit report. A copy must be 

provided to the auditee so that they can take corrective action to resolve any 

nonconformities. You should work with the auditee to define acceptable timescales 

and priorities for the necessary actions. 

 

Step 7: Conduct a follow-up 

Finally, you should conduct a follow-up review after an agreed period to make sure 

that any nonconformities have been satisfactorily mitigated, and to arrange a date for 

the next audit. 

If you lack the internal resource to conduct audits, particularly on a large scale and on 

a regular basis, it may be more cost-effective to outsource them to an external 

provider. Such an approach also ensures that you have access to the right expertise 

and experience, giving you peace of mind that the audit will be conducted properly, in 

line with the correct standards and guidelines. 

 

There is, however, a more significant benefit to outsourcing your supplier audits, 

which applies whether you have the internal expertise to conduct them yourself or 

not. Appointing an external party to conduct third-party audits guarantees the 

auditor’s independence, which gives a higher level of assurance to both yourself and 

other stakeholders, including regulators. 

 

Auditees may also be more at ease with an independent auditor. Particularly in a 

highly competitive industry, an external auditor can guarantee confidentiality, 

providing only the information the controller needs to know in their report. Both 

parties will likely also feel more comfortable with an independent auditor if certain 

contract clauses are in contention, or if there is a difficult relationship between 

controller and processor. 

 

The benefits of outsourcing 

https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
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What to look for in a third-party service 

It can be difficult to know how to choose an external provider, particularly if you lack 

the internal expertise or experience in conducting audits yourself. Your provider 

should not just be an experienced auditor, but also have experience of information 

security and data privacy, so that they can understand the technical and 

organisational requirements and accurately gauge whether they are being met. 

 

You should also ensure that your provider can demonstrate a strong track record 

through, for example, case studies and/or testimonials. If possible, consider asking for 

a sample report: this gives a good indication of the sort of information the auditor 

provides, as well as how clearly they can communicate it – there is no point paying for 

a report that you cannot understand because it is filled with jargon. 

 

Also, bear in mind that some industries require specific qualifications for their 

auditors. Such a prerequisite will help narrow down your selection, as well as provide 

an additional level of assurance that the provider can be trusted.    

Speak to an expert 

7 

https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
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Bespoke Auditing Services from DQM GRC 

DQM GRC specialises in designing bespoke 

engagements to meet your needs. It will work with 

you to scope, define, design and deliver any data 

protection, process assurance or data capability-

related project you need supported. 

Useful data privacy and protection resources 

We offer a unique range of data privacy and protection products and services, including bespoke auditing and other professional consultancy services, software tools, 

books, documentation toolkits and training courses. 

Third-Party Assurance from DQM GRC 

DQM GRC will design an assurance programme 

around your risks and controls, seek answers from 

your suppliers and processors about their practices, 

and provide you with a report explaining any 

shortfalls and recommending improvements. 

Privacy Audit Service 

The Privacy Audit Service will validate that your data 

privacy practices meet your applicable regulatory 

requirements for the GDPR, the DPA 2018 and/or the 

Privacy and Electronic Communications Regulations 

(PECR). 

GDPR Audit Service 

Get independent, professional assurance that your 

data protection programme and practices comply with 

the GDPR and the DPA 2018. Our specialists will assess 

the adequacy and effectiveness of your privacy and 

information security practices and, where necessary, 

provide recommendations for improvement. 

DPIA Tool 

The DPIA Tool helps you conduct DPIAs quickly and 

with confidence, and delivers accurate and consistent 

reports to share with your compliance team and other 

stakeholders. Demonstrate that appropriate measures 

have been taken to ensure GDPR compliance and 

prove your accountability. 

GDPR Advice Service 

This fixed-price, annual subscription service, 

delivered by our sister company GRCI Law, will help 

you get answers to your GDPR compliance questions 

fast. Get direct access to a team of experienced data 

privacy lawyers and data protection officers (DPOs). 

https://www.dqmgrc.com/data-and-contract-audits/bespoke-auditing-services?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-audit-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/dpia-tool?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-advice-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/bespoke-auditing-services?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-audit-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/dpia-tool?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-advice-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/bespoke-auditing-services?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-audit-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/dpia-tool?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-advice-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/bespoke-auditing-services?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.dqmgrc.com/data-and-contract-audits/third-party-assurance?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
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https://www.itgovernance.co.uk/shop/product/dpia-tool?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/shop/product/gdpr-advice-service?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
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https://www.itgovernance.co.uk/green-papers/data-breach-survival-guide?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/privacy-by-design-step-by-step?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/data-breach-survival-guide?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/privacy-by-design-step-by-step?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/data-breach-survival-guide?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/privacy-by-design-step-by-step?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/data-breach-survival-guide?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/privacy-by-design-step-by-step?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/data-breach-survival-guide?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://www.itgovernance.co.uk/green-papers/privacy-by-design-step-by-step?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits


 

 

 

 

 

 

 

 

 

 

 

 

 

 

GRC International Group PLC subsidiaries 
 

 

 
Unit 3, Clive Court, Bartholomew’s Walk 

Cambridgeshire Business Park, Ely 

Cambs., CB7 4EA, United Kingdom 

DQM House, Baker Street 

High Wycombe, HP11 2RX 

United Kingdom 

 

IT Governance is the one-stop shop for cyber security, cyber 

risk and privacy management solutions. Contact us if you 

require consultancy, books, toolkits, training or software. 

 

DQM GRC offers award-winning privacy by design, 

data contract audit and data-driven process assurance 

solutions. Contact us to gain confidence in your data. 

 

                    IT Governance Ltd                    DQM GRC 

@ITGovernance 

/it-governance 

@ITGovernanceLtd 

@DQMGRC 

/dqmgrc 

© 2003–2021 GRC International Group PLC | Acknowledgement of Copyrights | GRC International Group Trademark Ownership Notification 
 

mailto:servicecentre@itgovernance.co.uk
https://www.itgovernance.co.uk/?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
mailto:sales@dqmgrc.com
https://www.dqmgrc.com/?utm_source=green-paper&utm_medium=gdpr&utm_campaign=third-party-audits
https://twitter.com/ITGovernance
https://www.linkedin.com/company/it-governance/
https://www.facebook.com/ITGovernanceLtd/
https://twitter.com/dqmgrc
https://www.linkedin.com/company/dqmgrc/
https://www.itgovernance.co.uk/files/Trade%20Mark%20Acknowledgement%20Statements%20(2).pdf
https://www.itgovernance.co.uk/IT-Governance-Trademarks-Notice.pdf


 

Endnotes 

1 Osano, “White Paper: The Osano Data Privacy and Data Breach Link”, July 2020, https://www.osano.com/privacy-breach-link. 
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