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Looking at the inventions mankind has brought to life, as remarkable as they are, it 

may also strike you that security has historically been treated as an afterthought. It 

took several decades for car locks to become the norm, for instance. 

 

As we continue to innovate, security – and privacy – are often not at the front of 

developers’ minds as they grapple with the challenges of building systems, particularly 

complex ones. Paired with the time pressure that developers tend to be under, this 

approach is a recipe for mistakes and oversights, which lead to bugs and 

vulnerabilities, ultimately resulting in user complaints and data breaches. 

 

On top of that, complex systems can be less user-friendly, and where something is 

difficult to use or understand – like privacy settings – users are more likely to avoid it. 

Furthermore, because developers face the dual pressure of both usability and 

satisfying legal requirements, they face a tough balancing act. Getting that balance 

wrong can result in poor user understanding and product uptake, not to mention legal 

issues. 

 

The prominence of very basic security flaws and privacy issues led to the concepts of 

‘privacy by design’ and ‘data protection by design and by default’ becoming more 

widespread in recent years. 

 

Data privacy (and data protection) by design is an approach in which you consider and 

integrate data privacy and protection from the earliest stages of a project, and 

maintain them for the duration of the project’s lifecycle. The steps you take, typically 

in the form of risk-appropriate technical and organisational measures, should ensure 

that data privacy and protection essentially become part of business as usual. 

 

The ‘privacy by design’ approach itself is not new, but has attracted more attention in 

recent years as the EU General Data Protection Regulation (GDPR) and national data 

protection laws across Europe, including the UK GDPR, mandate it.1 Specifically, these 

laws require your measures to account for the GDPR’s data processing principles – 

which includes safeguarding the personal data being processed – and protect the 

rights and freedoms of the data subjects the personal data belongs to. 

 

  

Introduction 

“Privacy by design is the project manager’s secret superpower 

that will improve the quality of their projects. I consider privacy 

by design the unsung pro-business hero of the GDPR.” 
 

 

– Camilla Winlo, Director of Consulting Services, DQM GRC 

“ 
” 

What is privacy by design? 

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
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As mentioned earlier, not thinking about security in the design stages will lead to bugs 

and vulnerabilities, and failure to protect data subjects’ rights. By extension, these 

lead to customer complaints and data breaches. Clearly, avoiding both brings 

considerable business benefits. It can also lighten other privacy-related burdens: 

happy customers are far less likely to submit a data subject access request (DSAR) or 

exercise any of their other data subject rights, for example. 

 

In addition, privacy by design often helps ensure your project works properly. For 

instance, when thinking about what data should be available to each process, you do 

not just improve your level of data security, but also force the designers to really take 

the time to consider what the process needs to do and why. 

 

Moreover, belatedly trying to make something secure is typically not just ineffective, 

but also more expensive – not just through the process of adding security, but also 

because you may have incurred other costs along the way, such as those related to a 

data breach. As data protection by design and by default is also a requirement under 

the EU GDPR, the UK GDPR and the UK Data Protection Act (DPA) 2018, failing to 

implement privacy by design – specifically, to build the data subject’s rights into your 

processes – could lead to a fine of up to the greater of €20 million (about £18 million) 

or 4% of your global annual turnover. Failing to implement it in other ways could lead 

to a fine of up to €10 million (about £9 million) or 2% of your global annual turnover, 

whichever is greater. 

 

Implementing privacy by design also brings less conspicuous benefits. For instance, it 

requires better documentation, which makes your projects easier to manage and, 

when you need it, will make disaster recovery easier. Because you will need to look 

further ahead as you plan your project, privacy by design can also help create more 

efficient processes and systems, ensures you keep your data in appropriate formats 

ready for future use, and prevents you from using personal data in ways you should  

 

not. In short, privacy by design is something you should be doing, irrespective of any 

legal requirements. 

 

In this paper, we will outline the fundamental principles of privacy by design, and walk 

you through an eight-step approach to implementing it.  

Why do I need privacy by design? 
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The data processing principles 

The GDPR’s six data processing principles state that personal data shall be: 
 

1. Processed lawfully*, fairly and transparently (‘lawfulness, fairness and 

transparency’); 
 

2. Collected for specific legitimate purposes only (‘purpose limitation’); 
 

3. Adequate, relevant and limited to what is necessary (‘data 

minimisation’);  
 

4. Accurate and kept up to date (‘accuracy’); 
 

5. Stored only as long as is necessary (‘storage limitation’); and 
 

6. Protected with appropriate security measures, ensuring its integrity and 

confidentiality (‘integrity and confidentiality’). 

 

Data controllers must also be able to demonstrate that they are complying 

with these principles (‘accountability’). 

 

* To process data lawfully, organisations must be able to rely on a valid lawful 

basis. There are six lawful bases:    
 

1. Contract: the processing is necessary to enter into a contract with an 

individual.   
 

2. Legal obligation: the processing is necessary to comply with the law.   
 

3. Vital interests: the processing is necessary to protect someone’s life.  
 

4. Public task: the processing is necessary to perform a task in the public 

interest.   
 

5. Legitimate interests: the processing is necessary for your legitimate 

interests providing it does not override the interests of the individual. 
 

6. Consent: the individual has given clear consent to the processing of their 

personal data for a specific purpose. 

Data subject rights 

The GDPR provides the following eight rights for data subjects: 
 

1. The right to be informed 
 

2. The right of access 
 

3. The right to rectification 
 

4. The right to erasure (‘right to be forgotten’) 
 

5. The right to restrict processing 
 

6. The right to data portability 
 

7. The right to object 
 

8. Rights in relation to automated decision-making and profiling 
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Best-practice privacy by design recognises seven foundational principles, which were 

first published by Ann Cavoukian (the former Information and Privacy Commissioner 

of Ontario, Canada) in 20102 – note that these are not new principles! – and have 

since been widely recognised and adopted, including by the UK’s Information 

Commissioner’s Office (ICO).3 

 

In this section, we will briefly discuss each principle and, where relevant, link them to 

the GDPR’s data processing principles and data subject rights. 

 

1. Proactive, not reactive; preventive, not remedial 

Perhaps the most important privacy by design principle of all, you should proactively 

address privacy risks and issues – this means identifying and addressing them as you 

design a new processing activity, or make significant changes to an existing one, and 

not wait until after the risk or issue materialises. The goal is to prevent them from 

happening at all, which not only protects data subjects’ privacy but also saves your 

organisation a lot of money and trouble further down the line. 

 

Enforcing such a proactive approach requires visible support from senior 

management, who must recognise the benefits of privacy by design, and their clear 

commitment to maintaining a high standard of privacy. It is also vital that the project 

manager ensures privacy by design is considered from the beginning of the project. 

Additionally, it is sensible to have methods and processes in place for recognising and 

correcting poor design in terms of privacy. 

 

2. Privacy as the default setting 

As mentioned in the introduction, users are more likely to avoid privacy settings if 

they struggle to understand them. There will also likely be some users who will not 

change even straightforward settings. The reasons for this do not really matter from 

an organisation’s perspective – to achieve privacy by design, users’ privacy should be 

automatically protected, and not rely on user action. 

 

Consequently, you must make sure the default settings are as privacy-considerate as 

possible. You also need to adopt the mindset of encouraging people to turn your 

features on, rather than assuming that they will switch them off. This should also 

make it easier for project managers to avoid scope creep – if it is hard to imagine 

people actively choosing to switch on a given feature, you probably should not be 

building it in the first place. This approach also makes life easier if you realise early on 

in the project that, for example, a location-tracking feature should only be switched 

on when there is a reason for it (e.g. to use a satnav), and is automatically deactivated 

when not needed. 

 

To achieve privacy ‘by default’, refer to the GDPR’s processing principles: 

• Ensure you process personal data for legitimate purposes only. 
 

• Collect only the data you need to achieve those purposes. 
 

• Keep that data up to date (it is a good idea to make it easy for users to update 

or rectify it themselves). 
 

• Ensure that data is processed securely (‘security by design’ principles will 

apply here – see foundational principle 5). 
 

• Securely destroy that data as soon as the processing purposes have been 

achieved. 

Foundational principles 
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3. Privacy embedded in design 

Data privacy should not just be considered from the start of the project, but also 

treated as a feature of the design – in other words, it should be embedded in both the 

design process and the design itself. 

 

Cavoukian proposed the following to achieve this4: 

• Adopt a systemic, principled approach to embedding privacy that draws on 

accepted standards and frameworks, and is subject to external reviews and 

audits (these help demonstrate compliance and accountability; also see 

foundational principle 6). 
 

• Conduct and publish detailed privacy impact and risk assessments that make 

the privacy risks clear, as well as the measures taken to mitigate them. 
 

• Demonstrably minimise the privacy impacts of the final system, and ensure it 

cannot be easily degraded through use, misconfiguration or error. 

 

For the first point, international standards such as ISO 27001 and ISO 27701 may be 

useful. The second point ties in well with the GDPR’s requirement for a data 

protection impact assessment (DPIA) to be conducted under certain circumstances. To 

achieve the final point, it may be worth conducting a penetration test. 

 

4. Full functionality – positive-sum, not zero-sum 

Achieving privacy by design does not require you to sacrifice other aspects of your 

system – a ‘positive-sum’ (‘win-win’) scenario is possible. The actions you take to 

improve privacy will also lead to better products and services, and by extension 

happier customers. In fact, there can be direct financial benefits for your organisation, 

too. For instance, take the location-tracking feature example we used earlier: because 

the feature is not collecting data non-stop, you can also save on data storage.  

 

Of course, as discussed earlier, there are not just financial benefits to privacy by 

design. Thinking about what features are truly necessary means that you may decide 

early on to jettison some, saving you building time. Alternatively, you may realise that 

some features have to be adjusted or presented differently for people to appreciate 

and use them, at a time when it is still easy to do something about it. 

 

5. End-to-end security – full lifecycle protection  

Throughout its lifecycle, you must ensure the security of the personal data you are 

processing, and the security of the data subjects’ privacy. You must consider several 

aspects of security: 

• Confidentiality – data is only accessible to those who need access to it (part of 

the sixth data processing principle).  
 

• Integrity – data is protected from unauthorised modification, destruction and 

loss (part of the sixth data processing principle). 
 

• Availability – data is accessible to authorised persons as and when necessary 

(data subjects have a right of access, so you must protect availability so that you 

can facilitate their rights). 
 

• Unlinkability – no one should be able to link individual data points except when 

necessary (such as when using separate databases for HR and marketing). 
 

• Transparency – all privacy-relevant processing should be visible to the data 

subject, and backed up by accountability (if someone asks why a processing 

activity is happening, you should be able to answer them). 
 

• Intervenability – there must be mechanisms to stop or correct processing 

activities in case of error or harm to the data subjects, or in response to a data 

subject invoking a right that requires it. 

https://www.itgovernance.co.uk/iso27001?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/iso-27701?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/privacy-impact-assessment-pia?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/privacy-impact-assessment-pia?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/penetration-testing?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
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To achieve security from the start of your project (or ‘security by design’), threat 

analysis and risk assessments are key. In a nutshell, consider how the proposed 

system might fail or be attacked, and how you can mitigate those failures and prevent 

those attacks without impacting functionality. Then you can design the necessary 

security controls and measures into the system. 

 

Because you must secure the data up to the end of its lifecycle, you also need to think 

about how you will securely destroy it (as per the ‘storage limitation’ processing 

principle, this should happen as soon as you no longer need the data). This point is 

particularly important to consider, as premature permanent deletion can have 

disastrous consequences.  

 

The key lies in knowing exactly what data you are processing for what purpose. For 

example, if you just need to keep a count of something, anonymisation (where it is no 

longer possible to re-identify the individual the data belongs to) might be the answer. 

 

6. Visibility and transparency – keep it open 

The business practice or technology in question should be operated transparently to 

visibly demonstrate that it is meeting the stated promises and objectives. This is 

strongly linked to the first processing principle – data must be processed lawfully, 

fairly and transparently – and data subjects’ right to be informed, not to mention 

essential for establishing both accountability and trust.  

 

Many typical GDPR activities can help transparency, like making a clear and up-to-date 

privacy notice available to data subjects; documenting and communicating privacy-

related roles and responsibilities, policies and procedures; and conducting and 

publishing DPIAs and risk assessments. In addition, having an independent audit 

conducted, preferably on a repeated basis, will also help establish accountability and 

trust among stakeholders that your security measures are effective and that you 

genuinely are taking privacy seriously. 

 

7. Respect for user privacy – keep it user-centric 

In general, for a product to be deemed good, it must be user-friendly and user-centric. 

Likewise, products that deliver the best privacy-by-design results tend to be designed 

with users’ needs and interests in mind, both privacy-related and otherwise.  

 

Concretely, that might mean: 

• The default settings are as privacy-considerate as possible (see foundational 

principle 2); 
 

• It has an appropriate privacy notice (the right to be informed); 
 

• There are easy mechanisms for users to request or amend their data (the rights 

of access and to rectification; the ‘accuracy’ processing principle); and 
 

• Where required, using a clear and specific method for collecting the user’s 

consent (relates to processing data ‘lawfully’, as per the first processing 

principle). 

  



 

 

 

 

 

IT GOVERNANCE & DQM GRC GREEN PAPER | DECEMBER 2020                                8 

 

We have developed an eight-step approach to implementing privacy by design, as 

visualised in Figure 1: 

Implementing privacy by design 
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Figure 1: Flowchart illustrating our eight-step approach  
to implementing privacy by design 

7. Launch 
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1. Project vision and roadmap 

As you put your project vision and roadmap together, start thinking about privacy by 

design. Recognise that project management and privacy by design work well together, 

and that privacy by design should not be seen as just an add-on. 

 

Project management and privacy by design overlap in the sorts of questions you 

should be asking at this stage, like what you want the project to achieve, what design 

requirements need to be taken into account and, in the case of software, how you 

expect users to interact with it. Looking deeper, this requires addressing issues such 

as: 

• What data is required;  
 

• How you will store it and keep it secure;  
 

• How long you will keep that data; 
 

• How that data might be modified or deleted, and whether users can do that 

themselves;  
 

• How users can access their data; 
 

• What further privacy-related issues remain and how you can resolve them; and 
 

• Your data processing supply chain and reliance on suppliers’ compliance. 

 

Addressing such questions at an early stage avoids costly and difficult modifications 

later, but should also result in better and sometimes simpler designs to begin with. 

For example, you will be more inclined to keep data collection and processing to a 

minimum to reduce the burden on – and the costs involved for – the organisation to 

store it all and keep it secure. Because you should already be thinking about 

accommodating DSARs, you probably want to introduce a feature that can handle 

ordinary requests automatically rather than tying up resources in an error-prone 

manual process. 

 

As a final example, because you need to think about how you will ultimately destroy 

the data you collect, you have to consider how you will do that. If a lack of planning 

causes you to delete something that should have been kept, it can be difficult to 

rectify that error, so getting it right first time is important. By thinking about why you 

are collecting the data, you can ascertain a suitable form of destruction – sometimes, 

anonymisation might be enough, for example.5 Considering these things early on may 

also make you realise that you do not need to collect some data types at all, so you 

can avoid the costs and risks involved with processing altogether. However, take care 

to make decisions on a system-by-system basis, and not apply the same rule to all 

locations. 

 

2. Select features for release 

Many project management methodologies take an iterative approach, where you 

release a project in phases. As such, you initially look to release a minimum viable 

product in the shortest time frame possible, and then gradually release more features 

and/or improve existing ones as you receive feedback from users and other 

stakeholders. 

 

In line with this type of approach, for each project cycle, you should select the 

features you intend to release for that particular round, and incorporate that 

information in your project roadmap from step 1. 
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3. Conduct a risk assessment 

While there are many ways of conducting a risk assessment, which often differ in the 

level of rigour, it is essential that you consider the risks to the rights and freedoms of 

data subjects in an appropriate way – this is, after all, fundamental to the GDPR. 

 

The Regulation also specifically requires organisations to conduct a DPIA if processing 

is likely to present a high risk to data subjects’ rights and freedoms. To establish 

whether your processing presents a high risk or not, good places to start (depending 

on where you are located and the laws that apply) are the ICO’s list of example high-

risk processing activities6 and the European Data Protection Board-endorsed criteria 

for conducting a DPIA.7 You can address both lists by asking basic screening questions 

such as whether your project involves: 

• Processing special category or criminal offence data on a large scale; 
 

• Systematically monitoring a publicly accessible place on a large scale; 
 

• Using profiling on a large scale; 
 

• Systematic and extensive profiling or automated decision-making to make 

significant decisions about individuals; and/or 
 

• Combining, comparing or matching data from multiple sources. 

 

Note that this is not an exhaustive list, and different organisations may need to ask 

different questions (depending on the territories you operate in, for example). For 

more information on when and how to conduct a DPIA, take look at our dedicated 

guide to DPIAs. 

 

On top of the GDPR-specific requirements, it makes good business sense to only invest 

in product development if the end product works both correctly and reliably. One part 

of achieving that involves considering how your product – particularly if it relies on the 

Internet – might fail, whatever the cause of that failure (malicious or otherwise), and 

how you can prevent such failures from happening. 

 

4. Establish design requirements for each feature, including privacy 

requirements 

For each of the features you are building this project cycle (as established in step 2), 

you should determine – and document – their design requirements. Naturally, these 

should account for the stakeholder requirements that should be considered for any 

project, but, for the sake of privacy by design, also take into account privacy 

requirements, including: 

• The results of the risk assessment or DPIA; 
 

• Accommodating data subjects’ rights; and 
 

• The seven foundational principles. 

 

You should also develop testing metrics for each feature that will verify that the 

feature works as intended and is meeting its design requirements. For instance, if you 

are building a feature to help with DSARs, a metric like ‘time for DSAR response’ may 

be a suitable metric for making sure the feature really does speed up the DSAR-

handling process, and is not just an arbitrary add-on. 
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https://www.itgovernance.co.uk/a-concise-guide-to-data-protection-impact-assessments?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/a-concise-guide-to-data-protection-impact-assessments?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
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5. Build the features 

Now that you have finished planning the features you are implementing this project 

cycle, you should build and implement them. 

 

6. Test 

Naturally, it is important to make sure that everything is working as intended. Test all 

the features you built this project cycle and make sure they work well within the 

overall product.  

 

You should also check that the privacy requirements have been met by testing things 

like whether the data can be accessed by authorised persons only, that the right data 

labels have been applied, that processing is limited in accordance with those labels, 

and so on. Where some features are not running smoothly or where they fall short of 

their requirements, make the necessary adjustments and retest them. 

 

7. Launch 

Once you are happy that all features are working correctly, both individually and 

within the wider product, you should introduce them into the live environment or 

publish them, as appropriate. That may involve handing over the project to another 

team. You will also need to train people so they know how to use the product, how 

they might break it and what their role is in stopping that from happening, and how 

they can recognise that something is wrong and respond accordingly. 

 

8a. Add functionality  

Assuming you are taking an iterative approach to your project, and the product has 

not reached its end of life, this is when you can start thinking about the next project 

cycle, incorporating feedback and implementing ideas that were not essential for the 

most recent product release. 

8b. Conclude the project 

Projects that have reached the end of their lifecycle should be concluded properly, 

and not kept live and forgotten about, or indefinitely and indiscriminately kept in cold 

storage. Here is where it becomes so important to have established the purpose(s) of 

each processing activity and, by extension, the details of appropriate data destruction 

early on in the project (see step 1). 

 

In that early stage, you should have already established, in a specific manner, what 

data you need to keep for things like: 

• Organisational memory; 
 

• Legal purposes; and/or 
 

• Auditing purposes. 

As part of this project conclusion step, that data may need to be encrypted or 

anonymised to keep secure, with the remaining data erased. While it should be 

relatively straightforward to delete the data you hold internally, things can become 

more complicated if you need to ask third parties to do the same, and possibly send 

you proof that they have done it correctly. 

 

Be sure to consider the impact of concluding the project on your data subjects, too. 

For example, there may be cases where you need to return data to the subjects, 

particularly if they used your product as a storage facility. 
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Speak to an expert 

https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.dqmgrc.com/consultancy/privacy-by-design?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
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Useful privacy by design solutions 

IT Governance offers a unique range of data privacy solutions, including books, standards, pocket guides, training courses and professional consultancy. 

ISO/IEC 27001:2013 Standard 

The ISO 27001 standard details the specifications of an 

information security management system (ISMS), which your 

organisation can implement to improve the state of its 

information security. 

Privacy by Design Foundation Training Course 

Learn the fundamentals of and understand the project 

requirements for incorporating privacy by design, helping you 

build privacy into your products and services. 

Web Application Penetration Test 

This CREST consultant-driven penetration test is designed to 

identify potential vulnerabilities in your websites and web 

applications, and provide recommendations for improving 

your security posture. 

View all our data privacy 

solutions 

ISO/IEC 27701:2019 Standard 

The ISO 27701 standard provides guidelines for 

implementing, maintaining and continually improving a 

privacy information management system (PIMS). 

 

Privacy by Design Practitioner Training Course 

Learn how to incorporate privacy into projects by design 

and by default and understand the practical steps involved 

in achieving privacy by design. 

GDPR Foundation and Practitioner Combination 

Training Course 

Gain a comprehensive introduction to the GDPR and a 

practical understanding of the implications and legal 

requirements with this combination training course. 

Privacy Essentials for Marketers Training Course 

Learn how to ensure your marketing strategy takes 

appropriate account of marketing and data protection laws 

and rules with this one-day data privacy and GDPR training 

for marketing course 
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https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/privacy-by-design-foundation-training-course?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/web-application-penetration-test?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/category/data-protection-eu-gdpr?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/isoiec-27701-2019-standard?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/privacy-by-design-practitioner-training-course?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/certified-gdpr-foundation-and-practitioner-combination-training-course?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/privacy-essentials-for-marketers-training-course?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/privacy-by-design-foundation-training-course?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
https://www.itgovernance.co.uk/shop/product/web-application-penetration-test?utm_source=green-paper&utm_medium=data-protection&utm_campaign=privacy-by-design
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IT Governance solutions 
 
 

IT Governance is your one-stop shop for cyber security and IT governance, risk 

management and compliance (GRC) information, books, tools, training and 

consultancy. 

 

Our products and services are designed to work harmoniously together so you can 

benefit from them individually or use different elements to build something bigger 

and better. 

 

Books 

We sell sought-after publications covering all areas of corporate and IT governance. 

Our publishing team also manages a growing collection of titles that provide practical 

advice for staff taking part in IT governance projects, suitable for all levels of 

knowledge, responsibility and experience. 

 

Visit www.itgovernance.co.uk/shop/category/itgp-books to view our full catalogue. 

 

Toolkits 

Our unique documentation toolkits are designed to help organisations adapt quickly 

and adopt best practice using customisable template policies, procedures, forms and 

records. 

 

Visit www.itgovernance.co.uk/documentation-toolkits to view our toolkits.

 

 
 

Training 

We offer training courses from staff awareness and foundation courses, through to 

advanced programmes for IT practitioners and certified lead implementers and 

auditors. 
 

Our training team organises and runs in-house and public training courses all year 

round, as well as Live Online and self-paced online training courses, covering a 

growing number of IT GRC topics. 
 

Visit www.itgovernance.co.uk/training for more information. 
 

Consultancy 

We are an acknowledged world leader in our field. Our experienced consultants, with 

multi-sector and multi-standard knowledge and experience, can help you accelerate 

your IT GRC projects. 
 

Visit www.itgovernance.co.uk/consulting for more information. 
 

Software 

Our industry-leading software tools, developed with your needs and requirements in 

mind, make information security risk and compliance management straightforward 

and affordable for all, enabling organisations worldwide to be ISO 27001-compliant. 
 

Visit www.itgovernance.co.uk/shop/category/software for more information. 
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Endnotes 

 

 

1 Courtesy of Brexit, the UK will be implementing a separate but substantially similar data protection regime under the UK GDPR and the DPA 2018. While privacy by design has 
essentially identical requirements under both regimes, organisations that operate in both the UK and the EU should ensure that they are able to comply with the requirements of both 
the UK’s ICO and their supervisory authority in the EU. 
 

2 Ann Cavoukian, “Privacy by Design – The 7 Foundational Principles”, January 2011, https://iapp.org/resources/article/privacy-by-design-the-7-foundational-principles/. 
 

3 ICO, “Data protection by design and default”, accessed November 2020, https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/accountability-and-governance/data-protection-by-design-and-default/. 
 

4 “Privacy by Design – The 7 Foundational Principles”. 
 

5 Note that true anonymisation typically involves advanced statistical techniques and, contrary to popular belief, can typically not be achieved by just changing a person’s name (this 
might constitute pseudonymisation, meaning that the data subject can still be re-identified). 
 

6 ICO, “Examples of processing ‘likely to result in high risk’”, accessed November 2020, https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/data-protection-impact-assessments-dpias/examples-of-processing-likely-to-result-in-high-risk/. 
 

7 Article 29 Working Party (WP29), “Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is ‘likely to result in a high risk’ for the purposes of 
Regulation 2016/679”, October 2017, https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236. 
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