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Data Protection Impact Assessment Tool 
 

Welcome to the Data Protection Impact Assessment Tool!  

 

The Data Protection Impact Assessment (DPIA) Tool allows you to assess your processes 
to see whether you need to perform DPIAs. It will also help you to perform them. 

A DPIA helps you identify, understand and minimise the data protection risks of a 
project. You must perform a DPIA if there is a high risk to data subjects, and it is good 
practice to perform one whenever you are processing personal data. 

The DPIA Tool will let you analyse and categorise your processes and perform any risk 
assessments that are necessary for a DPIA. 

This quick-start guide takes you step by step through the first tasks you’ll want to 
perform when you use the tool.  

 

• Platform: https://cybercomply.co.uk 

• Website: https://vigilantsoftware.co.uk 

• Blog: https://vigilantsoftware.co.uk/blog  

https://cybercomply.co.uk/
https://vigilantsoftware.co.uk/
https://vigilantsoftware.co.uk/blog
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1. Getting started 
You should have received an email containing your username and a temporary password 
shortly after you purchased the DPIA Tool. 

Follow the link in the email and enter the login details provided. Follow the on-screen 
instructions to change your password when you log in for the first time. 

The DPIA Tool is part of the CyberComply platform and is integrated with other Vigilant 
Software products. Depending on what you have purchased, you may also have access 
to the following: 

 

 

 

 

 

 

 

 

 

 

 

The DPIA Tool can share resources with these other tools. For example, it shares asset 
definitions and organisation tasks with all the other tools, and procedures with the Data 
Flow Mapping Tool. 
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2. First steps 
Get started with the DPIA Tool by clicking the links below for guidance on these tasks: 

 

 

• Create an asset class 

• Create an asset 

• Import an asset 

• Edit an asset 

• Associate an asset with an asset class 

• Define a new view 

• Create a process group 

• Create a process 

• Assess whether a process requires a DPIA 

• Perform a DPIA on a process 

• Start a risk assessment 

• Add a risk to an assessment 
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3. Assets 

The DPIA Tool allows you to assess your processes and perform any DPIAs that are 
necessary. A process needs to be defined before being assessed, and processes are made 
up of assets. 

Assets are things that are valuable to an organisation. An asset can be a person, an 
object (e.g. a laptop or server) that processes or stores data, or the data itself.  

The first assets you define should be key process components, such as servers where 
data is stored, computers on which data is processed, etc. As you become more 
comfortable creating data flow maps, you will find that you naturally need more assets to 
represent the different aspects of your processes. 

You can navigate to the asset library by clicking Assets in the navigation menu. 

 

 

 

 

 

 

 

 

Asset classes 

Asset classes offer a way to group related assets together for easier viewing and risk 
assessment.  

To view all assets within a class, click the class you wish to view, then click the Assets 
icon. 
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4. Working with assets 

This section tells you how to perform common asset management tasks. 

 

Create an asset class 

Asset classes are used to organise and group assets. Follow these steps to create an 
asset class: 

1. Click the Menu button and select Asset classes. 
2. Click Create new and add a name and description for your asset class. Once you 

have created the class, it will be selectable when creating new assets. 
3. Click Save. 

 

Create an asset 

Assets can be anything that the organisation deems to have value: people, objects or 
information. Follow these steps to define an asset: 

1. Click the Menu button and select Assets. 
2. Click Create new and fill in the relevant details for the new asset, such as type, 

owner and description. You can add the new asset to an asset class if you have 
defined any. 

3. When you are finished, click Create asset. 

 

Import an asset 

If you have an existing set of assets defined, you can import it into the tool. Do the 
following to import an asset list: 

1. Click the Menu button and select Assets. 
2. Click the Import button. 
3. Follow the instructions to download the Excel template. 
4. Fill in the template as instructed. 
5. Once you have completed the asset file, upload it by clicking Import and following 

the uploading instructions. 
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Edit an asset 

You can change the details of an asset after you have created it. CyberComply will warn 
you if you are editing an asset that is being used in existing risk assessments. Follow 
these steps to edit an asset: 

1. Click the Menu button and select Assets. 
2. Click the pencil icon on the relevant asset to edit it. 
3. Make the changes to the asset and click Save changes. 

 

Associate an asset with an asset class 

Asset classes help you organise your assets into groups (e.g. all your firewalls or all your 
data). Once you have created an asset class, you can associate an asset with it as follows: 

1. Click the Menu button and select Asset classes. 
2. Find the relevant asset class and click 0 Assets (the number will be higher than 0 

if you have already associated assets with the class). 
3. Click Associate asset, which will display a list of your assets. 
4. Click the plus icon next to an asset to associate it with the asset class. If you want 

to remove an asset from a class, click the tick icon next to an associated asset. 
5. Click Close when you are finished. 

 

Define a new view 

You can customise CyberComply to show the attributes of items that are most important 
to you. For example, you might want to see the tasks associated with an asset or the 
controls related to a risk. The steps below will use an asset view, but this method applies 
to views across CyberComply. Define a new view as follows: 

1. Click the Menu button and select Assets.  
2. Click Edit view. You can’t change the default view, but you can make changes and 

save a new view. 
3. Click the bar containing Name, Type, Owner and Classification. You will see a list 

of fields that can be added to custom views. Click #Asset classes. 
4. Click Save as and CyberComply will ask you to name the new view. Enter Custom 

view 1 and click Save. 
5. You will now be able to see the asset class of each asset in the list (which may be 

empty). 
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5. Processes 

Before assessing a process as part of a DPIA, you must add that process to 
CyberComply. Processes exist within process groups, which are a way for you to 
organise your processes. 

 

 

 

 

 

 

 

 

When you create a process, you need to enter its details. These are: 

• Title – the title of the process. 

• Process owner – the owner of the process. 

• Scope – the boundaries of what is being mapped and the purpose(s) of 
processing. When mapping to demonstrate GDPR compliance, the scope should 
describe the data being collected and processed and the legal basis for doing so. 

• Purposes – the organisation’s reasons for processing the data. 

• Technical and organisational security measures – this is relevant to showing 
compliance with Article 30 of the GDPR. 

• Acting as – the role that your organisation has concerning the processed data, 
such as processor or controller. 

• Controller’s contact details – you need to record the controller’s contact details 
unless the organisation is the controller. 

• Representative’s contact details – if the controller is outside the EU, you should 
record the contact details of the controller’s EU representative. 
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6. Working with processes 

This section tells you how to perform process tasks. 

 

Create a process group 

Process groups are used to organise processes. You can create a new process group as 
follows: 

1. Click the Menu button and select Data Protection Impact Assessments (DPIAs). 
2. Click Create new and then Create new group. 
3. Give the new process group a Name, Subtitle and Description. 
4. Click Save. Your process group can now be used to contain and organise 

processes. 

 

Create a process 

You will need to create a process before you can map its data flows. You can do that as 
follows: 

1. Click the Menu button and select Data Protection Impact Assessments (DPIAs). 
2. Click Create new. 
3. Select a process group for the new process to belong to, then click Select. 
4. Fill in information for the process in these fields: Title, Process owner, Scope, 

Purposes, and Technical and organisational security measures. All the fields are 
mandatory, except Process owner. 

5. Select an option from the Acting as drop-down box (e.g. Processor). 
6. If you selected an option other than Controller, fill in the controller’s contact 

details. 
7. If the controller is outside the EU, fill in the details of the controller’s EU 

representative. 
8. Click Save. 
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7. DPIAs 

A DPIA is performed on a process. You should define your process in CyberComply 
before you perform a DPIA or assess a process to see whether a DPIA is necessary. 

Performing a DPIA requires you to fill in information in six sections. The first of these 
describes the process and the second is used to assess whether a DPIA needs to be 
performed. The sections are: 

1. Process description 

2. Screening questions 

3. Consultation 

4. Principles questionnaire 

5. Privacy risk assessment 

6. Review 
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8. Working with DPIAs 

This section tells you how to perform common DPIA tasks. Note that you need to have 
defined a process before you can perform a DPIA on that process. You should also 
define your assets before you do this. 

 

Assess whether a process requires a DPIA 

If you are unsure whether a process requires a DPIA, you can use the DPIA Tool to 
assess whether one is necessary. You can assess a process as follows: 

1. Click the Menu button and select Data protection impact assessments (DPIAs). 
2. Select the relevant process from the list and click DPIA. 
3. You will see six sections of questions to be completed for the full DPIA process. 

However, to assess whether a DPIA is necessary, only the first two need to be 
filled: Process description and Screening questions. Select Process Description 
and click View/Edit. 

4. Answer the Process description questions. There are 27 questions in 4 areas that 
cover the Scope, Context, Nature and Purpose of processing. Use the green 
chevron buttons to navigate between areas. 

5. Click Save when you are finished. 
6. Answer the Screening questions. There are 25 questions in 5 areas: Initial 

assessment, Article 35(3), Information Commissioner’s Office, EDPB and 
Determination. Use the green chevron buttons to navigate between areas. 

7. Note that if you know a DPIA will be needed, select Yes for the Initial assessment 
and you can skip the rest of the questions in this area. 

8. Once you have completed the rest of the questions in this section, the 
Determination area will tell you whether you need to complete a DPIA for this 
process. You can record whether you agree with this determination. 

9. Click Save. 
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Perform a DPIA on a process 

You can perform a DPIA on a process using the tool. If you have previously used the tool 
to assess whether a process is necessary, skip to step 7. You can perform a DPIA as 
follows: 

1. Click the Menu button and select Data protection impact assessments (DPIAs). 
2. Select the relevant process from the list and click DPIA. 
3. You will see six sections of questions to be completed for the full DPIA process. 

Select Process description and click View/Edit. 
4. Answer the Process description questions. There are 27 questions in 4 areas that 

cover the Scope, Context, Nature and Purpose of processing. Use the green 
chevron buttons to navigate between areas. 

5. Click Save when you are finished. 
6. Answer the Screening questions. There are 25 questions in 5 areas: Initial 

assessment, Article 35(3), Information Commissioner’s Office, EDPB and 
Determination. Use the green chevron buttons to navigate between areas. Click 
Save. 

7. Complete the Consultation section (five questions in a single area) to record any 
consultations that have been undertaken and their results. Click Save. 

8. Complete the Principles questionnaire section (28 questions in 8 areas) to assess 
the necessity and proportionality of processing. Click Save. 

9. Start a Privacy Risk Assessment as detailed in the next tutorial. 
10. Add risks to the assessment as detailed in a later tutorial. 
11. Answer the final two questions in the Review section and click Save. 
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Start a risk assessment 

To complete the fifth section of the DPIA, you need to perform a risk assessment. You 
can start doing this as follows: 

1. On the DPIA screen, select the Privacy Risk Assessment section and click 
View/Edit. 

2. If consultation with the supervisory authority is required, click Yes and provide 
the details of the consultation. 

3. Click Add Risk. 
4. If you are importing an existing risk assessment, select it, click Next and stop here.  
5. Give your new risk assessment a name. 
6. Choose from the drop-down menu whether the risk assessment is asset-based, 

scenario-based or mixed. 
7. Choose a set of controls for the risk assessment (e.g. ISO 27001:2013). 
8. The default scale for the likelihood of risks happening is five categories, from 

highly unlikely to highly likely. Move the bar if you want more or fewer categories. 
If you want to change the labels of the categories, click Edit. 

9. For risk impact, as with likelihood, the default number of categories is five. You 
can alter the number of categories or the category labels in the same way as step 
8. 

10. If you want to alter the labels for the impacts on confidentiality, integrity or 
availability, click the Edit button next to each one. 

11. Click Next. 
12. CyberComply has default values for which combinations of likelihood and impact 

count as broadly acceptable, tolerable or intolerable. If you want to change these 
values, the tolerance labels or the colours used to display them, click the Edit 
Values button next to each of the categories. 

13. If you want to make the impact scale or tolerance criteria different for the rights 
and freedoms of data subjects, edit the appropriate areas. 

14. Click Save. 
15. You must add at least one risk before finalising the risk assessment. See the next 

tutorial. 
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Add a risk to an assessment 

The fifth section of a DPIA is a risk assessment. To start the risk assessment, see the 
previous section. You can add a risk to an assessment as follows: 

1. Once you have created a risk assessment, from the DPIA screen, select the 
Privacy Risk Assessment and click View/Edit. 

2. Click Add Risk.  
3. Select an asset or an asset class that the risk applies to (e.g. client data). 
4. Click Select threats and select the threat that applies (e.g. data breach). 
5. Click Select vulnerabilities and pick the vulnerability that causes the asset to be 

open to the threat (e.g. compromise of security). 
6. Select Risk applies to and choose the combination of confidentiality, integrity and 

availability that the risk will endanger. 
7. Click Assess initial risk to organisations and place a tick mark on the grid, showing 

the likelihood and impact of the risk for the organisation (note that this is the risk 
before mitigation). 

8. Where applicable, click Assess initial risk to data subject and place a tick mark on 
the grid, showing the likelihood and impact of the risk for data subjects. 

9. Click Set response and select an option. 
10. If your response to a risk involves a control, click Select controls and choose the 

control you are using to mitigate the risk. The list of controls will be from the set 
that you chose when you created the risk assessment. 

11. Click Review residual risk to organisations and place a tick mark on the grid, 
showing the remaining likelihood and impact of the risk for the organisation once 
mitigation has been applied. 

12. Click Review residual risk to data subjects and place a tick mark on the grid, 
showing the remaining likelihood and impact of the risk for data subjects once 
mitigation has been applied. 

13. If you want to record that the risk owner has accepted the risk, click Finalise risk 
and make the appropriate changes. 

14. Click Save and add. 

 

 


