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Make sure you’re protecting personal data 

Article 32 of the GDPR (General Data Protection Regulation) requires data controllers 
and data processors to protect personal data by implementing “appropriate technical 

and organisational measures to ensure a level of security appropriate to the risk”. For 
many organisations, however, it can be difficult to determine if their measures are 
adequate and effective. 

This audit service compares your data security activities against a comprehensive set 
of controls according to your organisation’s needs, and assesses the effectiveness of 

the controls you have in place.  

 

Service eligibility 

The service package applies to single-entity organisations with up to 500 staff and with 

all key personnel (senior management, HR managers, compliance, IT, sales, marketing 
and procurement) based at a single site. The service can be delivered to organisations 
in any sector or industry.  

For organisations that fall outside the eligibility criteria, please contact us on +44 (0)333 
800 7000 for a quotation. 

 

Resource requirements  

• Before the audit, the auditor will have a kick-off meeting with you to discuss the 

audit process and the estimated timings for each interview, and to ensure the right 

staff will be available during the audit. Combined with information about your 

processing activities and systems, this will help the auditor scope the audit. 

 

• Based on the results of the kick-off meeting, the auditor will ask you to provide key 

information and documentation for the project to proceed on schedule and fulfil its 

objectives. This will be managed to minimise any disruption, but it is essential that 

your staff give any requests the appropriate priority.  

 

• You will need an internal project coordinator to host meetings and to ensure all 

required information is provided on time.  

 

Service description  

The Article 32 audit is conducted by an experienced information security and data 
protection auditor. They will assess your personal data processing activities in order to 
determine a set of best-practice controls using an audit framework derived from 
ISO/IEC 27001:2013, ISO/IEC 27701:2019 and the Cyber Essentials scheme, as 
appropriate to your organisation. This comprehensive set of controls addresses all 
aspects of information security in relation to your data processing activities. 

The auditor will use a combination of interviews and observation to assess your personal 
data processing activities against these controls. They will review policies and 
procedures, records of your processing activities, technical and organisational measures 
(TOMs), and processes for upholding data subject rights. 



  

© IT Governance Ltd 2020                               3                        GDPR Article 32 Technical and Organisational 

Measures Audit Service Description   

                           

 

 

The audit will focus on reviewing the TOMs you have in place to protect the personal 
data you process. It will assess the effectiveness of these controls against each relevant 
process area, e.g. finance, marketing, HR, sales. 

The on-site review will last up to three days. The results of the audit will be set out in 

a formal report. 

 

Audit report 

The report will identify in detail the extent to which your organisation meets the 
requirements of Article 32 of the GDPR and will provide risk scores against each control 

in each processing area. In addition to a comprehensive explanation of the auditor’s 
findings, it will include an executive summary setting out the key risk areas for senior 

management to review. The report will also contain an action plan that identifies and 
prioritises the key controls your organisation must improve or implement in order to 
secure personal data.  

The report will be delivered within seven days of completing the data-gathering phase 
of the project. 

 

Why choose us? 

• We have an in-depth understanding of the GDPR’s requirements and how they 
should be met. 

• Our specialist team has extensive data protection and information security 
management project expertise, both in the UK and globally. 

• Our transparent proposals are fixed price, so you won’t get any surprises. 

• You will have access to a dedicated account manager throughout the project. 

 

Speak to an expert 

Call our team on +44 (0)333 800 7000 for further information and to discuss your 
GDPR project requirements. 

 

 

 

 

 


