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Cyber Security as a 
Service

Your outsourced cyber security 
resource
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ADDRESSING CYBER SECURITY

With just 1 in 5 organisations having a dedicated security department, many businesses lack the necessary skills and 
resource to tackle today’s complex cyber threats.

Outsourcing your cyber security ensures that you get expert guidance when you need it, without the hassle of finding 
and appointing someone with the versatility to address the security issues you face.

HOW WE’RE DIFFERENT

IT Governance is a market leader in data privacy and cyber security solutions. Our broad suite of offerings – from 
bespoke consultancy to audits, training, books, e-learning, documentation toolkits, software and penetration testing 
– is one of the most comprehensive in the world and unrivalled in the UK.

We’ve helped thousands of people and organisations get to grips with the practical realities of cyber security. We’re 
backed by extensive legal and technical cyber security expertise and have a 15-year track record in cyber security risk 
management, so our customers know they can trust us.

WHY CHOOSE CYBER SECURITY AS A SERVICE

Many organisations cannot afford to have a dedicated department to tackle constantly evolving cyber threats – the 
shortage of cyber security experts and the increase in cyber crime require a sustained financial investment. 

By choosing Cyber Security as a Service, your organisation will receive the expert guidance needed to protect 
against cyber threats. 

The service passes the responsibility for identifying and managing evolving cyber threats to our experienced cyber 
practitioners, freeing you up to concentrate on your business and your clients.

With Cyber Security as a Service, you can protect your organisation against cyber risks quickly, easily and cost-
effectively – all with one simple and affordable subscription service.

Everything you need in one place – comprehensive protection across people, processes and technology

Get unlimited access to the Cyber Security Advice Service, vulnerability scans, assessments, staff training, 
guidance for process improvements, expert support, cyber incident emergency legal support, and much more.  

Unrivalled cyber security support in one simple monthly payment.
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Cyber security assessment and action plan
Achieve basic protection against key cyber security risks with an annual  
cyber security assessment. You’ll receive a report with recommendations to 
help you address risks and your consultant will keep the action plan up to 
date throughout the year as your organisation’s security matures and the 
threat environment evolves. 

THE BENEFITS 

Unlimited cyber security advice line
Quickly find answers to your cyber security concerns with direct access to our 
world-class team of cyber security experts – available during business hours – 
via Microsoft Teams, email or the phone. The service offers your organisation 
a point of contact for advice in case of cyber security incidents and data 
breaches.

Dedicated cyber security expert 
Get access to an expert cyber security consultant to manage your cyber 
security activities. While they will be your primary contact, they are supported 
by resources from across the wider GRC International Group in areas such 
as penetration testing, security and privacy compliance, the Payment Card 
Industry Data Security Standard (PCI DSS), ISO 27001, business continuity 
and incident response. 

Cyber security support check-in 
Review and update your action plan and security assessment based on your 
progress and any changes in the risk environment, as well as addressing any 
issues revealed by your vulnerability scans. 

Annual internal vulnerability scan 
Our internal vulnerability scan provides you with an assessment of your 
internal infrastructure and a sample of user devices (workstations, laptops, 
tablets, mobile phones, etc.) to identify vulnerabilities. Under some 
circumstances, this service can be adjusted to remote working environments. 

https://www.itgovernance.co.uk/cyber-security-as-a-service?utm_source=collateral&utm_medium=brochure&utm_campaign=CSaaS
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Cyber incident emergency legal support 
In the event of a data breach, our sister company GRCI Law, a specialist in 
data privacy, cyber security, and legal and compliance advisory services, will 
provide advice on immediate steps to protect your organisation and its data 
subjects. We’ll help you decide whether the breach needs to be reported to 
the Information Commissioner’s Office (ICO).

Specialised cyber insurance cover  
Get additional peace of mind with our specialised cyber insurance cover of 
up to £500,000. Prepare for financial losses caused by cyber-extortion to help 
your organisation resume operations with no disruptions. 

Staff awareness training
Human error remains the top cyber security concern for both C-suite 
executives and cyber security professionals. Reduce the risk with annual 
licences for three high-impact staff awareness e-learning courses, covering 
Cyber Security, Email Misuse, and Phishing.

Data breach and incident response assistance 
Respond to breaches fast with guidance from experienced advisors. Get step-
by-step support on setting up and maintaining a cyber incident response 
process that will help you take appropriate action in the event of a cyber 
security incident.

Unlimited external vulnerability scans 
Our automated vulnerability scanning service scans for thousands of 
vulnerabilities, helping you see exactly what criminal hackers can see. You’ll 
receive a detailed report that gives you a breakdown of all the weak spots 
that need attention, and helps you act quickly to fix your security weaknesses 
before criminal hackers find and exploit them. 

Cyber security policy and procedure templates 
Get access to our documentation toolkits, used by your dedicated expert to 
examine your cyber security posture. They provide the starting point for any 
policies and procedures you might need to address actions identified in the 
cyber security assessment. 

https://www.itgovernance.co.uk/cyber-security-as-a-service?utm_source=brochure&utm_medium=CSaaS
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Monthly threat horizon newsletter
Get timely updates on the latest risks and threats with our monthly cyber 
threat horizon report compiled by cyber security experts.

Quarterly board update 
Ensure your organisation’s senior management is briefed on the emerging 
cyber security and privacy landscape and the key cyber security issues your 
board needs to be aware of every quarter.

Flash briefings 
Stay up to date with emerging cyber threats by attending our 20-minute 
monthly flash briefings. Our experts will discuss recent data breaches and 
how they affects organisations, and practical steps to prevent cyber attacks. 

Implementation and incident support consultancy
Where you need additional support from across GRC International Group to 
implement advice, or you suffer a cyber security incident, you will be entitled 
to a discounted rate on prepaid blocks of consultancy hours.

WHY CHOOSE US

• We have an in-depth understanding of cyber security, how best to secure your organisation against threats and 
how to prepare for incidents to hasten recovery.

• Our specialist team has extensive cyber security project expertise, both in the UK and globally.

• Our transparent proposals are fixed price, so you won’t get any surprises.

• We are CREST certified as ethical security testers, an IASME-licensed certification body for the Cyber Essentials 
scheme and qualified to deliver PCI Qualified Security Assessor (QSA) services.

• Our extensive range of cyber security and data privacy solutions means we can support all your data security 
requirements at an affordable price.

• You will have access to a dedicated account manager throughout the project.

https://www.itgovernance.co.uk/cyber-security-as-a-service?utm_source=brochure&utm_medium=CSaaS
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Small Medium Corporate

Cyber Security as a Service 1–50 employees 51–250 employees 251–500 employees

Cyber Security Advice Service

• Unlimited cyber security advice line

• Monthly newsletter on the latest threats 
and risks

• Quarterly board update

• Flash briefings on critical threats

Implementation and incident support - 
consultancy discount

10% 15% 15%

Dedicated cyber security expert to provide 
direction and guidance on securing your 
organisation

Monthly cyber security support check-in 1/2 day 1/2 day 1/2 day

Annual internal vulnerability assessment 1 day 1 day 2 days

Unlimited external vulnerability scans 8 IPs 16 IPs 64 IPs

Cyber security policy and procedure 
templates

E-learning licences for three courses:

• Information Security and Cyber Security
• GDPR: Email Misuse
• Phishing 

Guidance and support on creating and 
maintaining a cyber incident response 
process

Cyber incident emergency legal support 2 hours 2 hours 2 hours

Find out more

PLANS AND PRICING

https://www.itgovernance.co.uk/shop/product/cyber-security-as-a-service-for-small-organisations?utm_source=brochure&utm_medium=CSaaS
https://www.itgovernance.co.uk/shop/product/cyber-security-as-a-service-for-medium-organisations?utm_source=brochure&utm_medium=CSaaS
https://www.itgovernance.co.uk/shop/product/cyber-security-as-a-service-for-corporate-organisations?utm_source=brochure&utm_medium=CSaaS
https://www.itgovernance.co.uk/shop/product/cyber-security-as-a-service?utm_source=collateral&utm_medium=brochure&utm_campaign=CSaaS
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A gift-wrapped cyber security solution in one 
simple monthly payment

Unlimited advice
Everything in one simple 
package to cover your staff, 
processes and infrastructure. 

Specialist support
Expert cyber security 
management, without the 
additional headcount.

You’re in control:
Schedule scans, draw reports, 
update policies and facilitate 
training using Cloud-based 
services.

Peace of mind
Quickly move from unsure to 
secure with a total security 
solution. 

Enquire now 

To find out more about more about this service, speak to one of our experts today. Simply 
call us on +44 (0)333 800 7000 or request a call back using the form below.

Insurance cover 
Cyber insurance cover included 
as standard for extra piece of 
mind

Ongoing compliance
Maintain protection throughout 
the year with comprehensive 
services and support.

Contact us

Couldn’t recommend a better group of folk to work with!

Rowan Troy - Six Degrees Technology Group Limited

https://e.itgovernance.co.uk/l/500371/2019-01-14/g4fq4
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WHY IT GOVERNANCE?

OUR CLIENTS

t:  +44 (0)333 800 7000 
e:  servicecentre@itgovernance.co.uk 
w: www.itgovernance.co.uk

Unit 3, Clive Court, Bartholomew’s Walk 
Cambridgeshire Business Park, Ely  
Cambs., CB7 4EA, United Kingdom

IT Governance Ltd | Company registration number: 4418178 | VAT number: GB 927 5935 83

/ITGovernanceLtd   @ITGovernance /it-governance

Tried and trusted
We’re a leading provider of end-to-end cyber security and data privacy 
solutions worldwide. Our cyber security experts create solutions that make 
cyber security affordable and hassle-free, so you can focus on what matters 
most to your business.

Unique solution
Our unique combination of cyber security tools, testing, training and 
consultancy equips you with the knowledge and resources to address critical 
cyber security risks fast, and stop cyber attacks in their tracks.

Spend smarter
Affordable monthly billing helps you contain your costs without needing to 
engage an in-house team or consultant.   

Contact us

mailto:servicecentre%40itgovernance.co.uk?subject=
http://www.itgovernance.co.uk
https://en-gb.facebook.com/ITGovernanceLtd/
https://twitter.com/ITGovernance
https://www.linkedin.com/company/it-governance/
https://www.itgovernance.co.uk/cyber-security-as-a-service?utm_source=collateral&utm_medium=brochure

