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Disclaimer 

The matters arising in this gap analysis report are only those that were brought to the attention of the consultant during the 

assessment and are not necessarily a comprehensive statement of all areas requiring improvement. 

DQM GRC is not a licensed legal practitioner and, although its consultants draw on deep practical knowledge of data protection 

and privacy law and practice, none of the recommendations in this report should be construed as formal legal advice. 

DQM GRC takes all reasonable care to ensure that its reports are fair and accurate but cannot accept any liability to any person 
or organisation, including any third party, for any loss or damage suffered or costs incurred arising out of, or in connection 

with, the use of its reports, however such loss or damage is caused. 
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1.0 Executive summary 
 

 

DQM GRC was commissioned to carry out this General Data Protection Regulation (GDPR) gap analysis using its GDPR RADAR™ 

process to examine [Client]’s adherence to the requirements of the GDPR and the Data Protection Act (DPA) 2018, and the 

maturity of its compliance activities. 

The assessment fieldwork was conducted over three days in August 2020, at [Client]’s office in London. 

The consultant used the information gained from the assessment to determine that [Client] had achieved an overall compliance 

score of 6.8 out of 10 on our maturity scale. 

Organisations scoring between 5 and 7.5 demonstrate a developing level of assurance that processes and procedures are in 

place and are delivering data protection compliance. Controls are variably set at a departmental or organisational level. Not all 

risks have been assessed, or not all are formally assessed. 

The assessment results show a high degree of variability across the assessment categories, with some areas showing a high 

degree of assurance and others a low degree. Addressing the areas of low assurance will significantly improve [Client]’s 

assurance that it is meeting its accountability objectives. 

6.8 

Overall assessment score  Overall assessment score  
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This overall score reflects a range of levels of maturity across nine critical areas of data protection compliance, as show in the 

RADAR chart below. 
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The blue dots on the blue line show [Client]’s scores in each area. This chart shows that [Client] has: 

• One area (green dots) in which assurance is adequate; 

• Four areas (yellow dots) in which assurance may be adequate; and 

• Four areas (red dots) in which assurance is inadequate. 

We recommend remediating the Four red areas as a priority. 

Detailed charts setting out the levels of compliance within each of these areas, along with additional commentary, are provided 

in Appendix 1 of this report. 
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2.0 Headline findings 

2.1 Areas of good practice 

The consultant noted the following as areas of good practice where assurance is high.  

• Rights of data subjects 

o Chapter III of the GDPR sets out the rights of data subjects, including modalities for the exercise of those rights by 

data subjects. These include requirements for transparency of information given to the data subjects in relation to 

these rights and to the processing activities. 

o [Client] was able to offer a high degree of assurance that data subjects receive clear communications about the 

processing of their personal data and about their rights, and have access to mechanisms by which they may exercise 

their rights. There was clear evidence that rights requests were resolved within statutory time frames. 

 

2.2 Areas for development 

The consultant noted the following as areas of poor practice where assurance is low. 

• Scope of compliance 

o Article 29 of the GDPR requires organisations to identify their roles within processing activities and to maintain rules 

or processes that ensure processing is only carried out when and in accordance with the controller’s instructions. 

o [Client] was not able to offer assurance that it has fully identified its duties as a data processor or its obligations in 

relation to data protection. Contracts with processors and sub-processors have not been reviewed in order to confirm 

that processing activities meet [Client]’s requirements. 

• Data protection officer (DPO) 

o Article 38 of the GDPR specifies that the DPO shall report directly to the highest management level of the controller 

or the processor. In other words, the highest management level of the organisation must take responsibility for data 

protection. 

o [Client] was not able to offer assurance that roles and responsibilities have been appropriately designated or that 

data protection risks are being actively managed by appropriate individuals and bodies with the authority to effect 

changes where appropriate. 

[Content abridged] 
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The consultant noted the following as areas where assurance may be adequate but lacks evidence or may not be able to provide 

assurance consistently. 

• Risk management 

o [Client] conducts risk assessments on a departmental basis without reference to a central methodology or risk 

criteria. 

o This may be acceptable if [Client] can demonstrate that each department manages risks adequately and consistently, 

or can provide evidence that it is in fact referring to a central process and criteria. 

• Privacy by design 

o [Client] was not able to demonstrate that it has a consistent method for identifying privacy concerns relevant to new 

processing activities, and relies upon the project manager for expertise. 

o This may be acceptable if [Client] can demonstrate that project managers work to an agreed process for identifying 

privacy concerns and that this process is thorough and comprehensive. 

[Content abridged]  
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3.0 Detailed findings 
 

The following have been identified as areas where improved practices would have the greatest impact on [Client]’s data 

protection risk. 

Further areas for consideration and action are highlighted in the action plan in Appendix 2 of this report. 

 

3.1 Development area one: Scope of compliance 

 

[Client] does not have a clear and formal understanding of its role in all processing activities. Many contracts seen by the 

consultant had not been updated since before the GDPR came into effect. More recent contracts did not consistently set out 

each party’s role in relation to the processing activities. 

[Client] should ensure that each party’s role – as controller, processor or joint controller – is clearly set out in contracts, and 

supported by stipulations to ensure the controller is able to demonstrate its compliance with the GDPR. 

3.1.1 Recommendations 

[Client] should:  

• Review all contracts to ensure each party’s role is clearly set out, and renegotiate or terminate agreements where they 

are not;  

• Establish a process to review agreements on a regular basis; and  

0 1 2 3 4 5 6 7 8 9 10

Compliance and Assurance

Processors

Scope of compliance
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• Include a requirement to establish roles in any agreements involving the processing of personal data.  

GRCI Law, our sister company, is a legal firm specialising in GDPR compliance with extensive experience reviewing contracts 

for data protection purposes. 

 

3.2 Development area two: Data protection officer 

 

While [Client] has appointed a DPO, they are not suitably independent or free from conflicts of interest.  

The GDPR requires the DPO to have access to the highest level of the organisation, and to be able to act independently. As the 

DPO reports only to the Head of IT, they have neither access to top management nor the independence necessary to fulfil their 

duties. Furthermore, as their everyday role is involved in the processing of personal data, they are subject to conflicts of 

interest. 

3.2.1 Recommendations 

[Client] should:  

• Appoint a new DPO;  

• Ensure that the new DPO has direct access to top management; and  

• Ensure that the new DPO has no involvement in the processing of personal data.  

Fulfilling the DPO role with someone in an existing role is problematic. Earlier this year, the Belgian Data Protection Authority 

issued a fine to an organisation that had assigned the role to a manager on the grounds that their duties as a manager 

constituted determining the purpose and/or means of processing personal data.  

0 1 2 3 4 5 6 7 8 9 10

Management structures
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An effective way of fulfilling the GDPR’s requirements is to use an external DPO. Our sister company GRCI Law offers DPO as 

a Service, which provides an experienced DPO who is guaranteed to be independent and free from conflicts of interest. 

[Content abridged]  
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Appendix 1: Compliance charts 
 

Red, green and amber levels are defined by [Client]’s specific environment and risks. The blue bar indicates the score against 

these levels. 

 

While [Client] is doing well managing data subject rights, it carries risk in establishing the scope of compliance, roles and 

responsibilities, governance and the DPO. 
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Risks associated with a failure of governance: should an organisation suffer a breach, it will not be able to demonstrate 

compliance with the accountability principle. This is likely to increase any subsequent fines. An organisation is also more likely 

to suffer a breach when governance practices are weak. 
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Risks associated with a failure of risk management: if an organisation is not properly managing risks, then it does not 

understand what risks it is taking, or why, or how to take them in a controlled way. The result is taking uncontrolled risks, 

which is more likely to result in a data breach, a breach of data subject rights, and so on, and thus more likely to result in fines 

or other administrative action. 

[Content abridged]   
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Appendix 2: Action plan 
 

The actions listed in this plan address the key shortcomings and privacy risks identified in the GDPR RADAR analysis, in addition 

to those findings highlighted in the body of the report.  

Action item Responsible role Reference Priority 

Governance 

The board must actively engage with data protection. A 
director should be made accountable for all data protection 

activities, reporting findings and results as necessary. Data 
protection should be a standing item on the board agenda. 

 

H4 

 

All job descriptions (board, senior management) should 
include GDPR compliance as a requirement. This includes 
roles, responsibilities and reporting requirements. The 

purpose is to embed the necessity for compliance with 
privacy laws in the culture of the business so that compliance 

becomes something that happens as a matter of course. 

 

H5 

 

Risk management 

A risk register should be created and regularly updated to 
reflect all GDPR risks (i.e. fines and other legal action) as well 

as privacy risks (i.e. risks to the rights and freedoms of data 
subjects), relative to all processing activities undertaken by 
[Client]. 

 

M1 

 

[Client] should formalise an internal audit programme that 
reports on GDPR compliance indicators, ensuring it looks at 

all areas where privacy risk may appear to both the 
organisation and its data subjects. This gap analysis may 

form the first part of the audit programme moving forward. 
Only by completing the internal GDPR compliance audit can 
[Client] ensure it is meeting its obligations under the 

Regulation. 

 

M2 
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Action item Responsible role Reference Priority 

Data protection officer (DPO) 

Article 37 of the GDPR requires organisations to appoint a 

DPO if their core activities require regular and systematic 
monitoring of data subjects. Given the volume of personal 

data processed by [Client], which constitutes regular, 
systematic monitoring of data subjects, a DPO will need to 
be appointed. The candidate will need to fulfil all 

requirements governed by Articles 37, 38 and 39 of the 
GDPR. These requirements – particularly the need to have 

expert knowledge of data protection law and practices, and 
to have no conflict of interest – can be hard to meet. It may 

be beneficial for [Client] to outsource this role to a third-party 
DPO as a service (DPOaaS). This way, the individual with 
data protection responsibilities will meet the DPO 

requirements set out by the GDPR and will lead the internal 
GDPR team. 

 

H3 

 

Roles and responsibilities 

Employees involved in the processing of personal data should 

have their specific GDPR responsibilities added to their job 
descriptions to ensure they process such data in a secure and 
GDPR-compliant manner. This will increase individual 

accountability and ensure that special categories of data 
(sensitive data), in particular, are dealt with correctly 

internally. 

 

H6 

 

Scope of compliance 

[Client] should ensure that contracts with processors set out 
roles in relation to processing, including stipulations to 

support controller compliance with the GDPR. 

 
H1 

 

All third-party organisations, partners (including 

consultants/contractors) and entities (e.g. controllers and 
processors subject to the GDPR’s jurisdiction) with which 

 

H2 
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Action item Responsible role Reference Priority 

[Client] shares personal data should be recorded in 
accordance with the record of processing activities required 

by Article 30.  

 

[Content abridged] 
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Appendix 3: [Client]’s data protection context 
 

[Client] is a UK-based retailer with 100 employees based at three sites in England and Wales. It sells products via physical 

stores and online. While customers can come from any country and [Client] has an international supply chain, it only promotes 

its products within the UK and the European Economic Area. This means that the relevant legislation for data protection are 

the GDPR, the ePrivacy Directive (ePD) and the Privacy and Electronic Communications Regulations (PECR). 

[Client] has a head office in London with about 25 staff (some of whom work remotely). The consultant noted that a number 

of key staff have been replaced during 2020 and that a significant proportion of the current team have not yet received data 

protection training. In addition, [Client] employs a number of temporary staff during busy periods (e.g. the end-of-year period 

including Black Friday and Christmas). 

[Client] is an AIM-listed business run by a board of executive and non-executive directors. It has appointed a Head of 

Information Security who reports to, but does not sit on, the Risk Committee. The Head of Information Security reports to the 

Chief Operating Officer. 

Previously, [Client] had appointed an outsourced DPO but had been unhappy with the service received. It has engaged GRCI 

Law to ensure its needs are met, including fast response as required and ongoing data protection assurance and support. As 

part of providing this service, GRCI Law has conducted an assessment to review where improvements to current practices may 

need to be made. 

The following areas were highlighted as affecting the data protection context for [Client]: 

Issue Impact 

High staff turnover and/or use of 
seasonal workers. 

Increased importance of training and access control management. 

Processing of special category data. High impact on individuals if confidentiality is breached.  
Consent for data collection must be in place to legitimise processing. 
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Appendix 4: Methodology 
 

DQM GRC assessed [Client] using its proprietary GDPR RADAR™ assessment process. This assessment is based on the topic 

areas covered in the Information Commissioner’s Office’s (ICO) audit framework, and includes an assessment of the 

characteristics and circumstances of [Client] to identify the relative importance of each topic area to the organisation and the 

appropriate level of assurance.  

GDPR RADAR has two elements: a review of the organisation’s data protection context and a review of the organisation’s GDPR 
assurance.  

During the review of the organisation’s context, the consultant establishes whether any areas should be given higher priority. 

For example, it is more important that an organisation that receives a high volume of data subject access requests (DSARs) 
has a scalable, efficient process and provides regular reports to management, as compared to an organisation that only 

occasionally receives DSARs.  

This review is then used to determine the level of assurance necessary to address the risk. For example, an organisation that 
receives a high volume of DSARs will need more structured governance of the DSAR process than one that receives only 

occasional requests.  

The consultant compares these levels with the levels of assurance demonstrated during the review to highlight areas where 

the level of assurance is not appropriate to the risk given the organisation’s context.  

This does not measure whether the organisation is ‘compliant’ or not – rather, it measures whether the organisation is 
controlling its risk appropriately.  

The list of individuals we met is included in Appendix 5 of this report. 

The consultant also carried out a documentation review. For this, the consultant provided a list of documentation to review and 

requested that all available items be provided. The list of the documentation made available is included in Appendix 5 of this 

report. 

The GDPR RADAR analysis assessed [Client]’s compliance against a custom set of control measures in nine categories: 
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1. Governance 

The extent to which data protection accountability, responsibility, policies and procedures, performance measurement 
controls, and reporting mechanisms to monitor compliance are in place and operating throughout the organisation. 

2. Risk management 

Are GDPR risk and privacy risk included in the corporate risk register? What corporate arrangements are in place for such 
risk management across the organisation? To what extent does the corporate risk regime incorporate information-specific 

risks? 

3. DPO  

Is a DPO mandatory (under Article 37 of the GDPR)? If so, has a DPO been appointed? Is the role positioned appropriately 

and is the individual capable of delivering against the GDPR’s requirements? 

4. Roles and responsibilities  

The extent to which roles and responsibilities are defined and established throughout the organisation, including necessary 
training and awareness. 

5. Scope of compliance  

It is essential that the scope of compliance is clearly defined, taking account of all the data processing in which the 
organisation has a role, whether as a data controller or as a data processor, as well as any data-sharing activities. To 

determine the scope of compliance, all databases that hold personal data, as well as all extraterritorial/cross-border 
processing, must be identified.  

6. Privacy by design 

The extent to which an appropriately staffed, funded and supported GDPR project is in place, and capable of achieving 
realistic objectives. 

7. PIMS  

A wide range of documentation is required to ensure that an organisation can demonstrate compliance with the requirements 
of the GDPR and the DPA 2018. The scale of the documentation should be appropriate to the size and complexity of the 

organisation. The PIMS should also address staff training and awareness. 
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8. ISMS  

The technical and organisational measures in place to ensure there is adequate security of personal data held in hard copy 
or electronic form, or processed through the organisation’s systems. This includes a review of methodologies for testing 
security, and established cyber security certifications, standards and codes of practice. 

9. Rights of data subjects  

The organisation needs processes that will enable it to both facilitate data subject rights and respond to data subjects 

exercising any or all of these. 
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Appendix 5: Resources examined 
 

Persons interviewed 

Name Role 

[Redacted] CISO 

[Redacted] Head of IT 

[Redacted] Head of HR 

 

DQM GRC processes the limited personal data provided by client staff and representatives for the sole purpose of reporting on 

data gathered for this report. This data is not stored anywhere in our systems other than in this report and associated meeting 
records. It is retained until deletion is legally and contractually possible. 

 

Documents reviewed 

Title Document date 

Privacy Policy May 2019 

Information Security Policy August 2019 

DSARs and Data Subjects’ Rights 
Procedure 

June 2020 

DSAR Register June 2020 

ROPA April 2020 

DPIA Procedure September 2019 
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