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Implement secure remote working 

While many organisations are comfortable in their information security and data 
protection activities, the recent shift to relying heavily on remote working can introduce 

significant risks or result in the organisation no longer achieving compliance with the 
Payment Card Industry Data Security Standard (PCI DSS). 

As organisations respond to business continuity situations that may last longer than 

expected, remote working solutions may need to be factored into their PCI DSS 
compliance. 

IT Governance’s PCI Compliance for Remote Working service assesses your remote 
working policies, processes and technology to advise on how your homeworking solution 
fits within the PCI DSS control framework.   

 

Service eligibility 

This service applies to any organisation that is currently PCI DSS compliant or is looking 
to achieve compliance in the immediate future.  

For organisations that require a full PCI DSS assessment/gap analysis, a more general 
remote security overview or other PCI services, please contact us on +44 (0)333 800 

7000 for a quotation. 

Our Online Consultancy by the Hour service may be useful to assess your needs or 
answer questions before engaging the full service. 

 

Resource requirements  

• You will need to provide overviews of your people, processes and technology in 

order to proceed on schedule and fulfil the objectives. Our consultants rely on the 

information you provide to give you the most prudent advice relative to your 

organisation’s environment. 

 

• While not essential, IT Governance recommends an internal project coordinator to 

host meetings and to ensure all required information is provided on time.  

 

Service description  

This service takes the form of a gap analysis, which is a structured and formal approach 
to examining your remote working solutions and usually can be completed within a day. 
This can be a one-to-one session, but we recommend having your subject matter 
experts (SMEs) on hand to ensure the accuracy of PCI DSS specifics.  

The consultant will collect information about the organisation and its remote working 
arrangements. This information will be compared to the organisation’s requirements for 
information security and data protection, and against best practice. 

The consultant will address each of the key PCI DSS requirements that remote working 
can affect.    

The result is a high-level report and remote working action plan that identify key 
findings relative to specific PCI DSS controls.  

https://www.itgovernance.co.uk/shop/product/online-consultancy-by-the-hour
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Should the need arise, the information obtained during the engagement can be built 
upon to provide additional PCI DSS compliance support. 

Organisations with a better grasp of their remote working operations or that only need 
moderate advice should consider seeking online advice from our consultants by the 
hour. 

 

Report and action plan 

The report will identify in detail the extent to which your organisation’s remote working 

activities meet its information security and data protection requirements, while the 
action plan prioritises the key issues your organisation must address to meet those 

requirements. 

The service will focus on the following areas: 

• Individual user hardware/platforms. 

• Individual user software (including operating systems). 

• Wi-Fi. 

• BYOD (bring your own device). 

• Encryption (transmission). 

• Organisational policy and processes. 

The report and action plan will be delivered within five working days of the information-

gathering activity. 

 

Why choose us? 

• We have an in-depth understanding of the PCI DSS and information security 
requirements, and how they should be met in the context of remote working. 

• Our PCI DSS team members are all Qualified Security Assessors with decades of 
technical and information security experience across a wide range of organisations 
of all sizes around the world. 

• Our transparent proposals are fixed price, so you won’t get any surprises. 

• You will have access to a dedicated account manager throughout the project. 

 

Speak to an expert 

Call our team on +44 (0)333 800 7000 for further information and to discuss your 
remote working project requirements. 

 

https://www.itgovernance.co.uk/shop/product/online-consultancy-by-the-hour
https://www.itgovernance.co.uk/shop/product/online-consultancy-by-the-hour

