
Crypto-ransomware

Ransomware is a type of malicious
program that uses threatening
messages to extort money from
victims.

Crypto-ransomware is a type of
ransomware that encrypts files
stored on the user's computer or
device. By encrypting the contents
of the file, it is made unreadable by
either the reader or the device
itself. To restore it for normal use, a
decryption key is needed to
'unscramble' the file.
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How is malware distributed?

In a survey conducted by Osterman
Research, almost one out of every two
participants indicated that their
organisation had suffered at least one
ransomware attack in the past 12 months.
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What is ransomware? 

Ransomware is a growing threat

42%
Of the IT professionals who had
 experienced a ransomware attack, only 42%
reported being able to successfully recover
all their data from backup.

59%

Emails with malicious links and malicious
attachments account for 59% of
ransomware infections. Users are more than
twice as likely to be infected by clicking
something in an email than by visiting an
infected website directly.

Ransomware attacks are becoming 
more sophisticated and cyber attackers
are demanding higher payments from
business victims.
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Transport,
communications and
amenities 7%

Wholesale trade 9%

Finance, 
insurance and real
estate 10%

Public
administration 10%

Services 38%

Disconnect from
networks immediately if
you suspect infection.

What is ransomware and
how can I protect my
business?

Educate your employees on 
ransomware – what it is, how it works 
and what you can do to minimise the 
risk with staff awareness e-learning 
course.

How to defend your
organisation from
ransomware
attacks

Create rules that block programs
from executing from AppData
/LocalAppData folders.

Take action against the
threat of phishing
attacks by educating
your employees.

Back up regularly and make sure
you have offline backups. That
way, if you are infected with
ransomware, your backups won’t
be encrypted.

Ensure that you
regularly update your
antivirus software
definitions.

Keep your systems updated and
patched. Hackers will target
outdated systems to infiltrate an
attack.

Conduct simulated
phishing attacks to
establish whether your
employees are
vulnerable to phishing
emails.

Limit user privileges and
write permissions on
file servers as much as
possible. 

Disable the running of
macro scripts on Office
files sent by email.

Monitor logs closely for
suspicious activity
across firewalls and
antivirus software.

How ransomware infects your machine
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Almost every sector is affected by ransomware, but some types of 
organisations are targeted more than others. The services sector, with 338% of 
infected computers, is the worst affected by far.

Ransomware infections by sector

STEP 01 

STEP 02 

STEP 03 

STEP 04 

STEP 05 
The attacker receives the payment, and sends the key to the victim.

The victim deciphers the encrypted data with the key. 

Extortion

Encryption
The ransomware encrypts the files, making them inaccessible, and

demands a ransom payment to decrypt them. The ransomware may

also encrypt the computer's Master File Table (MFT) or the hard drive. 

The ransomware client and server identify each other. Two

cryptographic keys are generated. One is stored on your machine, and

the other on the attacker's server. 

Handshake

Malware phones home
The ransomware on the victim system performs a DNS lookup,

preparing to 'phone home' to the people controlling it . 

Attacker infects victim
Ransomware can come from many places, but in most cases it begins

with someone clicking a malicious link. The ransomware installs keys in

the Windows Registry to start automatically at boot-up.

Manufacturing 17%

Phishing & Ransomware Human 
Patch E-learning Course

Buy online

Our e-learning course provides 
employees with an introduction 

to phishing and ransomware, and 
what they need to be aware of to 

help prevent attacks.

For more information about any of our e-learning solutions 
or courses, contact us:

t:   +44 (0)330 900 2002
e:   servicecentre@grcelearning.com
w:  www.grcelearning.com

GRC eLearning Ltd

Unit 3, Clive Court, Bartholomew’s Walk Cambridgeshire 
Business Park, Ely Cambs., CB7 4EALearn. Comply. Thrive
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