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1 Introduction 

Thank you for purchasing vsRisk™, the definitive risk assessment tool. 

Whether you have purchased the standalone or multi-user version of vsRisk, this user guide 

takes you step by step through configuring your settings and using vsRisk to conduct a 

comprehensive risk assessment of your information assets in line with the ISO 27001 

requirements for an information security management system (ISMS). 

If you require further assistance, please contact us at support@vigilantsoftware.co.uk. 
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2 Set up 

2.1 Before you begin 

Installing vsRisk is as straightforward as installing any other piece of software. 

Before you begin, please ensure that you have the following: 

 an installation (.exe) file of vsRisk 

 a valid licence key 

You should have been sent both of these items after making your purchase. If you cannot locate 

them, please contact the service centre. You will also need to have administrator authorisation 

to make changes to your computer. 

If you have purchased the multi-user version of vsRisk, please see the vsRisk Multi-User 

Installation Guide for more information (available separately). 

2.2 Install vsRisk 

To begin installation, launch the installation wizard by double-clicking on the executable file 

(.exe). You will have to authorise vsRisk to make changes to your computer. If you do not have 

administrator privileges, you will need to request authorisation. 

When you open the wizard, you will be prompted to download any missing packages (e.g. SQL 

Express). If your computer meets the requirements, click Next. 

 

Read through the terms and conditions and select the checkbox to accept the terms of the 

agreement. Click Next. 



 

vsRisk User Guide 

Document Control 

Reference vsR-UG 

Issue number 11 
Issue date 18/04/2017 
Software version 3.0 

 

©Vigilant Software Ltd 2017 Public Page 5 of 41 

 

Specify a folder in which to store the program files. Select whether the program should be 

available for all users of the computer or just you (the current user). Click Next. 

 

Browse to and select the destination folder for the installation. Click Next. 
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To complete the installation and launch vsRisk, select the checkbox and click Finish. 

 

Click Next to start using vsRisk. 
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2.2.1 Install licence 

When you launch vsRisk for the first time, you will be prompted to install a valid licence key. 

You should have received a licence with your purchase. Click Install licence. 

 

Copy and paste your key into the License Key box and click Install. Alternatively, click Load 

License to navigate to a license file stored on your computer. 
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Once you have installed the licence, the status will change to License Installed and you can click 

Close. vsRisk will automatically open to the home screen. 

2.3 Launch vsRisk 

You can launch vsRisk by double-clicking the shortcut on your desktop or from your Start menu.  

 

Use the buttons in the middle panel to manage different aspects of a selected ISMS. You have a 

number of options. 

XXX-XX-XXXX 
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Assess Risk  

This opens the risk assessment function of vsRisk, which is where you will do most of 

your work. For more information, see 3. 

 

Review Control Selection 

This panel allows you to access the individual controls and to determine reasons why 

they are or are not being used in the risk assessment. Any information you add in 

this section will be included in the Statement of Applicability. For more information, 

see 4.2. 

 

Dashboard 

The dashboard provides a comprehensive overview of the current state of your risk 

assessment and treatment progress. For more information, see 4.1. 

 

Print Reports 

Once you have completed a risk assessment, vsRisk can automatically generate a 

Statement of Applicability, a risk summary report, risk assessment report, a 

comments report, a risk treatment plan and a control usage report. When you are 

approaching the end of your risk assessment, you may find this a useful feature to 

quickly highlight areas you may have missed. For more information, see 4.3. 

 

Settings 

This will open the settings panel, which includes a number of sections relating to the 

set-up phase (such as the control sets, risk acceptance criteria, classification 

categories, and so on), as well as the ability to customise the database(s). For more 

information, see 4.4. 

2.4 Create an ISMS 

The scope of an ISMS defines the bounds of a risk assessment. 

You can create multiple ISMSs in vsRisk, each of which will be subject to a different risk 

assessment. To switch from one ISMS to another, simply select it from the list at the bottom of 

the home screen. 

 

Click New ISMS to create and configure a new ISMS. (For more information about configuration, 

see 2.4.2.) 

Click Import to import an ISMS from another installation of vsRisk. 

Click on the relevant icon of an ISMS to export, reset or copy it. Resetting an ISMS will remove 

all data and restart the configuration process. 
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2.4.1 Explore the sample ISMS 

vsRisk comes packaged with a sample ISMS that you can use as a template for your own risk 

assessment. The Sample Company ISMS contains: 

 A library of assets that have been assigned to appropriate organisational roles. 

 Logical threat-vulnerability combinations that have been associated with each asset 

group. 

 Relevant controls from Annex A of ISO 27001:2013 that have been applied to each 

threat-vulnerability combination. 

If you have not used vsRisk before, we advise you to open this ISMS and familiarise yourself 

with the risk assessment it contains.  

You can use the sample ISMS as a template for your risk assessment by creating a copy and 

customising it to suit your organisation. (To find out how to copy an ISMS, see 2.4.3.) 

Since no company is the same, you will have to make a judgement regarding risk acceptance 

criteria (2.4.2.4) and the relevant likelihood and impact values for each asset and risk (3.3.3). 

2.4.2 Configure an ISMS 

Before you can start a risk assessment, you need to enter some details about your ISMS. On 

the home screen, click New ISMS. 

 

2.4.2.1 Basic information 

You will need to input some basic information about your ISMS and to set up a username and 

password. If you want to authenticate access using your Windows credentials, make sure that 

the Integrated security toggle is in the On position. Click Next. 
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2.4.2.2 Control sets 

Select the control set(s) to use in your risk assessment. In order to minimise confusion over 

similarities between the control sets, it may be best to limit your selection to only the control 

sets you need. When you have selected your control sets, click Next. 

 

If you wish to receive automatic updates to your control sets as and when they are released by 

the publisher, IT Governance, you can link vsRisk to CyberComply, an online portal for leading 

cyber security products and services. See 4.4.4 for more information. 
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2.4.2.3 Management scales 

Management scales are used to measure the likelihood of a risk coming to pass and the impact 

it would have on various aspects of the organisation. You can drag the slider to change the 

range of each scale and click on the qualitative labels to edit the text. 

 

To add further context to each management scale, click Add context and click on each number 

to change the text. 

 

If at any point you wish to revert to the default management scales provided by vsRisk, click 

Apply default context labels. 
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Once you are satisfied with your likelihood and impact scales, click Next. 

2.4.2.4 Acceptance criteria 

On the basis of the management scales you have established, vsRisk will generate a table 

allowing you to specify the acceptance criteria for any risk. By default, vsRisk provides two 

criteria: acceptable and unacceptable. The default formula ([Impact] + [Likelihood] – 1) is used 

to generate a table that weights likelihood and impact equally. This formula can be adjusted in 

the Settings panel (see 4.4). 
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To configure your acceptance criteria, select one of the criteria in the left-hand panel and alter 

its range. The grid in the right-hand panel will change correspondingly. For each of the criteria 

you can change its title, the colour associated with it and its range. You can also enter a 

description. 

 

If you wish to add additional criteria, first make sure that the toggle next to Allow additional 

criteria points to Yes. Then select Add new criteria and configure as before. 

 

Once you are done, click Finish.  
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You can edit this information at any point by navigating to Settings and locating the System 

tab, but please note that editing the management scales and acceptance criteria at a later point 

may corrupt asset data. 

2.4.3 Copy an ISMS 

You can copy an existing ISMS. This can be useful for subsequent risk assessments on the same 

organisation or if you want to use the sample ISMS as a template. 

Please note that you cannot copy an ISMS from the sample user account. Make sure that you 

have logged in as a unique user first. (You can add users to an ISMS under Settings, see 

4.4.2.1 for more information.) 

 

To copy an ISMS, identify the correct ISMS on the home screen and click the copy icon.  

 

This will open a dialogue box where you can enter the name of the organisation and the name 

of the ISMS. 

 

Click OK to finish creating the copy.  
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3 Conduct a risk assessment 

To start a risk assessment, select your ISMS from the home screen and click Assess Risk. This 

will take you through to the risk assessment area, where you can easily view your risk 

acceptance criteria, your assets and asset owners. This mostly empty area will be populated as 

you work through the risk assessment. 

 

The left-hand panel gives an overview of the risk assessment structure. You can choose to view 

the risk assessment by owner, group, asset or scenario using the drop-down box. Use the 

buttons to manage elements of the risk assessment. 

 

Add or manage users. 

 

Add a new asset. 

 

Delete a selected asset. 

 

Launch the risk assessment wizard. 

 

Display help text. 

Saving your work 

vsRisk automatically saves your work as you go. Once you have completed an action, simply 

close the panel you have been working in. 
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3.1 Choose an assessment methodology 

You can use vsRisk to conduct either an asset-based risk assessment or a scenario-based risk 

assessment. Asset-based risk assessments focus on the risks facing individual assets. Scenario-

based risk assessments evaluate more generally the risks facing the organisation’s information. 

You can use the drop-down menu in the top-left of the risk assessment screen to switch 

between the two viewing modes and adjust the method by which you conduct your risk 

assessment. 

3.2 Create assets and owners 

If you have chosen to conduct an asset-based risk assessment, you are strongly advised to 

create all of the necessary owners and assets before assigning any threats, vulnerabilities or 

controls. 

3.2.1 Create owners 

Add users in order to assign them as owners of assets or risks. Owners are those 

responsible for managing particular assets or risks and may be consulted on the 

details for the risk assessment. 

To add a user, click the Add or manage users button in the top left. This will open a new panel. 

Click Add user to enter the relevant details for the new user. 

 

3.2.2 Create assets 
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To create an asset for an asset-based risk assessment, click the name of the 

corresponding owner in the left-hand panel, and then click the Add a new asset button 

to open the asset panel and enter the asset details. 

  

Name Enter a descriptive name for the asset. This will appear on the Statement of 

Applicability and risk treatment plan. 

Owner  Select an asset owner from the drop-down list of users. 

Type  Select the type of asset from the drop-down list. To find out how to edit the 

available asset types, see 4.4.1.5. 

Classification  Select the security classification of the information held by the asset from 

the drop-down list. To find out how to edit the classification levels, see 

4.4.1.4. 

Groups  Assign the asset to a group using the drop-down menu or click the plus icon 

to define a new asset group. 

Identification  Enter a meaningful signifier or ID number for the asset. 
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Location  Enter details of the physical or logical location of the asset. 

Legal, 

regulatory and 

contractual 

obligations  

Attach a note to the asset indicating any special considerations arising from 

legal, regulatory or contractual obligations. 

 

Confidentiality, integrity and availability  

If you have opted to assess confidentiality, integrity and availability separately (see 4.4.1.7), 

then you will also be able to set the maximum impact with respect to each of these that 

compromise of the asset represents. To do this, click on the question mark next to each item.  

 

Slide the blue marker along the axis to set the maximum impact. Provide a note of justification 

in the box below and click OK. The maximum impact scores you assign will appear in the top 

right hand corner of the central panel. Click on the score to edit. 

3.3 Run the risk assessment wizard 

To begin a risk assessment of an individual asset, click on the wand icon. This will 

open the risk assessment wizard. 

You can navigate through the different steps of the wizard by clicking on the items in 

the menu running across the top of the screen or by clicking Next in the bottom right-

hand corner. 
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As you progress through the risk assessment, the details you enter will appear in the Summary 

panel on the left. To save your work and close the wizard, click Save (please note that you need 

to have selected an asset, a threat and a vulnerability before you can save an assessment). To 

save your work on one asset and start assessing another asset, click Save & Add. To exit the 

wizard without saving your work, click Close. 

 

3.3.1 Select asset 

To start the risk assessment, select an asset. If you have already imported an asset register 

into vsRisk or added assets to the ISMS, they will be listed in the central panel. You can search 

for assets by typing in the search bar. Simply select the correct one and click Next. 

If the asset you need does not appear in the list, you can add a new asset. You will need to 

enter its name and select the asset type, owner and classification. You can also enter the 

asset’s identification and location information, assign scores for the maximum possible impact 

to confidentiality, integrity and availability that would arise from the asset being compromised, 

and add comments. When you have finished, click Add asset and then click Next to continue. 
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3.3.2 Select threats and vulnerabilities 

Select a threat from the list that could compromise the confidentiality, integrity or availability of 

the asset you have selected. Click Next. 

 

Select a vulnerability that leaves the selected asset open to attack from the selected threat. 

Click Next. 
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3.3.3 Assess initial risk 

Assess the initial risk to the asset by evaluating the likelihood of the threat-vulnerability 

combination occurring and what the impact on the confidentiality, availability and integrity of 

the asset would be if that threat-vulnerability combination was to occur. To set a score for 

confidentiality, availability or integrity, click the pencil icon in the Actions column for the 

corresponding row, and then select a score from the grid in the bottom right-hand corner. When 

you have finished, click Next. 
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3.3.4 Set response 

Now that you have evaluated the risk posed to your selected asset by a particular threat-

vulnerability combination, you can choose how to respond to the risk. A risk can be modified, 

shared, retained or avoided.  

 

Select a response and enter a justification into the comment box. Click Next. If you selected to 

share, retain or avoid the risk, you will go straight to the last step, Finalise risk (see 3.3.7). 
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3.3.5 Select controls 

If you chose to modify the risk, you need to select which controls to implement in order to 

reduce the risk to an acceptable level. You can filter to different control sets using the Available 

scopes panel on the right-hand side, and you can search for individual controls by typing 

directly into the search box. Each control does not need to bring each category (confidentiality, 

integrity and availability) down to the acceptance value, as long as each of those categories is 

made acceptable by at least one control. Once you have selected all relevant controls, click 

Next. 

 

3.3.6 Residual risk 

Now that your asset is effectively protected by one or a number of controls, you need to assess 

what the residual risk to the asset would be by evaluating the new likelihood of the threat-

vulnerability combination occurring and what the impact on the confidentiality, availability and 

integrity of the asset would be now if that threat-vulnerability combination was to occur. To set 

a score for confidentiality, availability or integrity, click the pencil icon in the Actions column for 

the corresponding row, and then select a score from the grid in the bottom right-hand corner. 

Provided you have selected appropriate controls; the risk score should fall below your risk 

tolerance threshold. When you have finished, click Next. 
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3.3.7 Finalise risk 

To finish assessing the risk, select a risk owner from the drop-down list. Assigning a risk owner 

is a requirement of ISO 27001:2013. 

 

You can also add comments to the risk and note whether any of these have been actioned. 
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Once you are done, click Finish to save your work and exit the wizard. 

3.4 View and edit risk assessments 

In the main risk assessment area, select an asset from the left-hand panel to display it in the 

central panel and view more information about it. 

 

Click on a risk associated with that asset to display more information about the risk 

assessment. From here you can view the risk score(s), add or delete controls, change the risk 

response or edit the overall details of the risk assessment by clicking the pencil icon (this will 

launch the risk assessment wizard). 
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4 Manage an ISMS 

4.1 View the dashboard 

Click on the Dashboard button from the home screen to see a comprehensive overview of the 

current state of your risk assessment and treatment process. 

 

Risk status A pie chart indicating how the risks currently compare to the risk 

acceptance criteria. Ideally, a completed risk treatment process will result 

in all risks falling within the risk acceptance criteria, but it is possible for 

organisations to accept residual risk. Use the drop-down menu to sort the 

data by risk owner. 

Top risks An overview of the highest-scoring risks, showing the unmodified risk score 

against the current score. Bars in red exceed the risk acceptance criteria, 

while green bars indicate that the risk is now within the risk acceptance 

criteria. 

Summary A summary of the number of risks, selected controls, assets, asset owners, 

risk owners and risks treated. 

Control status A pie chart indicating the progress of control implementation. The chart 

shows controls within a given set that have been selected but not yet 

implemented, implemented, planned, excluded, and those that have not 

yet been selected or excluded. Use the drop-down menu to change the 

control set. 

Timeline A timeline of events. By default, this opens to the Planned risk treatment 

tab, which shows the status of specific controls that are due to be 

implemented. The User activity tab provides a rundown of the users who 

have recently interacted with the software. 
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Risk response A doughnut chart displaying the selected risk responses. Risks that do not 

yet have a response are marked as Unknown. 

 
Export the dashboard to a PDF file. 

 
Visit the support section of the Vigilant Software website. 

4.2 Review control selection 

From the home screen, click Review Controls Selection to view the controls that have been 

selected as a result of the risk assessment, to exclude controls or to indicate further controls 

that have been implemented to satisfy contractual, business, statutory, regulatory or legal 

requirements. Data entered in the controls viewer is incorporated into the Statement of 

Applicability (see 4.3.1). 

 

Switch between control sets using the drop-down in the top left. The tick box adjacent to each 

control indicates whether the control has been considered – that is, if the control has been 

marked for inclusion or exclusion. 

Click on a control to display it in the central panel. Here, you can select a reason for the control 

to be included or excluded, and provide an explanation and implementation details. You can 
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also attach relevant documentation relating to the control by clicking the plus icon under 

Documentation. 

The lower part of the panel displays a list of related controls from other sets. You can view 

details about each related control by double-clicking on the relevant control. 

4.2.1 Document templates 

Most of the ISO 27001:2013 controls include sample document templates, which you can view 

by double-clicking. These include policies, procedures, confidentiality agreements and a host of 

other templates that can be customised for your needs.  

If you have uploaded an IT Governance documentation toolkit to your ISMS (see 4.4.1.8), the 

controls will be populated with the document templates from your toolkit. 

4.3 Print reports 

You can generate six types of report from vsRisk, two of which (the Statement of Applicability 

and the risk treatment plan) are mandatory for ISO 27001 certification. Click Print Reports on 

the home screen, and then open the report you need by clicking on the corresponding 

thumbnail or navigating to it using the list running across the top of the panel. 

 

4.3.1 Statement of Applicability 

The Statement of Applicability (SoA) may require additional information on top of that supplied 

while conducting the risk assessment. Clause 6.1.3 of ISO/IEC 27001:2013 requires the 

organisation to provide a justification for the inclusion of any control not selected from Annex A, 

and for the exclusion of any control from Annex A. vsRisk will present you with fields to include 

these justifications when you open the Statement of Applicability. 

The Statement of Applicability can be produced for both ISO 27001:2005 and ISO 27001:2013, 

so you should ensure that you have selected the correct SoA. Comments entered into the 
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Controls viewer are imported into the SoA, but only for the control set that the SoA displays 

(i.e. comments made against ISO 27001:2005 controls will not appear in an ISO 27001:2013 

SoA, and vice versa). 

4.3.2 Risk treatment plan 

The risk treatment plan is automatically populated based on the assessment information 

contained within the ISMS. This document tracks the application of controls to specific risks, 

essentially outlining how the organisation intends to manage information security. 

4.3.3 Risk assessment report 

The risk assessment report provides a quick reference of the risk assessment. It is separated 

into assets and scenarios. Assets indicate the risks facing them and how they are controlled; 

scenarios indicate how they are controlled. 

4.3.4 Risk summary report 

The risk summary report provides information about the residual risks, as determined by your 

risk assessment. This can be useful to provide information about assets that remain moderately 

vulnerable, and can help the organisation prepare responses and continuity plans based on the 

likelihood or severity of the residual risks. Equally, it will be useful for providing information 

regarding the residual risks to the board or other stakeholders, ensuring that this is accepted by 

the appropriate authority. 

4.3.5 Comments report 

The comments report pulls those comments that have been added to the risk assessment, such 

as those comments detailing control implementation and justifications for risk response. 

Including comments ensures not only that the organisation applies controls more effectively and 

efficiently, it also provides a log that can be presented to an auditor to explain any variations. 

4.3.6 Control usage report 

The control usage report is automatically populated with all of the controls you have applied in 

your risk assessment. Unlike the Statement of Applicability, it does not include controls that you 

have not selected. This report is useful in conjunction with the Statement of Applicability, as 

ISO/IEC 27001 requires you to show all of the controls in place, as well as indicating which 

controls from Annex A have been selected and why any controls have not been selected (which 

is supplied in the Statement of Applicability). 
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4.4 Configure settings 

The Settings panel provides direct access to information used to populate the risk assessment. 

You can import and export asset databases, update your acceptance criteria, modify the risk 

calculation formula, and add, remove or edit threats, vulnerabilities and controls. 

4.4.1 System 

4.4.1.1 Acceptance criteria 

Amend your risk acceptance criteria. See 2.4.2.4 for more information. 

 

4.4.1.2 Impact and likelihood 

Amend the context labels for the impact and likelihood management scales. See 2.4.2.3. 
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Note: The range of management scales is fixed during initial configuration and cannot be 

altered. 

4.4.1.3 Control sets 

Select the control sets to use in risk assessments. See 2.4.2.2 for more information. 

 

4.4.1.4 Classification 

Add, delete or add classifications for denoting the sensitivity of assets. The default 

classifications are public, private, confidential and restricted. 

 

4.4.1.5 Type 

Add, edit or delete the asset types used for providing more information about assets. The 

default types are hardware, software, IP, information/database, service, people, intangible, 

process and other. 
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4.4.1.6 Risk calculation 

Change the formula used to calibrate risk scores by selecting options from a drop-down box. 

 

4.4.1.7 Requirements 

Change the granularity of the risk assessment. Using the toggles, you can choose to assess 

both impact and likelihood separately for confidentiality, integrity and availability, rather than 

grouped together. You can also choose whether to assess legal, contractual and regulatory 

requirements separately and whether to assess residual risk on a per control basis. 

 

4.4.1.8 Toolkits 

Import a documentation toolkit and view the relevant documents by control section. Please note 

that this functionality is only available for toolkits purchased from Vigilant Software or IT 

Governance. You must save and extract the files of the toolkit to a safe location before 

importing to vsRisk. 

 

4.4.2 Administration 

4.4.2.1 User management 

View existing users and add new users. See 3.2.1. 
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4.4.2.2 Audit history 

View a log of all actions made within the ISMS. 

 

4.4.2.3 Licence 

View your licence reference, edit your existing licence details, install a new licence or uninstall 

your current licence. 

 

4.4.3 Database 

4.4.3.1 Connection 

Manage the connection for the multi-user version of vsRisk. If you have purchased a multi-user 

version of vsRisk, see the network installation guide for more information.  

 

4.4.3.2 Import assets 

Create an asset database from within vsRisk by adding entries one line at a time to the table 

provided or by importing an asset database from Excel. 
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In order to import a database from Excel, the column headings need to match those required by 

vsRisk. Click Save Excel template to save an Excel spreadsheet template with the correct 

column headings. Open the template. 

 

The column headings in blue (asset name, asset type, classification and asset owner) are 

mandatory, and comprise the minimum essential information for establishing an asset. The 

entries for these columns must match those within vsRisk, whether the default values or those 

you have set up yourself. 

Once you have populated the spreadsheet, close the file. In vsRisk, click Open from file. vsRisk 

will validate the import and inform you if any changes are necessary. 

Once validated, the data will appear on screen, but still needs to be imported to the database. 

Click the Import button at the bottom of the panel. 
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4.4.3.3 Export assets 

Use the Export all and Export selected buttons to export assets from the database to a CSV or 

Excel file.  

 

4.4.3.4 Back up/restore 

Back up vsRisk to a safe location or restore vsRisk to an earlier version from an existing 

backup.  

 

4.4.3.5 Threats 

View the titles, descriptions and corresponding frameworks for the database of threats. You can 

add additional threats to the database. You can also edit or delete any threats you add, but the 

core threat database cannot be edited. 

 

4.4.3.6 Vulnerabilities 

View the titles, descriptions and corresponding frameworks for the database of vulnerabilities. 

You can add additional vulnerabilities to the database. You can also edit or delete any 

vulnerabilities you add, but the core vulnerability database cannot be edited. 
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4.4.3.7 Controls 

View the titles, descriptions and corresponding frameworks for the database of controls. You 

can add additional controls to the database. You can also edit or delete any controls you add, 

but the core control database cannot be edited. 

 

4.4.4 Synchronisation 

Set up synchronisation in order to receive automatic updates to your control sets as they are 

released by the publisher, IT Governance.  

 In order to do this, you must connect vsRisk to CyberComply, an online portal for leading cyber 

security products and services. 
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If you are already a CyberComply customer, sign into your account online and copy the API key 

into the box to connect vsRisk to your existing account. If you are not yet a CyberComply 

customer and would like to receive automatic updates to vsRisk, you can register by filling in 

the fields of the registration box. 
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5 FAQ 

5.1 General 

Is it possible to have more than one user on vsRisk?  

Only one user can connect to the standalone version of vsRisk at any one time. It is a single-

user application for installation on a single PC or laptop. 

However, vsRisk Multi-User allows up to ten risk assessors to access the database 

simultaneously. If you would like to upgrade from vsRisk Standalone to vsRisk Multi-User, 

please see our website for more information. 

I’ve lost my username and/or password. Is there any way I can get into my 

database? 

The vsRisk admin user (ordinarily the lead assessor) can reset passwords for any user in the 

User management panel (under Settings > Administration > User management). If the admin 

has lost their username and/or password, please contact support@vigilantsoftware.co.uk for 

assistance.  

I want to use vsRisk over a network. Is this possible? 

Yes, with the multi-user version of vsRisk you can attach the database to a central SQL server. 

A separate network licence key is required to enable this functionality.  

What is an asset?  

An asset is anything that has value to the organisation. Risk assessments for ISO 27001 focus 

on information assets in particular. Information assets are likely to be of the following types: 

 Information: Databases and data files; other files and copies of plans; system 

documentation; original user manuals; original training material; operational or other 

support procedures; continuity plans; other fall-back arrangements; archived 

information; financial and accounting information. 

 Software: Application software; operating and system software; development tools and 

utilities; e-learning assets; network tools and utilities. 

 Physical assets: Computer equipment (including workstations, notebooks, PDAs, 

monitors, modems, scanning machines, printers); communications equipment (routers, 

cell phones, PABXs, fax machines, answering machines, voice conferencing units, etc.); 

magnetic media (tapes and disks); other technical equipment (power supplies, air 

conditioning units); furniture; lighting; other equipment. 

 Services: Groups of assets which act together to provide a particular function, such as 

computing and communications services; general utilities, e.g. heating, lighting, power, 

air-conditioning. 

5.2 Installation 

What rights do I need to install vsRisk on my computer?  

vsRisk must be installed using administrator rights. If in doubt, contact your system 

administrator. 

What operating systems does vsRisk work with?  

vsRisk works on Microsoft Windows (Vista and above). 

Will it work on Mac OS or Linux?  

Currently, there is no version of vsRisk for Mac OS or Linux. 

http://www.vigilantsoftware.co.uk/p-206-upgrade-to-vsrisk-multi-user-from-vsrisk-standalone.aspx
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I am using Windows Vista. I have administrator rights, but vsRisk will still not 

install/run correctly. What do I do?  

Windows Vista uses something called User Account Control (UAC) for enhanced security. UAC 

can interfere with the installation of vsRisk. We recommend turning off UAC for the duration of 

the installation process (see the Windows Vista help file for instructions on how to switch off 

UAC). If problems persist, contact the vsRisk support team. 

Can I install one copy of the vsRisk software on multiple computers using the same 

licence key?  

You can install vsRisk as many times as your licence key allows. Using that same licence key for 

additional installations would be outside the vsRisk licensing agreement. 

32 bit or 64 bit? 

vsRisk works on both 32-bit and 64-bit computers.  

5.3 Error messages 

"Invalid licence key"  

Ensure that you have administrator rights on your computer and that User Access Control (UAC) 

on your computer is switched off. Then re-install vsRisk, using the licence key that we have 

supplied you. If this fails to work, please contact us.  

"Timeout expired. The timeout period elapsed prior to completion of the operation or 

the server is not responding." 

On some computers, and for reasons beyond our control, the SQL database engine starts up 

more slowly than vsRisk, which causes the data connection error you have received. If you get 

this error, please clear it (by clicking the 'Quit' button in vsRisk) and attempt to re-launch 

vsRisk. It should then open as usual on the second attempt, as the database will have had time 

to fire up from the first attempt. 

“Unrecognised login details/credentials” 

Usernames and passwords are case-sensitive, so check that you do not inadvertently have caps 

lock on, and that you are entering your details exactly as they were set up. If you continue to 

have problems with recovering login details, please contact us. Recovery support will be 

chargeable unless you already have a vsRisk support agreement. 


