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Risk Manager 
 

Welcome to Risk Manager! Risk Manager (formerly vsRisk) allows you to perform 
comprehensive, reliable and repeatable information security risk assessments. You can 
also edit and report on your risk assessments and integrate with other CyberComply 
tools.  

This quick-start guide takes you step by step through the first tasks you’ll want to 
perform when you use Risk Manager.  

 

• Platform: https://cybercomply.co.uk 

• Website: https://vigilantsoftware.co.uk 

• Blog: https://vigilantsoftware.co.uk/blog  

https://cybercomply.co.uk/
https://vigilantsoftware.co.uk/
https://vigilantsoftware.co.uk/blog
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1. Getting started 
You should have received an email containing your username and a temporary password 
shortly after you purchased Risk Manager. 

Follow the link in the email and enter the login details provided. Follow the on-screen 
instructions to change your password when you log in for the first time. 

Risk Manager is part of the CyberComply platform and is integrated with other Vigilant 
Software products. Depending on what you have purchased, you may also have access 
to the following: 

 

 

 

 

 

 

 

 

 

 

 

Risk Manager can share resources with these other tools. For example, Risk Manager 
shares asset definitions and organisation tasks with all the other tools, and information 
security management system (ISMS) controls with Compliance Manager. 
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2. First steps 
Risk Manager allows you to perform asset-based, scenario-based and mixed risk 
assessments. You must pick one of these options for each assessment you create. 

• Asset-based risk assessments are concerned with risks to a particular asset, such 
as a building or a store of personal data. They are specific to the asset and the 
other assets associated with it (such as the staff and equipment housed in a 
building). You will have access to the assets risk library for risks defined in this 
kind of assessment. 

• Scenario-based risk assessments are concerned with risks that affect the 
organisation as a whole, such as a widescale data breach or a business continuity 
issue. You won’t have access to the assets risk library for risks defined in this kind 
of assessment. 

• Mixed risk assessments can contain a mixture of asset-based and scenario-based 
risks.  

 

Note: before you perform any risk assessments, you must define or import your assets. 
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Get started with Risk Manager by clicking the links below for guidance on these tasks: 

 

• Create an asset class 

• Create an asset 

• Import an asset 

• Edit an asset 

• Associate an asset with an asset class 

• Define a new view 

• Start a risk assessment 

• Add a risk to an assessment 

• Export risk assessments 
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3. Assets 
Assets are valuable to an organisation. They can be people, objects (such as laptops or 
servers) or more abstract items such as information or reputation. You will need to 
define your assets before performing risk assessments. 

Navigate to the assets screen by clicking Assets in the navigation menu. 

 

 

 

 

 

 

 

 

Asset classes 

Asset classes offer a way to group related assets together for easier viewing and risk 
assessment.  

To view all assets within a class, click the class you wish to view, then click the Assets 
icon. 
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4. Working with assets 

This section tells you how to perform common asset management tasks. 

 

Create an asset class 

Asset classes are used to organise and group assets. Follow these steps to create an 
asset class: 

1. Click the Menu button and select Asset classes. 
2. Click Create new and add a name and description for your asset class. Once you 

have created the class, it will be selectable when creating new assets. 
3. Click Save. 

 

Create an asset 

Assets can be anything that the organisation deems to have value: people, objects or 
information. Follow these steps to define an asset: 

1. Click the Menu button and select Assets. 
2. Click Create new and fill in the relevant details for the new asset, such as type, 

owner and description. You can add the new asset to an asset class if you have 
defined any. 

3. When you’re finished, click Create asset. 

 

Import an asset 

If you have an existing set of assets defined, you can import it into Risk Manager. Do the 
following to import an asset list: 

1. Click the Menu button and select Assets. 
2. Click the Import button. 
3. Follow the instructions to download the Excel template. 
4. Fill in the template as instructed. 
5. Once you have completed the asset file, upload it by clicking Import and following 

the uploading instructions. 
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Edit an asset 

You can change the details of an asset after you have created it. Risk Manager will warn 
you if you are editing an asset that is being used in existing risk assessments. Follow 
these steps to edit an asset: 

1. Click the Menu button and select Assets. 
2. Click the pencil icon on the relevant asset to edit it. 
3. Make the changes to the asset and click Save changes. 

 

Associate an asset with an asset class 

Asset classes are there to help you organise your assets into groups (e.g. all your 
firewalls or all your data). Once you have created an asset class, you can associate an 
asset with it as follows: 

1. Click the Menu button and select Asset classes. 
2. Find the relevant asset class and click 0 Assets (the number will be higher than 0 

if you have already associated assets with the class). 
3. Click Associate asset, which will display a list of your assets. 
4. Click the plus icon next to an asset to associate it with the asset class. If you want 

to remove an asset from a class, click the tick icon next to an associated asset. 
5. Click Close when you are finished. 

 

Define a new view 

You can customise Risk Manager (and all the other CyberComply products) to show the 
attributes of items that are most important to you. For example, you might want to see 
the tasks associated with an asset or the controls related to a risk. The steps below will 
use an asset view, but this method applies to views across CyberComply. Define a new 
view as follows: 

1. Click the Menu button and select Assets.  
2. Click Edit view. You can’t change the default view, but you can make changes and 

save a new view. 
3. Click the bar containing Name, Type, Owner and Classification. You will see a list 

of fields that can be added to custom views. Click #Asset classes. 
4. Click Save as and CyberComply will ask you to name the new view. Enter Custom 

view 1 and click Save. 
5. You will now be able to see the asset class of each asset in the list (which may be 

empty). 
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5. Risk assessment 
Once all required assets have been added, navigate to the Risks screen using the 
navigation bar or by clicking the Organisation risks tile on the dashboard. 

 

 

 

 

 

 

Risks are nested within risk assessments. Each assessment may contain multiple risks. 
Each risk has the following attributes: 

• The likelihood of the risk affecting the organisation and/or data subjects. 
• The impact of the risk on the organisation and/or data subjects. 
• The asset (or asset class) that the risk affects. 
• The threat that causes the risk. 
• The vulnerability that allows the threat to apply. 
• The information security principle that the threat endangers (i.e. confidentiality, 

integrity and/or availability). 
• The organisation’s response to the risk, including any controls. 
• The residual risk and impact after the organisation’s response has been applied. 

 

The scale for likelihood and impact can be customised for each risk assessment. Each risk 
within a risk assessment must use the same scale for these attributes. 
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6. Working with risk assessments 
This section tells you how to perform common risk assessment tasks.  

 

Start a risk assessment 

Risk Manager’s main function is to create and manage risk assessments. You can perform 
a risk assessment as follows: 

1. Click the Menu button and select Risks. 
2. Click Create new and Create new risk assessment. 
3. Give your new risk assessment a name. 
4. Choose from the drop-down menu whether the risk assessment is asset-based, 

scenario-based or mixed. 
5. Choose a set of controls for the risk assessment (e.g. ISO 27001). 
6. The default scale for the likelihood of risks happening is five categories, from 

highly unlikely to highly likely. Move the bar if you want more or fewer categories. 
If you want to change the labels of the categories, click Edit. 

7. Click Next. 
8. For risk impact, as with likelihood, the default number of categories is five. You 

can alter the number of categories or the category labels in the same way as step 
six. 

9. If you want to alter the labels for the impacts on confidentiality, integrity or 
availability, click the Edit button next to each one. 

10. Risk Manager has default values for which combinations of likelihood and impact 
count as broadly acceptable, tolerable or intolerable. If you want to change these 
values, the tolerance labels or the colours used to display them, click the Edit 
button next to each of the categories. 

11. Click Next. 
12. If you want to make the impact scale or tolerance criteria different for the rights 

and freedoms of data subjects, edit the appropriate areas and click Next. 
13. Click Save. 
14. You must add at least one risk before finalising the risk assessment. See the next 

tutorial, Add a risk to an assessment, starting at step five. 
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Add a risk to an assessment 

Risk assessments are made up of risks and associated items such as controls. Do the 
following to add a risk to an assessment: 

1. Click the Menu button and select Risks. 
2. If the list of risk assessments is currently collapsed, click Expand. 
3. Click the square box at the left of the risk assessment to select it. 
4. Click the three dots icon on the risk assessment and select Edit. 
5. Select an asset or an asset class that the risk applies to (e.g. client data). 
6. Click Select threats and select the threat that applies (e.g. data breach). 
7. Click Select vulnerabilities and pick the vulnerability that causes the asset to be 

open to the threat (e.g. compromise of security). 
8. Select Risk applies to and choose the combination of confidentiality, integrity and 

availability that the risk will endanger. 
9. Click Assess initial risk to organisations and place a tick mark on the grid, showing 

the likelihood and impact of the risk for the organisation (note that this is the risk 
before mitigation). 

10. Where applicable, click Assess initial risk to data subject and place a tick mark on 
the grid, showing the likelihood and impact of the risk for data subjects. 

11. Click Set response and select an option. 
12. If your response to a risk involves a control, click Select controls and choose the 

control you are using to mitigate the risk. The list of controls will be from the set 
that you chose when you created the risk assessment. 

13. Click Review residual risk to organisations and place a tick mark on the grid, 
showing the remaining likelihood and impact of the risk for the organisation once 
mitigation has been applied. 

14. Click Review residual risk to data subjects and place a tick mark on the grid, 
showing the remaining likelihood and impact of the risk for data subjects once 
mitigation has been applied. 

15. If you want to record that the risk owner has accepted the risk, click Finalise risk 
and make the appropriate changes. 

16. Click Save and close. 

 

  



 CyberComply Risk Manager 
September 2022  

Version: 2.0 

 

©Vigilant Software Ltd 2022 Public Page 12 of 14 

 

Export risk assessments 

You can export your risk assessments for use elsewhere, in CSV format, as follows: 

1. Click the Menu button and select Risks. 
2. Click the Export data button and then .csv. 
3. Your computer will start downloading the data; look for a file called 

RisksExport.csv in your downloads folder. 
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7. Controls 
Control measures are selected during a risk assessment to mitigate a given risk. They can 
be selected from various frameworks (such as ISO 27001). 

Information security is a CyberComply resource, available to Risk Manager and 
Compliance Manager, that contains a wide range of control measures as defined in 
selected information and cyber security frameworks. You can access it from both the 
Dashboard (in the Information security controls tile) and the navigation menu.  

You will have access to other controls and related information if you have bought 
Compliance Manager (e.g. Organisation controls and Legal requirements). 

 

Control updates 

Control sets and their contents are periodically updated by the organisations that create 
them. Controls are also added from time to time. 

When updates are available, the Updates available button will be available in the 
settings menu. When you are ready to accept the updates, click the button and follow 
the on-screen instructions. You may need to wait for a few minutes while the platform 
reloads. 

You have complete control over when you accept the updates. If you have an imminent 
audit, you may wish to postpone accepting them until a more convenient time. 
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8. Reports 
Risk Manager allows you to generate reports. You can create the following reports: 

• Risk Treatment – this report contains the details of a risk assessment, 
including the controls that are applied to reduce risks. 

• Statement of Applicability – this is an ISO 27001 document and summarises 
your position on each of the controls in Annex A of the Standard. 

 

To create a report, click Risk Treatment Plan or Statement of Applicability in the 
navigation menu, or click Generate report in the Risks section of Risk Manager. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Once you have generated a report, you can print it by clicking the printer icon. If you 
want to save the report, click the printer icon and save it as a PDF file. 

When creating a Statement of Applicability report, click the publish icon to increment 
the version number of the report. 


