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Data Flow Mapping Tool 
 

Welcome to the Data Flow Mapping Tool!  

Your organisation may have a large amount of personal data moving through its systems. 
CyberComply’s Data Flow Mapping Tool (DFMT) allows you to map the flows of 
personal data through your organisation. Mapping your data flows lets you view the data 
you hold and see how it is being used, stored and transferred. The DFMT helps you 
demonstrate your compliance with Article 30 of the GDPR and quickly identify any 
issues around third-country data transfers. 

 

This quick-start guide takes you step by step through the first tasks you’ll want to 
perform when you use the tool for the first time.  

 

• Platform: https://cybercomply.co.uk 

• Website: https://vigilantsoftware.co.uk 

• Blog: https://vigilantsoftware.co.uk/blog  

https://cybercomply.co.uk/
https://vigilantsoftware.co.uk/
https://vigilantsoftware.co.uk/blog
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1. Getting started 
You should have received an email containing your username and a temporary password 
shortly after you purchased the Data Flow Mapping Tool. 

Follow the link in the email and enter the login details provided. Follow the on-screen 
instructions to change your password when you log in for the first time. 

The DFMT is part of the CyberComply platform and is integrated with other Vigilant 
Software products. Depending on what you have purchased, you may also have access 
to the following: 

 

 

 

 

 

 

 

 

 

 

 

 

The DFMT can share resources with these other tools. For example, it shares asset 
definitions and organisation tasks with all the other tools, and processes with the DPIA 
Tool. 
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2. First steps 
 

Get started by clicking the links below for guidance on these tasks: 

 

 

• Create an asset 

• Import an asset 

• Edit an asset 

• Create a process group 

• Create a process 

• Create a personal data record 

• Create a data flow map 
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3. Assets 

The DFMT lets you map how data flows through your processes. Each process has a 
unique map, and each map is built from data inputs, assets, data subjects and other 
components that represent the data in your systems and how it is processed. Assets are 
likely to be the majority of items that appear on your data flow map. 

Assets are things that are valuable to an organisation. An asset can be a person, an 
object (e.g. a laptop or server) that processes or stores data, or the data itself.  

The first assets you create should be key process components, such as servers where 
data is stored, computers on which data is processed, etc. As you become more 
comfortable creating data flow maps, you will find that you naturally need more assets to 
represent the different aspects of your processes. 

You can create assets as you populate the data flow map or you can use assets that you 
have already defined in your asset library. You can navigate to the asset library by 
clicking Assets in the navigation menu. 
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4. Working with assets 

This section tells you how to perform common asset management tasks. 

 

Create an asset 

Assets can be anything that the organisation deems to have value: people, objects or 
information. Follow these steps to define an asset: 

1. Click the Menu button and select Assets. 
2. Click Create new and fill in the relevant details for the new asset, such as type, 

owner and description. You can add the new asset to an asset class if you have 
defined any. 

3. When you are finished, click Create asset. 

 

Import an asset 

If you have an existing set of assets defined, you can import it into the DFMT. Do the 
following to import an asset list: 

1. Click the Menu button and select Assets. 
2. Click the Import button. 
3. Follow the instructions to download the Excel template. 
4. Fill in the template as instructed. 
5. Once you have completed the asset file, upload it by clicking Import and following 

the uploading instructions. 

 

Edit an asset 

You can change the details of an asset after you have created it. Follow these steps to 
edit an asset: 

1. Click the Menu button and select Assets. 
2. Click the pencil icon on the relevant asset to edit it. 
3. Make the changes to the asset and click Save changes. 
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5. Processes 

Before creating a data flow map of a process, you must add that process to 
CyberComply. Processes exist within process groups, which are a way for you to 
organise your processes. 

 

 

 

 

 

 

 

 

When you create a process, you need to enter its details. These are: 

• Title – the title of the process. 

• Process owner – the owner of the process. 

• Scope – the boundaries of what is being mapped and the purpose(s) of 
processing. When mapping to demonstrate GDPR compliance, the scope should 
describe the data being collected and processed and the legal basis for doing so. 

• Purposes – the organisation’s reasons for processing the data. 

• Technical and organisational security measures – this is relevant to showing 
compliance with Article 30 of the GDPR. 

• Acting as – the role that your organisation has concerning the processed data, 
such as processor or controller. 

• Controller’s contact details – you need to record the controller’s contact details 
unless the organisation is the controller. 

• Representative’s contact details – if the controller is outside the EU, you should 
record the contact details for the controller’s EU representative. 
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6. Working with processes 

 

This section tells you how to perform process tasks. 

 

Create a process group 

Process groups are used to organise processes. You can create a new process group as 
follows: 

1. Click the Menu button and select Data flow maps. 
2. Click Create new and then Create new group. 
3. Give the new process group a Name, Subtitle and Description. 
4. Click Save. Your process group can now be used to contain and organise 

processes. 

 

Create a process 

You will need to create a process before you can map its data flows. You can do that as 
follows: 

1. Click the Menu button and select Data flow maps. 
2. Click Create new. 
3. Select a process group for the new process to belong to, then click Select. 
4. Fill in information for the process in these fields: Title, Process owner, Scope, 

Purposes, and Technical and organisational security measures. All the fields are 
mandatory, except Process owner. 

5. Select an option from the Acting as drop-down box (e.g. Processor). 
6. If you selected an option other than Controller, fill in the controller’s contact 

details. 
7. If the controller is outside the EU, fill in the details for the controller’s EU 

representative. 
8. Click Save. 
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7. Data flow maps 

 

The DFMT allows you to chart the flow of personal data through a given process. 

A data flow map consists of the following: 

• Data inputs – points where personal data enters the process. 

• Data subjects – marking where personal data is sent or returned to data subjects. 

• Assets – items associated with the organisation. These can be people, 
information, hardware, websites or other things. 

• Transfers – marking where personal information is passed between the other 
items on the data flow map. 
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To create a data flow map, you will need to have created a process (and a process group 
for that to exist in). To see the list of processes, click the Menu button and select Data 
flow maps. Then select the relevant process and click Data flow map to start the 
mapping process. 

You will need to use tools from the toolbar to create the data flow map. 

 

 

 

 

 

The toolbar has standard manipulation tools such as Undo, Redo and Delete. The tools 
shown above are: 

• Hand tool (hand icon) – used to select items and move the mapping canvas 
around. 

• Move tool (compass icon) – used to move nodes on the map around. 

• Connection tool (two joined dots icon) – used to connect nodes on the map to 
show data transfer between those nodes. 

• Comment tool (speech bubble icon) – used to leave comments on map nodes. 
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8. Working with data flow maps 

 

This section tells you how to perform data flow mapping tasks. 

 

Create a personal data record 

Personal data records represent the data in your processes. They can be associated with 
assets, transfers and other components of the map to show how data is used at each 
stage of the process. You can create personal data records in advance, or while building 
the map. 

Follow these steps to create a personal data record: 

1. Click the Menu button and select Personal data records. 
2. Click Create new. 
3. Fill in the following mandatory fields: Name, Classification, Format and Retention 

period. 
4. Fill in any of the optional fields that are relevant to the data record: Recipients, 

Description, Data subjects, Personal data items (potentially several items), 
Sensitive data items (potentially several items), Lawful basis and Exception. 

5. Click Create a record. 
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Create a data flow map 

Before creating a data flow map, you must create a process. See section 6 for details on 
how to do this. You should also have created records for your personal data as detailed 
above. Create a new data flow map as follows: 

1. Click the Menu button and select Data flow maps. 

2. Select the process you want to create a map for. 

3. Click Data flow map. The tool will create a new map, containing the sample nodes 
shown below. 

 

 

 

 

 

 

4. The Hand tool should be selected. If it isn’t, click the hand icon to select it. 

5. Data inputs represent personal data entering the process. Select the Data input 
node (right-pointing arrow icon) and select the personal data record that is 
relevant to the process. Alternatively, if you have no relevant personal data 
record defined, you can fill in the details now. Click Save when you are finished. 

6. The Other node represents the first asset in your process. Select the node and fill 
in the details for the relevant asset and click Apply. 

7. Click the line that connects the data input and asset nodes. This will allow you to 
define the nature of the data that flows between the two nodes. Select the record 
of the personal data being transferred and click Save. 

8. You can add more assets, inputs and data subjects to the map. To do this, click the 
Open library icon (arrows pointing left and right) and then drag the relevant items 
onto the map. 

9. To move nodes on the map, click the Move icon (compass) and then drag the 
nodes around the map. Any connections will move with the nodes. 
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10. Connect map nodes by clicking the Connection tool (two connected dots icon) 
and then clicking the two nodes you want to connect.  

11. Once you have connected two nodes, click the Hand tool and then select the 
connection between the nodes. This will let you define the personal data that is 
being transferred between the nodes. Select the record of the personal data being 
transferred and click Save. 
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9. Data transfers outside the EU 
If one of your assets is in a country that is outside of the European Economic Area (EEA) 
and has not been subject to a European Council (EC) adequacy decision, you need to 
record what safeguards or derogations are in place to enable any transfer to that asset.  

CyberComply puts a visual warning on the data flow map if it contains transfers to third-
country locations where sufficient details have not been provided. 
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10. Reporting 

 

The DFMT allows you to generate reports. You can create the following reports: 

• Records report – this contains the details of one or more personal data records 
that your organisation holds. 

• Data flow audit process report – this contains the details of a process, including 
the process overview and map. It also shows the personal data, data subjects, 
assets and data transfers associated with the process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To create a records report, click the Menu button and select Personal data records. Then 
select the records to report on and click Report preview (printer icon). 

 

To create a data flow audit process report, click the Menu button and select Data flow 
maps. Then select the relevant process and click Data flow map and then View report 
(printer icon). 
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Once you have generated a report, you can print it by clicking the printer icon. If you 
want to save the report, click the printer icon and save it as a PDF file. 

 


