
NYDFS timeline of compliance

March 1, 2017
• The Regulation came into effect.

August 28, 2017
(end of 180-day transition period)

• Maintain a documented, risk-based cybersecurity program designed to protect the 
confidentiality, integrity and availability if their information systems (Section 500.02).

• Implement and maintain a cybersecurity policy (Section 500.03) addressing: 
 o Information security
 o Data governance and classification
 o Asset inventory and device management
 o Access controls and identity management
 o Business continuity and disaster recovery planning and resources
 o Systems operations and availability concerns
 o Systems and network security
 o Systems and network monitoring
  o Systems and application development and quality assurance
 o Physical security and environmental controls
 o Customer data privacy
 o Vendor and third-party service provider management
 o Risk assessment
 o Incident response
• Appoint a CISO responsible for overseeing and implementing its cybersecurity program, 

and enforcing its cybersecurity policy (Section 500.04, a).
• Limit access privileges to information systems that provide access to nonpublic information, 

and periodically review these access privileges (Section 500.07).
• Utilize qualified cybersecurity personnel to oversee core cybersecurity functions. (Section 

500.10).
• Establish a written cybersecurity incident response plan (Section 500.16).

February 15, 2018

• Prepare and submit an annual written statement to the Superintendent of Financial Services, 
certifying their compliance with the Regulation. The first Certification of Compliance is due 
by February 15, 2018. (Section 500.21).

The Cybersecurity Requirements for Financial Services Companies released by New York State’s 
Department of Financial Services (DFS) requires all NY financial institutions to implement security 
measures in order to protect themselves against cyberattacks. Increasing cyber threats facing the 
financial industry propelled the Regulation forward.



September 1, 2018

• Maintain systems that are designed to reconstruct material financial transactions for normal 
business operations and keep records for five years. Audit trails to detect and respond to 
cybersecurity events should be maintained for at least three years. (Section 500.06).

• Include in their cybersecurity programs written procedures, guidelines and standards that 
ensure the secure in-house development of applications, and procedures to evaluate, 
assess or test the security of externally developed applications. These documents must 
be periodically reviewed, assessed and updated as necessary by the covered entity’s chief 
information security officer (CISO) or a qualified designee (Section 500.08).

• Include in their cybersecurity programs policies and procedures for the secure disposal 
of nonpublic information that no longer needs to be retained, except where it must be 
retained by law, or where targeted disposal is not feasible (Section 500.13).

• Implement risk-based policies, procedures and controls to monitor the activity of authorized 
users and detect unauthorized access, use of, or tampering with nonpublic information by 
unauthorized users (Section 500.14, a).

• Implement controls, including encryption, to protect nonpublic information held or 
transmitted by the covered entity, whether at rest or in transit. These should be approved 
by the CISO and reviewed at least annually (Section 500.15).

March 1, 2019

• Introduce a third-party service provider policy (Section 500.11).

The most striking aspects of the timetable are that it suggests a company could delay conducting 
penetration testing and vulnerability scans for a year. Moreover, the inclusion of cybersecurity awareness 
training in the ‘one-year delay’ set of requirements is misleading, as the effective implementation of 
cybersecurity policies (section 500.03) and a cyber incident response plan (section 500.16) will require 
effective competence, training and awareness for the personnel involved.

March 1, 2018

• Have their designated CISO report in writing at least annually to the board of directors or 
equivalent governing body (Section 500.04, b).

• Include in their cybersecurity programs continuous monitoring or annual penetration testing 
and biannual vulnerability assessments, as determined by risk assessments (Section 500.05).

• Conduct risk assessments to inform the design of the cybersecurity program (Section 
500.09).

• Use effective controls, including multi-factor authentication, to protect nonpublic 
information or information systems from unauthorized access (Section 500.12).

• Introduce regular cybersecurity awareness training for all personnel that is updated to 
reflect the results of risk assessments (Section 500.14, b).
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