
Security Bulletin 
Security news for e-learning users  

Welcome to March’s security bulletin, 
brought to you by IT Governance 
and GRC eLearning. This monthly 
newsletter aims to keep you up 
to date with information security 
and privacy news, and provide 
supplementary information about the 
latest threats to help you keep ahead 
of the criminals who are attacking your 
systems.

Please share it with your colleagues.  
The more you know, the safer you’ll be.
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Your IT department will almost 
certainly push these updates, but 
if you are given the option to delay, 
don’t: keeping your machines up to 
date by applying security patches as 
they are issued is one of the most 
important security controls.

Cyber security news: 
Microsoft Exchange Server 
hacked

On 2 March, Microsoft issued 
emergency security updates to 
patch four zero-day vulnerabilities in 
Exchange Server, which a group of 
Chinese state-sponsored criminals 
– named ‘Hafnium’ – was using to 
access emails and install malware.

According to Microsoft, Hafnium 
“primarily targets entities in the 
United States across a number 
of industry sectors, including 
infectious disease researchers, law 
firms, higher education institutions, 
defense contractors, policy think 
tanks, and NGOs”.

However, since Microsoft’s release, 
other criminal groups have taken 
advantage of the vulnerabilities. 
Bloomberg reports that at least 
60,000 organisations have so far 
been affected.

Microsoft Corporate Vice President, 
Customer Security & Trust Tom Burt 
explained:

We strongly encourage all 
Exchange Server customers to 
apply [the] updates immediately. 
Exchange Server is primarily 
used by business customers, 
and we have no evidence that 
Hafnium’s activities targeted 
individual consumers or that 
these exploits impact other 
Microsoft products.

Even though we’ve worked 
quickly to deploy an update 
for the Hafnium exploits, we 
know that many nation-state 
actors and criminal groups will 
move quickly to take advantage 
of any unpatched systems. 
Promptly applying today’s 
patches is the best protection 
against this attack.

https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server
https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.bloomberg.com/news/articles/2021-03-07/hackers-breach-thousands-of-microsoft-customers-around-the-world
https://blogs.microsoft.com/on-the-issues/2021/03/02/new-nation-state-cyberattacks/


It’s therefore not just the £2.95 
shipping fee that victims are handing 
over, but complete access to their 
bank accounts.

A Royal Mail spokesperson urged 
customers to act cautiously: “Royal 
Mail will only send email and SMS 
notifications to customers where 
the sender has requested this when 
using our trackable products that 
offer this service.”

They added that the Royal Mail 
will request online payments only 
if a customs fee is late, noting that 
recipients will also receive a grey 
card in the post that contains details 
about the package and instructions 
on how to make the payment.

Despite the precautions the 
Royal Mail takes to prevent fraud, 
customers are still regularly caught 
out.

Anyone who suspects they have 
received a scam message should 
look at the Royal Mail’s dedicated 
page on phishing. It explains:

Fraudsters often use subjects or 
greetings that are impersonal 
and general, like “Attention 
Royal Mail Customer”. They 
may use a forged email 
address in the “from” field like 
“delivery@royalmail.com”. They 
may even use the Royal Mail 
logo. None of this guarantees 
the email has come from us. […]

Royal Mail does not handle cash 
on behalf of third parties. If you 
are instructed by any third party 
websites or contacted by email 
to make a payment via Western 
Union money transfer to a Royal 
Mail account or agent, DO NOT 
make the payment.

The organisation also asks those 
who suspect they have received 
a scam message to complete an 
online form. 

This helps it keep its list of known 
scams up to date, which ensures 
that both the Royal Mail and its 
customers are aware of fraudsters’ 
latest techniques.

Text message scams

The Royal Mail also warned customers 
about similar scams delivered by text. 
This method of attack is particularly 
dangerous because it’s less common 
and people are therefore less likely 
to be alert to the threat.

Fur thermore, both legitimate 
and fraudulent texts are typically 
very short – perhaps one or two 
sentences. As such, recipients have 
little information to determine the 
authenticity of the message, and 
they may be tempted to follow the 
link to find out more.

Here’s an example of a scam text 
that a Royal Mail customer recently 
reported: 

Texts also make it easier for 
scammers to hide their identity. They 
don’t need to replicate official logos 
or the sender’s address, and the 
messages come from a nondescript 
phone number.

However, in most cases you can 
find out where the phone number 
is registered by looking it up online.

If you are ever in any doubt whether 
a message from the Royal Mail is 
genuine, you should contact the 
organisation by visiting its website 
(never follow a link from an email or 
text) or your local delivery office.

          :Royal Mail scams

The Royal Mail is used in so many 
scams that it has a section on its 
website to help people detect and 
report fraudulent messages.

That service has been especially 
busy recently after people received 
emails and texts supposedly from 
the Royal Mail demanding a shipping 
payment.

This month, we explain how you can 
spot bogus Royal Mail messages 
and why Brexit has helped attackers.

What do these scams look like?

The primary method of attack is 
emails informing recipients that a 
package can’t be delivered until a 
shipping fee is paid.

The messages contain a link that 
supposedly directs to the Royal Mail 
website, where payment can be 
made.

The fake emails contain a variety 
of details that make the message 
look genuine, including a parcel 
number and the package’s weight 
and location.

Recipients may also assume the 
URL, which contains ‘adminroyalmail-
delivery’, is genuine.

Those who follow the link are 
directed to a mock-up of the 
Royal Mail website, where they are 
instructed to provide their personal 
and financial details.

Source: BBC

Source: BBC

https://personal.help.royalmail.com/app/answers/detail/a_id/291/~/help-with-online-security
https://personal.help.royalmail.com/app/answers/detail/a_id/291/~/help-with-online-security
https://personal.help.royalmail.com/app/answers/detail/a_id/6905
https://personal.help.royalmail.com/app/answers/detail/a_id/6905
https://www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244https:/www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244
https://www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244https:/www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244
https://www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244https:/www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244
https://www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244https:/www.thestar.co.uk/news/crime/royal-mail-sends-urgent-warning-to-millions-of-uk-customers-over-new-delivery-scam-3146244
https://www.bbc.co.uk/news/uk-northern-ireland-56071070
https://www.bbc.co.uk/news/uk-northern-ireland-56071070


Brexit and Northern Ireland 
delivery scams

It would be an understatement to say 
that Brexit has come with teething 
problems, so it shouldn’t come as a 
surprise that the UK’s exit from the 
EU has contributed to an increase in 
Royal Mail scams.

Some customers have been targeted 
by scams relating to customs tax for 
packages sent from Great Britain to 
Northern Ireland.

Customers are currently subject to no 
such tax, as there is a grace period 
for parcels that lasts until at least 
April.

Unfortunately, that announcement 
came just hours before the end of the 
transition period, and some British 
organisations and their delivery firms 
had already decided to add customs 
labels to parcels going to Northern 
Ireland.

Confusion over the new rules has 
helped an already successful scam, 
making it more dangerous than ever.

Remember that you can find out 
more about Royal Mail scams and 
report a suspicious message on its 
website.
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We hope you found this 
bulletin informative. 

Please keep an eye out 
for the next one.

https://www.bbc.co.uk/news/uk-northern-ireland-55678583
https://www.bbc.co.uk/news/uk-northern-ireland-55678583
https://www.bbc.co.uk/news/uk-northern-ireland-55678583
https://personal.help.royalmail.com/app/answers/detail/a_id/291/~/help-with-online-security
https://personal.help.royalmail.com/app/answers/detail/a_id/291/~/help-with-online-security
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