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We live in an interconnected world where technology plays an increasingly 

prominent role. Often, we do not truly understand how that technology works, 

nor do many of us particularly care. What we do want, however, is reassurance 

that these services will not be interrupted. 

 

This is not just for the benefit of the common person: our whole society relies on 

critical infrastructure that is supported by a set of services. These services and 

infrastructure can be attacked not just physically but also digitally, and digital 

attacks can have significant repercussions in the physical world. Two infamous 

examples are Stuxnet, which destroyed almost one fifth of Iran’s nuclear 

centrifuges in 2010,1 and the more recent WannaCry attack, which caused the 

NHS to cancel thousands of appointments in 2017.2 

 

The EU’s Directive on security of network and information systems (NIS Directive) 

is part of the legislated response to such threats. It aims to achieve a high 

common level of network and information system security – in particular 

availability – across the EU by: 

• Improving national cyber security capabilities; 
 

• Increasing cooperation between member states; and 
 

• Requiring operators of essential services (OES) and digital service providers 

(DSPs) to take appropriate and proportionate security measures, and notify 

the relevant national authorities of serious incidents. 

 

The UK enacted the Directive, as well as an EU-wide implementing regulation for 

DSPs, into law through the Network and Information Systems (NIS) Regulations 2018. 

 

 

The Regulations set fines for non-compliance at up to £17 million, though this 

maximum penalty is reserved for the most extreme cases. 

 

This paper provides an overview of the Regulations’ scope and their key requirements, 

and guidance on how to comply with them. 

   

The Implementing Regulation for DSPs 

The Implementing Regulation (Commission Implementing Regulation (EU) 

2018/151) was introduced to ensure DSPs are treated in a uniform way across 

the EU – digital services can be used anywhere in the world, so the approach to 

securing DSPs’ operations needs to be consistent. The Implementing Regulation 

provides more detail on the security measures DSPs must take, and defines the 

parameters for a “substantial impact”. It also makes clear that the DSP is 

responsible for determining whether these thresholds have been met. 

 

Unlike EU directives, which member states have to enforce on a national level 

themselves, EU regulations (including implementing regulations) have the same 

authority as national laws. Because the NIS Regulations – a UK law – explicitly 

refer to the Implementing Regulation, Brexit makes no difference to the need for 

UK DSPs to comply. 

The NIS Directive 

https://www.itgovernance.co.uk/nis-directive?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-regulations-oes-operators-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-regulations-dsp-digital-service-providers?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-regulations-dsp-digital-service-providers?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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Who is considered an OES? 

The NIS Regulations deem the following sectors offer essential services: 

• Energy 

Electricity, oil and gas. 
 

• Transport  

Air, rail, water and road. 
 

• Health 

Healthcare settings (including hospitals, private clinics and online settings). 
 

• Water 

Drinking water supply and distribution. 
 

• Digital infrastructure 

Top-level domain (TLD) name registries, domain name systems (DNS) service 

providers and Internet exchange point (IXP) operators. 

Organisations in these sectors are within scope of the Regulations as OES if they 

meet the thresholds laid out in Schedule 2. They were required to self-identify to 

their competent authority (assigned on a sectoral and national basis in the UK) by 

10 August 2018. Organisations that later meet the definition of an OES are required 

to self-identify within three months of meeting it. 

 

Additionally, competent authorities can designate some ‘edge case’ OES if certain 

conditions are met. This power is limited to cases where there are valid reasons on 

the grounds of national security or threats to public safety, or where an incident 

has the potential for significant adverse social or economic impact. 

 

 

Who is considered a DSP? 

The NIS Regulations define DSPs as “any person who provides a digital service”3 – 

note, however, that ‘micro and small enterprises’ do not fall under the scope of the 

Regulations.4 Section 1(2) of the NIS Regulations identifies the following types of 

digital service: 

• Online search engines 

“a digital service that allows users to perform searches of, in principle, all 

websites or websites in a particular language on the basis of a query on any 

subject in the form of a keyword, phrase or other input and returns links in 

which information related to the requested content can be found”.5 

 

• Online marketplaces 

“a digital service that allows consumers and/or traders [...] to conclude online 

sales or service contracts with traders either on the online marketplace’s 

website or on a trader’s website that uses computing services provided by the 

online marketplace [emphasis added]”.6 

 

• Cloud computing services 

“a digital service that enables access to a scalable and elastic pool of shareable 

computing resources”,7
 including ‘Infrastructure as a Service’ (IaaS), ‘Platform 

as a Service’ (PaaS) and ‘Software as a Service’ (SaaS). 

If you are unsure whether or not you are a DSP, you should contact the Information 

Commissioner’s Office (ICO) directly,8 which is the regulator for UK DSPs. However, 

the ICO has said that it would not identify service providers, instead requiring DSPs to 

identify themselves and self-register by 1 November 2018. Like OES, organisations 

that later meet the definition of a DSP are required to notify the ICO within three 

months of meeting it.9 

 

Applicability 
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Both OES and DSPs face two main requirements under the NIS Regulations: 

1. Putting “appropriate and proportionate” technical and organisational 

measures in place to manage the risks that might impact the availability of 

their essential service (Sections 10 and 12(1)). 
 

2. Notifying their competent authority of any incident of “significant” or 

“substantial” impact (Sections 11 and 12(3)). 

 

Appropriate and proportionate measures 

The first requirement establishes the need for a minimum level of security and the 

ability to respond to incidents when they occur. These measures should help ensure 

the continuity of the essential service. 

 

Security measures must be “appropriate to the risk” – an approach that ensures 

resources are deployed effectively. Every organisation has a unique risk profile, and 

investing in measures only makes sense if they are addressing the right risks in the 

right ways. 

 

Such measures should also consider both technical and organisational approaches. 

While technological solutions tend to spring to mind first, organisations should start 

with defining and enforcing appropriate policies and procedures, including those for 

incident response. It is also a good idea to implement a training and awareness 

programme. 

 

In addition, DSPs are also explicitly required to take business continuity management 

into account10 and keep “adequate documentation” that demonstrates their 

compliance with the Regulations.11  

Key requirements 

 IT GOVERNANCE GREEN PAPER | SEPTEMBER 2020 

https://www.itgovernance.co.uk/cybersecurity-training?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/cybersecurity-training?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/bc_dr?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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Incident reporting for OES 

OES need to ensure that they notify their competent authority within 72 hours of 

becoming aware of a ‘significant’ incident, as stipulated by the Regulations. The 

Regulations also define the three parameters for determining what constitutes a 

“significant impact”: 

1. The number of users affected. 

2. The duration of the disruption. 

3. The size of the affected geographical area. 

OES are expected to consider all three factors in determining whether or not an 

incident is “significant”; competent authorities should have defined more detailed 

thresholds for their sector. 

 

Note that the Regulations’ incident reporting requirements are not limited to cyber 

security, but include any incidents that affect the security of network and information 

systems, including physical events such as natural disasters. 

 

 

Incident reporting for DSPs 

The NIS Regulations also require DSPs to report incidents within 72 hours if they have 

a “substantial impact” (Section 12(3)). The Implementing Regulation makes clear that 

the DSP itself must determine this, and outlines the following metrics in Article 3 for 

determining if an incident has a “substantial” impact on the EU: 

• Service unavailability for more than 5 million user hours. 

• Loss of confidentiality, integrity, availability or authenticity of data accessed 

over networks or information systems affecting more than 100,000 users. 

• Incident creates a risk to public safety, public security or loss of life. 

• Material damage to at least one user exceeds €1 million (about £900,000). 

If any of these apply, the DSP needs to contact the relevant authorities, who will 

investigate. Although DSPs are generally not closely supervised, authorities could take 

action when provided with evidence that the DSP may not be complying with the 

Regulations, particularly after an incident has occurred. 

 

  

https://www.itgovernance.co.uk/what-is-cybersecurity?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/what-is-cybersecurity?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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The NCSC’s Cyber Assessment Framework 

As previously stated, for OES, the UK has chosen to designate multiple competent 

authorities based on sector and nation. The UK has also appointed its computer 

security incident response team (CSIRT): the National Cyber Security Centre (NCSC), 

which is also the technical authority for cyber security. 

 

As such, the NCSC is responsible for providing guidance and assessment tools to 

help competent authorities assess compliance with the Regulations, but has no 

regulatory role. As part of its guidance, the NCSC has defined four objectives for 

OES, each of which is divided into high-level security principles (depicted in Figure 1 

to the right) and supported by guidance from a range of best-practice frameworks 

(discussed further in A standards-based approach).12 

 

The objectives and principles are supported by the Cyber Assessment Framework 

(CAF), which is a framework for competent authorities to determine whether an 

OES has applied appropriate measures to protect its network and information 

systems.13 It is also an excellent model for organisations to validate their own cyber 

security measures. 

  

 

A. Managing security risk 

 

 

 

B. Protecting against cyber attack 

 

 

D. Minimising the impact of cyber security incidents 

 

 

Governance 

 
 

Risk    

management 

 

Asset 

management 

 

 

Supply chain 

 
Service protection 

policies and processes 

 
Identity and                          

access control 

 
Resilient networks       

and systems 

 
Staff awareness                        

and training 

 

Data security 

 

System security 

 

System monitoring 

 

 

C. Detecting cyber security events 

. 
 

Proactive security event discovery 

 

Response and recovery planning 

. 
 

Lessons learned 

Figure 1: The NCSC objectives and high-level security principles for OES 

Official guidance 

https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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ENISA’s Technical Guidelines 

For DSPs, the European Union Agency for Cybersecurity (ENISA) has provided 

Technical Guidelines on the security measures they must implement.14 The ICO has 

also taken these into account to “ensure that there is a consistent approach across 

Europe”,15 in view of the lack of geographical limitations on using digital services. 

 

The Technical Guidelines describe 27 security objectives, which we have arranged 

into broad categories in the Appendix. The Guidelines recognise that different 

organisations need different levels of maturity depending on their specific 

circumstances: each objective can be achieved at three distinct ‘sophistication 

levels’, in accordance with the results of a risk assessment. 

 

ENISA has also provided guidance for DSPs on reporting incidents.16 This explains 

how the overall incident notification works at EU level: again, because digital 

services are likely to be used remotely, a service disruption may well have a cross-

border impact. 

 

The key thing for UK DSPs to remember is to contact either their competent 

authority (the ICO) or their CSIRT (the NCSC) in the event of an incident, which will 

take the communication further as required. 
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For both OES and DSPs, there is good reason to take note of internationally 

recognised best-practice frameworks. 

 

The NCSC’s guidance for OES regularly refers to ISO 27002, which provides guidance 

on implementing information security controls, and supports ISO 27001, the 

international standard for information security management. It also refers to ISO 

27035, the international standard for information security incident management. 

 

In the NIS Regulations themselves, Section 12(2)(c) explicitly mentions that the 

measures taken by DSPs should take into account “compliance with international 

standards”. Additionally, the ENISA Technical Guidelines map each security 

objective to several best-practice standards, including ISO 27001. 

 

ISO 27001 and ISO 27002 – information security 

An ISO 27001 information security management system (ISMS), particularly one 

that draws on ISO 27002’s comprehensive implementation guidance, addresses 

information security risks specific to the organisation. 

 

Such an ISMS encompasses both technical and organisational measures, and 

demands regular risk assessments to ensure your controls address the risks you 

actually face, in accordance with your risk appetite. Both features will help you 

meet the NIS Regulations’ requirements. 

 

Another benefit of ISO 27001 is that it allows organisations to achieve 

independently audited certification. This provides evidence to suppliers, 

stakeholders and regulators that you have taken the “appropriate and 

proportionate” technical and organisational measures required. 

 

ISO 27035 – incident response 

With the threat landscape as it is, the next cyber incident is only around the corner. 

Particularly given that essential services must be reliably available, robust incident 

response plans are more critical than ever. 
 

ISO 27035 outlines concepts, phases and overall guidelines for information security 

incident management. This standard can be easily implemented by organisations also 

aiming to meet ISO 27001’s requirements, as ISO 27035 provides additional guidance 

specific to incident management to support ISO 27001. 

 

Beware, however, that ISO 27035 focuses on incident response rather than 

continuity, which addresses returning to full power after an incident. Organisations – 

especially DSPs – should be aware of the need to account for continuity by adopting 

other processes or standards. 

 

ISO 22301 – business continuity 

ISO 22301 is a prime example of such a continuity-dedicated framework. This 

international standard provides the specification for a best-practice business 

continuity management system (BCMS), helping organisations maintain their most 

critical business functions even in the face of adversity. Like ISO 27001, you can also 

become ISO 22301-certified by passing an independent audit of your BCMS. 

 

ISO 27001 and ISO 22301 also work together well, creating scope for you to develop 

an integrated management system, comprising both an ISMS and a BCMS. This 

approach will also help you develop strong cyber resilience. 

 

  

A standards-based approach 

https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/iso27001?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/iso22301-business-continuity-standard?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/cyber-resilience?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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Taking cues from international standards and best-practice guidance is an 

excellent approach to selecting, implementing and maintaining appropriate 

security measures. 

 

Furthermore, both OES and DSPs could consider going one better by looking to 

achieve accredited certification, which provides an easy way of demonstrating 

compliance. It could also make your service more appealing to customers and 

partners, which may lead to new business opportunities. 

 

With the NIS Regulations already in force, time is of the essence. Ensure you 

comply – and seize the opportunity to stand out from your competitors by 

demonstrating the security and stability of your service.  

   

Accredited certification 

Speak to an expert 

9 

https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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Broad category 
ENISA security 
objective* 

Description 

Test/assess 

2: Risk 
management 

Establish and maintain an appropriate 
governance and risk management framework to 
identify and address risks. 

20: System 
tests 

Establish and maintain procedures for regularly 
testing key network and information systems. 

21: Security 
assessments 

Establish and maintain procedures for 
performing security assessments of critical 
assets. 

Policies and 
procedures 

1: Information 
security policy 

Establish and maintain an information security 
policy. 

12: Operating 
procedures 

Establish and maintain procedures for operating 
key network and information systems. 

13: Change 
management 

Establish and maintain change management 
procedures for key network and information 
systems. 

14: Asset 
management 

Implement configuration controls, and establish 
and maintain asset management procedures for 
key network and information systems. 

22: Compliance 
Establish and maintain a policy to check internal 
policies against relevant legal requirements, and 
against industry best practice and standards. 

24: Interface 
security 

Establish and maintain a policy for securing the 
interfaces of services that process personal data. 

25: Software 
security 

Establish and maintain a policy for ensuring that 
developed software respects security. 

 
 

 
 
 

  
 
 
 

 

Broad category 
ENISA security 
objective* 

Description 

Preventive 
measures 

8: Physical and 
environmental 
security 

Implement controls, and establish and maintain 
policies for the physical and environmental 
security of data centres. 

10: Access 
control to 
network and 
information 
systems 

Implement measures, and establish and maintain 
policies for access to business resources. 

11: Integrity of 
network 
components 
and 
information 
systems 

Take steps to prevent security incidents, thus 
maintaining the integrity of networks, platforms 
and services. 

23: Security of 
data at rest 

Implement mechanisms to adequately protect 
data at rest. 

Staff 

3: Security 
roles 

Assign security roles and responsibilities to 
designated staff. 

5: Background 
checks 

Perform background checks before hiring new 
personnel. 

6: Security 
knowledge 
and training 

Ensure relevant staff have the knowledge to 
perform security-related tasks adequately, and 
provide regular training. 

7: Personnel 
changes 

Establish and maintain a process for managing 
staff changes. 

 
*Numbers match ENISA’s Technical Guidelines.

Appendix: Overview of ENISA’s security objectives 

ENISA’s 27 security objectives are numbered and described in the Technical Guidelines for DSPs. To help you address them, we have arranged them into broad categories here. 
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*Numbers match ENISA’s Technical Guidelines.  

  

Broad category 
ENISA security 
objective* 

Description 

Customers and 
suppliers 

4: Third-party 
management 

Establish and maintain a policy that sets out the 
security requirements for customer and 
supplier contracts. 

9: Security of 
supporting utilities 

Implement security measures for supporting 
utilities. 

26: Interoperability 
and portability 

Ensure customers can interface with other 
digital services and/or migrate to another 
provider offering a similar service. (Cloud 
computing services and online marketplaces 
only.) 

27: Customer 
monitoring and log 
access 

Grant customers access to relevant transaction 
and performance logs. (Cloud computing 
services only.) 

Detect and 
respond 

15: Security 
incident detection 
and response 

Establish and maintain procedures for detecting 
and responding to security incidents effectively. 
Incorporate a process for learning from past 
experiences. 

16: Security 
incident reporting 

Establish and maintain incident reporting and 
communication procedures. 

17: Business 
continuity 

Prepare contingency plans and a continuity 
strategy to ensure service availability. 

18: Disaster 
recovery 
capabilities 

Prepare a disaster recovery capability in the 
case of natural and/or major disasters. 

19: Monitoring and 
logging 

Establish and maintain procedures and/or 
systems for monitoring and logging activity. 
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NIS Regulations Gap Analysis 

Get a true picture of how your current measures 

satisfy the requirements of the NIS Regulations.  

A specialist will assess your measures and  

identify any areas of non-compliance, an 

appropriate scope and realistic internal resource 

requirements. Suitable for both OES and DSPs. 

Useful NIS Regulations resources 

 

IT Governance offers a unique range of NIS Regulations products and services, including books, toolkits and professional consultancy services. 

NIS Regulations – A pocket guide for operators 

of essential services 

Get a clear introduction to the NIS Regulations 

with this essential pocket guide for OES, which 

explains the NCSC’s 14 principles and CAF. It also 

lays out the key requirements for OES and gives 

compliance guidance. 

NIS Regulations Mock Audit 

Gain confidence in passing compliance audits 

from your competent authority, and maintain 

your organisation’s ability to effectively respond 

to and recover from disruptions with this mock 

audit. 

NIS Regulations – A pocket guide for digital 

service providers 

Get a clear understanding of the NIS Regulations. 

This essential pocket guide explains which DSPs 

are within scope, the key requirements for DSPs, 

and how international standards can assist with 

compliance. 

NIS Regulations Documentation Toolkit 

Accelerate and simplify your NIS Regulations 

compliance project with this toolkit, which 

contains more than 100 pre-written, customisable 

templates, documents, policies and procedures. 

The toolkit is primarily designed for OES, although 

DSPs may also find it helpful. 

View all our NIS Regulations 

products and services 
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https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-digital-service-providers?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/category/nis-regulations?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-digital-service-providers?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/category/nis-regulations?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-digital-service-providers?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/category/nis-regulations?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-digital-service-providers?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance
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IT Governance solutions 
 
 

IT Governance is your one-stop shop for cyber security and IT governance, risk 

management and compliance (GRC) information, books, tools, training and 

consultancy. 

 

Our products and services are designed to work harmoniously together so you can 

benefit from them individually or use different elements to build something bigger 

and better. 

 

Books 

We sell sought-after publications covering all areas of corporate and IT governance. 

Our publishing team also manages a growing collection of titles that provide practical 

advice for staff taking part in IT governance projects, suitable for all levels of 

knowledge, responsibility and experience. 

 

Visit www.itgovernance.co.uk/shop/category/itgp-books to view our full catalogue. 

 

Toolkits 

Our unique documentation toolkits are designed to help organisations adapt quickly 

and adopt best practice using customisable template policies, procedures, forms and 

records. 

 

Visit www.itgovernance.co.uk/documentation-toolkits to view our toolkits.

 

 
 

Training 

We offer training courses from staff awareness and foundation courses, through to 

advanced programmes for IT practitioners and certified lead implementers and 

auditors. 
 

Our training team organises and runs in-house and public training courses all year 

round, as well as Live Online and self-paced online training courses, covering a 

growing number of IT GRC topics. 
 

Visit www.itgovernance.co.uk/training for more information. 
 

Consultancy 

We are an acknowledged world leader in our field. Our experienced consultants, with 

multi-sector and multi-standard knowledge and experience, can help you accelerate 

your IT GRC projects. 
 

Visit www.itgovernance.co.uk/consulting for more information. 
 

Software 

Our industry-leading software tools, developed with your needs and requirements in 

mind, make information security risk and compliance management straightforward 

and affordable for all, enabling organisations worldwide to be ISO 27001-compliant. 
 

Visit www.itgovernance.co.uk/shop/category/software for more information. 
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