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The Directive on security of network and information systems (NIS Directive) aims to 

achieve a high common level of network and information system security across the 

EU by: 

• Improving national cyber security capabilities; 

• Increasing cooperation between member states; and 

• Requiring operators of essential services (OES) and digital service providers 

(DSPs) to take appropriate and proportionate security measures, and notify the 

relevant national authorities of serious incidents. 

The UK enacted the Directive into law through the Network and Information Systems 

(NIS) Regulations 2018, which will apply regardless of Brexit. The Regulations set fines 

for non-compliance at up to £17 million, though this maximum penalty is reserved for 

the most extreme cases. 
 

This paper provides an overview of the Regulations’ scope and key requirements for 

OES, and guidance on complying with those requirements.  
 

Section 8(1) of the NIS Regulations identifies OES as providing “an essential service of 

a kind referred to in [Schedule 2] and that service relies on network and information 

systems; and satisfies a threshold requirement described for that kind of essential 

service”. 
 

The NIS Regulations deem the following sectors essential: 

• Energy 
Electricity, oil and gas. 

• Transport  
Air, rail, water and road. 

• Health 
Healthcare settings (including hospitals, private clinics and online settings). 

• Water 
Drinking water supply and distribution. 

• Digital infrastructure 
Top-level domain (TLD) name registries, domain name systems (DNS) service 

providers and Internet exchange point (IXP) operators. 

Organisations in these sectors are within scope of the Regulations as OES if they meet 

the thresholds requirements laid out in Schedule 2, and were required to self-identify 

to their competent authority (assigned on a sectoral basis in the UK, detailed in 

Appendix 2) by 10 August 2018. Organisations that later meet the definition of an OES 

are required to self-identify within three months of meeting it. 
 

Additionally, competent authorities can designate some ‘edge case’ OES if certain 

conditions are met. This power is limited to cases where there are valid reasons on  

The NIS Directive Applicability 

the grounds of national security, threats to public safety or where a disruptive 

incident has the potential for significant adverse social or economic impact. 

https://www.itgovernance.co.uk/nis-directive?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-regulations-oes-operators-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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There are two main requirements for OES to comply with the NIS Regulations: 

1. Putting “appropriate and proportionate technical and organisational 
measures” in place to “manage risks” and “prevent and minimise the 
impact of incidents” (Section 10). 

2. Notifying the competent authority of any incident of “significant impact” 
(Section 11). 

 

Technical and organisational measures 

The first requirement establishes the need for a minimum level of security and the 

ability to respond to incidents when they do occur. These measures should help 

ensure the continuity of the essential service. 

 

Security measures must be “appropriate to the risk” – an approach that ensures 

resources are deployed effectively. It would, after all, be foolish to implement 

sophisticated and expensive defences for minor risks, or to retain critical risks. 

 

Such measures should also consider both technical and organisational approaches. In 

addition to the perhaps more obvious technological solutions, OES will need to 

consider solutions such as defined and enforced policies, training and awareness 

programmes, and incident response processes. 

 

 

Incident notification 

OES need to ensure that they notify their competent authority within 72 hours of 

becoming aware of a ‘significant’ incident, as stipulated by the Regulations. The 

Regulations also define the three parameters for determining what constitutes a 

“significant impact”: 

1. The number of users affected 
2. The duration of the disruption 
3. The size of the affected geographical area 

OES are expected to consider all three factors in determining whether or not an 

incident is “significant”; competent authorities should have defined more detailed 

thresholds for their sector. 

 

Note that the Regulations’ incident reporting requirements are not limited to cyber 

security, but include any incidents that affect the security of network and information 

systems, including physical events such as natural disasters. 
 

  

Key NIS Regulations requirements 

Speak to an expert 

https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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As previously stated, the UK has chosen to designate multiple competent authorities 

based on sector and nation. The UK has also appointed its computer security incident 

response team (CSIRT): the National Cyber Security Centre (NCSC), which is also the 

UK’s single point of contact. 
 

The NCSC has four main responsibilities: 

1. Managing national cyber security. 
 

2. Helping critical national infrastructure organisations handle cyber 

security incidents. 
 

3. Promoting cyber security situational awareness across industry, 

academia and the public sector. 
 

4. Providing the single international point of contact for coordination and 

collaboration between national computer emergency response teams 

(CERTs). 

The NCSC is also the technical authority for cyber security. This means that it is 

responsible for providing guidance and assessment tools to help competent 

authorities assess compliance with the Regulations, but has no regulatory role. 
 

As part of its guidance, the NCSC has defined four objectives for OES, each of which 

is divided into high-level security principles (depicted in Figure 1) and supported by 

guidance from a range of sources.1 

 

The objectives and principles are supported by the Cyber Assessment Framework 

(CAF), which is a framework for competent authorities to determine whether an 

OES has applied appropriate measures to protect its network and information 

systems.2 It is also an excellent model for organisations to validate their own cyber 

security measures. 

The NCSC’s role and guidance 

Figure 1: The NCSC objectives and high-level security principles for OES 

https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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Article 19 of the NIS Directive states that member states should “encourage the use of 

European or internationally accepted standards and specifications relevant to the 

security of network and information systems” for implementing the required security 

measures. 

 

The NCSC’s guidance regularly refers to ISO/IEC 27002:2013, which provides guidance 

on implementing information security controls, and supports ISO/IEC 27001:2013, the 

international standard for information security management. 

 

The guidance also refers to ISO/IEC 27035:2016, the international standard for 

information security incident management. Appendix 1 provides a detailed mapping, 

showing how the NCSC’s principles align with these standards. Applying the principles 

will help you develop cyber resilience tools and processes based on risk management 

best practice – exactly as the NIS Regulations require. 
 

ISO 27001 and ISO 27002 

An ISO 27001 information security management system (ISMS), particularly one that 

draws on ISO 27002’s comprehensive implementation guidance, addresses 

information security risks specific to the organisation. 

 

Such an ISMS encompasses both technical and organisational measures, and demands 

regular risk assessments to ensure your controls address the risks you actually face, in 

accordance with your risk appetite. Both features will help you meet the requirements 

of Section 10 of the NIS Regulations. 

 

A final benefit of ISO 27001 is that it allows organisations to achieve independently 

audited certification. This provides evidence to suppliers, stakeholders and the 
 
 

 

ISO 27035 

The increased likelihood of suffering a security breach, coupled with the need for 

essential services to be available at all times, means that robust incident response 

plans are critical – a point the NCSC addresses in the fourth objective. 
 

ISO 27035 outlines concepts, phases and overall guidelines for information security 

incident management. This standard can be easily implemented by organisations also 

aiming to meet ISO 27001’s requirements, as ISO 27035 provides additional guidance 

specific to incident management to support ISO 27001. 
 

ISO 27035’s structured approach to incident response consists of five phases: 

1. Plan and prepare 

2. Detection and reporting 

3. Assessment and decision 

4. Responses 

5. Lessons learned 

This approach is approximately in line with general cyber resilience frameworks, 

although it does lack the emphasis on maintaining a minimum acceptable level of 

business continuity, as well as the focus on returning to full power after an incident 

that is typical of a dedicated business continuity management standard such as ISO 

22301:2012. This is not a critical failing, of course, but organisations should be aware 

of the need to account for these by adopting other processes or standards. 
 

  

A standards-based approach 

competent authority that the organisation has taken the “appropriate and 

proportionate technical and organisational measures” required. 

 

https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-iso27002-iso-27002-code-of-practice-for-infosec-controls?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-iso-27001-standard-isms-requirements?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/iso27001?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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The NIS Regulations came into effect around the same time as a number of other 

demanding regulatory and contractual requirements, including the Data Protection 

Act (DPA) 2018 and General Data Protection Regulation (GDPR), but also sector-

specific requirements, such as the Data Security and Protection (DSP) Toolkit for 

health and social care organisations. 

 

Their overlap with the NIS Regulations allows for a combined compliance project, 

helping you save time and money, particularly if you already meet some of these 

requirements. An ideal way of streamlining projects would be to implement an 

integrated management system. 

 

We already spoke of the possibility of implementing ISO 27035 together with ISO 

27001. You could also extend your management system to encompass, for example, 

business continuity or privacy. 

 

A combined project also gives you the opportunity to develop a streamlined incident 

notification procedure that manages both security incidents and data breaches, and 

can be linked to your organisation’s incident response plans. 

 

To get started with a comprehensive compliance regime, view our range of cyber 

resilience solutions.   

    

Speak to an expert 

Combining compliance projects 
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https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/data-protection?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/data-protection?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/healthcare/dsp-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/cyber-resilience-consultancy?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/cyber-resilience-consultancy?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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Objectives and principles Guidance 

A. Managing security risk 
Appropriate organisational 
structures, policies and processes 
in place to understand, assess 
and systematically manage 
security risks to the network and 
information systems supporting 
essential services. 

ISO 27001 provides a structured approach to 
information security risk that acts within the 
scope of an organisation-wide information 
security policy and ensures the organisation 
treats information in accordance with legal 
and regulatory requirements, and in line with 
business needs. 

A.1 Governance 
Management policies and 
procedures that define the 
organisation’s approach to 
securing its network and 
information systems. 

Clause 5 of ISO 27001 establishes the 
information security policy, which defines the 
organisation’s approach to information 
security risk management and is approved by 
top management to ensure oversight from the 
organisation’s top echelons. 
 
Clause 5.1.1 of ISO 27002 provides additional 
guidance on policies for information security. 

A.2 Risk management 
The organisation takes steps to 
understand and mitigate threats 
to its network and information 
systems. 

Clause 6 of ISO 27001 provides a structured 
approach to risk management, taking into 
account the risks specific to the organisation 
and the obligations for security and data 
protection. 

A.3 Asset management 
Assets relevant to network and 
information systems are 
determined, understood and 
protected. 

Control category A.8 in Annex A of ISO 27001 
relates to asset management, and the related 
guidance in ISO 27002 provides extensive 
information on supplementary practices, such 
as asset ownership, classification and 
handling. 

Objectives and principles Guidance 

A.4 Supply chain  
The organisation asserts its need 
for cyber resilience throughout its 
supply chain. 
 
 
 
 
 
 

Annex A of ISO 27001 provides a number of 
relevant controls to support information 
security through the supply chain, with 
extensive guidance for each control detailed in 
ISO 27002. 
 
Control A.13.2.2 establishes requirements for 
information transfer agreements, and control 
category A.15 relates to supplier relationships 
generally. 

B. Protecting against cyber 
attack 
Proportionate security measures 
in place to protect essential 
services and systems from cyber 
attack or system failures. 

A combination of management system 
processes and information security controls – 
informed by risk assessments – protect the 
organisation’s systems and information assets 
from cyber attacks and other incidents. 

B.1 Service protection policies 
and processes  
The organisation has policies and 
procedures for specifically 
protecting services that help 
deliver essential services. 

Clause 7 of ISO 27001 specifies requirements 
for critical processes related to managing 
resources for information security, ensuring 
appropriate competence and awareness, and 
establishing requirements for communication 
and documentation. 
 
Meanwhile, Clause 5 of ISO 27002 provides 
guidance on implementing information 
security policies, and Clause 7 addresses 
human resource security at all stages of 
employment. 

Appendix 1: Alignment of ISO standards to the NCSC principles 
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Objectives and principles Guidance 

B.2 Identity and access control  
Access systems that support 
essential services are controlled. 
 

Clause 9 of ISO 27002 contains guidance 
specific to access control. This includes access 
control policies, user registration and de-
registration, access provision, secure logon 
procedures, and so on. 

B.3 Data security  
Stored information is protected 
from incidents that could disrupt 
essential services. 

Clause 8 of ISO 27001 provides the 
specification for operational planning and 
control, ensuring that day-to-day operations 
are appropriately controlled to protect 
information assets and systems. ISO 27002 
provides additional guidance specific to asset 
management in Clause 8. 

B.4 System security  
Critical systems and technologies 
are protected from cyber attack. 

On the basis of a risk assessment, the 
organisation can apply controls from Annex A 
of ISO 27001 to mitigate the threat of a cyber 
attack. This is a reference set of information 
security controls that can be supported by 
controls from, for instance, sector-specific 
control sets.  

B.5 Resilient networks and 
systems  
Resilience is built into design, 
implementation, operation and 
management of systems that 
support essential services. 

Control category A.17 of ISO 27001 outlines 
controls for the preservation of information 
security continuity, while ISO 27002 provides 
further guidance on the information security 
aspects of business continuity management in 
Clause 17. 

B.6 Staff awareness and training  
Staff are appropriately supported 
to ensure the security of network 
and information systems related 
to essential services. 

Clauses 7.2 and 7.3 of ISO 27001 specify the 
requirements for competence and awareness. 
The ISO 27001 approach ensures that the 
organisation’s needs are assessed so that 
adequate training and awareness exercises 
can be implemented. 

  

Objectives and principles Guidance 

C. Detecting cyber security 
events 
Appropriate capabilities to ensure 
network and information system 
security defences remain 
effective and to detect cyber 
security events affecting, or with 
the potential to affect, essential 
services. 

Controls for information security fall into 
three general classes: preventive, detective 
and reactive. Preventive controls stop 
incidents from occurring, detective controls 
identify when an event or incident happens 
and reactive controls respond to incidents in 
order to minimise harm. In an ISO 27001 ISMS, 
detective controls are supported by ongoing 
information security processes that ensure 
key risk areas are monitored. 

C.1 Security monitoring  
Potential security problems are 
identified and security measures 
are assessed for effectiveness. 

ISO 27001 recommends a blended approach 
to security monitoring that incorporates 
detective controls, regular auditing and 
reviews to look for anomalies, and technical 
approaches such as penetration testing. 

C.2 Proactive security event 
discovery  
Anomalous events in network 
and information systems are 
detected. 
 

This requires a mature approach to event 
monitoring in order to identify events that 
may be designed to confound casual 
monitoring or technological solutions. ISO 
27001 promotes an approach to information 
security that combines people, processes and 
technologies, which can provide a strong basis 
for proactively identifying events and 
incidents. 
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Objectives and principles Guidance 

D. Minimising the impact of 
cyber security incidents 
Capabilities to minimise the 
impacts of a cyber security 
incident on the delivery of 
essential services, including the 
restoration of those services 
where necessary. 

Both ISO 27002 and ISO 27035 provide 
guidance on incident response, while ISO 
22301 provides guidance on continuity. An 
approach that takes guidance from ISO 27002 
and ISO 27035, or all three standards, 
provides an effective response to cyber 
security incidents. 

D.1 Response and recovery 
planning  
Suitable incident management 
and mitigation processes are in 
place. 

Clause 17 of ISO 27002 provides guidance on 
planning for and implementing information 
security continuity, while ISO 27035 suggests 
incident response activities in its fourth phase 
(Clause 5.5). 

D.2 Lessons learned  
The organisation learns from 
incidents and implements 
measures to improve resilience. 

Clause 10 of ISO 27001 outlines how the ISMS 
is continually improved by assessing events 
and incidents, and analysing what has worked 
and what has not. 
 
Clause 16.1.6 of ISO 27002 also provides 
guidance on learning from information 
security incidents in order to best protect the 
organisation. 
 
The fifth phase of ISO 27035 (Clause 5.6) 
outlines activities that allow an organisation 
to learn from incidents and make 
improvements as appropriate. 

 IT GOVERNANCE GREEN PAPER | MARCH 2019 

Speak to an expert 

https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/nis-directive-speak-to-an-expert?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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  Sectors Subsectors Competent authorities 

Energy 

Electricity; 
gas 

England, Scotland and Wales – Ofgem and BEIS 
Northern Ireland – Department of Finance 

Oil 
England, Scotland and Wales – BEIS and HSE 
Northern Ireland – Department of Finance 

Transport 

Air CAA and DfT 

Rail 
England, Scotland and Wales – DfT 
Northern Ireland – Department of Finance 

Maritime DfT 

Road 
England and Wales – DfT 
Scotland – Scottish Ministers 
Northern Ireland – Department of Finance 

Health – 

England – DHSC 
Wales – Welsh Ministers 
Scotland – Scottish Ministers 
Northern Ireland – Department of Finance 

Drinking water supply 
and distribution 

– 

England – Department for Environment, Food & Rural Affairs 
Wales – Welsh Ministers 
Scotland – DWQR 
Northern Ireland – Department of Finance 

Digital infrastructure – Ofcom 

 

Appendix 2: Designated competent authorities for OES3
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NIS Regulations Mock Audit 

Gain confidence in passing compliance audits conducted 

by your competent authority, and maintain your 

organisation’s ability to effectively respond to and 

recover from disruptions. 

NIS Regulations Documentation Toolkit 

This toolkit was developed by information security 

specialists and provides all the documents and tools you 

need to meet the requirements of the CAF and ensure 

full NIS Regulations compliance. 

Useful NIS Regulations resources 

IT Governance offers a unique range of products and services, including books, standards, pocket guides, training courses and professional consultancy services. 

Network and Information Systems (NIS) Regulations 

A pocket guide for operators of essential services 

Gain a clear introduction to the NIS Regulations with this 

essential pocket guide, which explains the objectives, 

principles and indicators of good practice. It also outlines 

the key requirements for OES, and gives implementation 

guidance to help you comply with the Regulations. 

NIS Regulations Gap Analysis 

Get a true picture of how your current cyber security 

arrangements measure up against the OES requirements 

of the NIS Regulations. 

       11 

https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-a-pocket-guide-for-operators-of-essential-services?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-gap-analysis?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-nis-directive-mock-audit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
https://www.itgovernance.co.uk/shop/product/nis-regulations-documentation-toolkit?utm_source=green-paper&utm_medium=nis-regulations&utm_campaign=nis-regulations-compliance-guidance-oes
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IT Governance solutions 
 
 

IT Governance is your one-stop shop for cyber security and IT governance, risk 

management and compliance (GRC) information, books, tools, training and 

consultancy. 

 

Our products and services are designed to work harmoniously together so you can 

benefit from them individually or use different elements to build something bigger 

and better. 

 

Books 

We sell sought-after publications covering all areas of corporate and IT governance. 

Our publishing team also manages a growing collection of titles that provide practical 

advice for staff taking part in IT governance projects, suitable for all levels of 

knowledge, responsibility and experience. 

 

Visit www.itgovernance.co.uk/shop/category/itgp-books to view our full catalogue. 

 

Toolkits 

Our unique documentation toolkits are designed to help organisations adapt quickly 

and adopt best practice using customisable template policies, procedures, forms and 

records. 

 

Visit www.itgovernance.co.uk/documentation-toolkits to view our toolkits.

 

 
 

Training 

We offer training courses from staff awareness and foundation courses, through to 

advanced programmes for IT practitioners and certified lead implementers and 

auditors. 
 

Our training team organises and runs in-house and public training courses all year 

round, as well as instructor-led and self-paced training courses, covering a growing 

number of IT GRC topics. 
 

Visit www.itgovernance.co.uk/training for more information. 
 

Consultancy 

We are an acknowledged world leader in our field. Our experienced consultants, with 

multi-sector and multi-standard knowledge and experience, can help you accelerate 

your IT GRC projects. 
 

Visit www.itgovernance.co.uk/consulting for more information. 
 

Software 

Our industry-leading software tools, developed with your needs and requirements in 

mind, make information security risk and compliance management straightforward 

and affordable for all, enabling organisations worldwide to be ISO 27001-compliant. 
 

Visit www.itgovernance.co.uk/shop/category/software for more information. 
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