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The Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR), 

which have been amended several times, set out rules in relation to direct marketing 

communications.  
 

 

One of the more recent amendments came into force on 17 December 2018, 

introducing a change that directly affects directors and other senior managers: the 

Information Commissioner’s Office (ICO) can now fine directors, in addition to the 

organisations themselves, up to £500,000 each for infringements. 

 

This power was formalised in the “Privacy and Electronic Communications 

(Amendment) Regulations 2018”. 

The ICO issued £17.8 million in fines for nuisance calls between 2010 and 2018.1 

 

However, just 54% of that was paid. The remaining 46% was to be collected from 

organisations that declared bankruptcy after receiving the fine – which therefore 

remained unpaid. The problem was that the directors in charge of those organisations 

were avoiding the penalties by starting new businesses. These ‘phoenix companies’ 

came with a new name but were otherwise identical in business. 

 

The UK government held a consultation on “action against rogue directors” between 

May and August 2018, during which it considered measures that would hold 

“company bosses personally liable for breaches of the relevant legislation” and help 

ensure “direct marketing laws are treated more seriously at boardroom level”.2 

 

The government response to that consultation showed a “clear majority” of 

respondents in favour of introducing such measures; the ICO was therefore granted 

the power to fine directors as well as organisations.3 

The ePrivacy Directive and Regulation 

The PECR were derived from the EU’s Privacy and Electronic Communications 

Directive 2002 (ePrivacy Directive). This directive, as well as all member state 

laws derived from it, will be superseded by the ePrivacy Regulation (ePR), 

expected to pass in 2019. The law may or may not apply in the UK following 

Brexit, but, for now, organisations within scope need to ensure compliance with 

the 2003 PECR and their amendments. 

What has changed? Why was this change introduced? 

https://www.itgovernance.co.uk/the-pecr-and-eu-eprivacy-directive?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/eprivacy-regulation-epr?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
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Directors cannot be fined under the amended PECR for just any non-compliance – 

certain fines can still only be levied against the organisation. 

 

Regulation 2(3) of the Amendment states that a director or senior manager (referred 

to in the Amendment as an ‘officer’) may be fined if the violation: 

• “took place with the consent or connivance of the officer”; or 

• “was attributable to any neglect on the part of the officer”. 

Organisations can be fined for “deliberate” actions that resulted in a non-compliance 

with the PECR – even if they did not intend to violate the law through those actions. 

For instance, in 2016, Flybe attempted to comply with the EU’s General Data 

Protection Regulation (GDPR) by emailing customers to ask them to update their 

details and marketing preferences. 

 

The problem was that some of the recipients had previously opted out of direct 

marketing messages. And because an email that asks customers to update their 

marketing preferences is sent to generate marketing leads – in other words, sent for 

direct marketing purposes – it is subject to the PECR rules. 

 

The ICO fined Flybe because its “actions which constituted that contravention were 

deliberate actions (even if Flybe did not actually intend thereby to contravene 

PECR)”.4 

The PECR apply to organisations that: 

• Send direct marketing communications by phone, email, text or fax; 

• Use cookies or a similar technology on their website to track user activity; or 

• Compile a telephone directory or similar. 

“Direct marketing” applies to any promotional materials, whether for commercial 

or not-for-profit reasons.  

When can directors be fined? What about my organisation? 

Is my organisation within scope? 

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
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With respect to direct marketing, you should check for three key things: 

1. Ensure there is a lawful basis for collecting the data for marketing purposes. 

Specifically, ensure you have consent – this could be on the GDPR’s strict terms, 

which would be the harder but safer option, or you can rely on indirect consent 

(also known as the ‘soft opt-in’) if a commercial relationship already exists. 
 

2. Even if you rely on the soft opt-in, you must inform data subjects that you 

intend to use their personal data for direct marketing purposes. The best way to 

do this is through a privacy notice. This notice should also specify any third 

parties if you share their data with or sell it to them, as well as your 

organisation’s contact details. 
 

3. Those contact details will help your data subjects opt out of direct marketing 

communications, should they wish to do so. Ensuring an easy way of opting out 

is another key PECR requirement, and has to be met even if relying on indirect 

consent. 

On top of these requirements, service providers must also have appropriate technical 

and organisational measures in place to protect personal data. 

 

For more information on how to comply with the PECR, please see our guide for 

marketers. 

No. Despite some overlap in their requirements, each law stipulates rules that the 

other does not. 

 

The PECR protect businesses as well as individuals (in other words, both B2B and B2C 

marketing are subject to the PECR rules), whereas the GDPR just protects natural, 

living persons.  

Speak to an expert 

How do I comply? Can I just comply with the GDPR to ensure PECR 

compliance? 

https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/speak-to-a-gdpr-expert?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
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  Privacy Audit Service 
 

Check your direct marketing practices, identify 

areas of non-compliance and receive expert 

recommendations for improvement with an 

on-site compliance audit delivered by our 

experienced data privacy team. 

Useful resources 

IT Governance offers a unique range of PECR and data privacy products and services, including professional consultancy, software, toolkits and training courses. 

PECR Audit 
 

Get clarification of your PECR compliance position 

from an independent, professional assessor. We 

will identify areas of non-compliance and deliver 

a report to help you take remedial action. 

GDPR Toolkit 
 

Meet the requirements of the GDPR quickly and 

effectively with this complete set of easy-to-use, 

customisable and fully GDPR-compliant 

documentation templates. 

PECR Self-Assessment Tool 
 

This self-assessment tool will cost-effectively 

assess your organisation against the PECR, 

helping you understand the PECR marketing 

requirements, quickly identify compliance gaps, 

and plan and prioritise your PECR project. 

Certified GDPR Foundation Self-Paced 

Online Training Course 
 

In your own time and at your own pace, get a 

comprehensive introduction to the GDPR and a 

practical understanding of the implications and 

legal requirements for organisations. 

Data Protection Act 2018 Self-Paced 

Online Training Course 
 

This course introduces the DPA 2018, compares 

the DPA 2018 and the GDPR, and explains how 

the Brexit draft regulations will affect data 

protection in your organisation. 

https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-audit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-self-assessment-tool?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/certified-gdpr-foundation-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/data-protection-act-2018-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-audit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-self-assessment-tool?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/certified-gdpr-foundation-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/data-protection-act-2018-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-audit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-self-assessment-tool?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/certified-gdpr-foundation-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/data-protection-act-2018-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-audit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/gdpr-toolkit?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/pecr-self-assessment-tool?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/certified-gdpr-foundation-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/data-protection-act-2018-distance-learning-training-course?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/shop/product/privacy-audit-service?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
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Other papers you may be interested in 

GDPR and PECR – A guide for marketers EU General Data Protection Regulation – A compliance guide 

https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-paper/gdpr-a-compliance-guide?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-paper/gdpr-a-compliance-guide?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-paper/gdpr-a-compliance-guide?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-paper/gdpr-a-compliance-guide?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-paper/gdpr-a-compliance-guide?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-papers/gdpr-and-pecr-a-guide-for-marketers?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
https://www.itgovernance.co.uk/green-paper/gdpr-a-compliance-guide?utm_source=green-paper&utm_medium=pecr&utm_campaign=pecr-amendment-facts-directors
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IT Governance solutions 
 
 

IT Governance is your one-stop shop for cyber security and IT governance, risk 

management and compliance (GRC) information, books, tools, training and 

consultancy. 

 

Our products and services are designed to work harmoniously together so you can 

benefit from them individually or use different elements to build something bigger 

and better. 

 

Books 

We sell sought-after publications covering all areas of corporate and IT governance. 

Our publishing team also manages a growing collection of titles that provide practical 

advice for staff taking part in IT governance projects, suitable for all levels of 

knowledge, responsibility and experience. 

 

Visit www.itgovernance.co.uk/shop/category/itgp-books to view our full catalogue. 

 

Toolkits 

Our unique documentation toolkits are designed to help organisations adapt quickly 

and adopt best practice using customisable template policies, procedures, forms and 

records. 

 

Visit www.itgovernance.co.uk/documentation-toolkits to view our toolkits.

 

 
 

Training 

We offer training courses from staff awareness and foundation courses, through to 

advanced programmes for IT practitioners and certified lead implementers and 

auditors. 
 

Our training team organises and runs in-house and public training courses all year 

round, as well as instructor-led and self-paced training courses, covering a growing 

number of IT GRC topics. 
 

Visit www.itgovernance.co.uk/training for more information. 
 

Consultancy 

We are an acknowledged world leader in our field. Our experienced consultants, with 

multi-sector and multi-standard knowledge and experience, can help you accelerate 

your IT GRC projects. 
 

Visit www.itgovernance.co.uk/consulting for more information. 
 

Software 

Our industry-leading software tools, developed with your needs and requirements in 

mind, make information security risk and compliance management straightforward 

and affordable for all, enabling organisations worldwide to be ISO 27001-compliant. 
 

Visit www.itgovernance.co.uk/shop/category/software for more information. 
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IT Governance is the one-stop shop for cyber security, cyber risk 
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