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ISO 27001 information security 
management consultancy

Trusted by hundreds of organisations 
to achieve certification to 

 ISO/IEC 27001:2013



Get a head start over your competitors and secure your critical information 
assets today.

Not unlike any other undertaking that affects the entire organisation however, an ISMS implementation project 
should be approached with due regard for the potential risks that might threaten to derail the project. 

Securing upfront commitment from the leadership team, establishing the necessary project resources, undertaking 
the scoping exercise with diligence, and ensuring that the project runs on time and to budget are all common 
obstacles that can easily be overcome with the support and guidance of global experts.

A team of experts you can trust

IT Governance is an international authority in the fields of information security and cyber risk management. We are 
regarded as the pioneers of ISO 27001 implementations and certifications, having led more than 600 such projects. 
Our management team led the world’s first ISO 27001 ISMS certification project

We advise businesses across the globe on their most critical issues and present cost-saving and risk-reducing 
solutions based on international best practice and frameworks.

Our technical expertise and solid track record in international management system standards mean we are uniquely 
placed to deliver a complete solution and manage a project from start to finish. 

Getting a head start: the ISO 27001 gap analysis

A gap analysis is a useful starting point for any implementation project. Unlike off-the-shelf gap analysis tools, 
a consultant-driven gap analysis offers an informed opinion of your current compliance against the Standard’s 
requirements, based on an actual assessment of your total information security posture. 
 
With over 15 years’ experience, our consultancy team know exactly what certification bodies expect. 

We can translate the standard’s  requirements into practical terms, enabling you to get a big picture view of what 
is already working well, which areas require improvement, and the level of work that is required to achieve full 
compliance.

The result is a detailed report that provides crucial information on:

• Your compliance gaps against ISO 27001 
 (clause-by-clause and control-by-control);
• The proposed scope of your ISMS; 
• Your internal resource requirements; 
• An executive summary; and
• Potential barriers to certification.

Deploying an ISO 27001-aligned ISMS is a laudable step in building a more 
structured approach towards managing information security.  

Minimal effort 
57%

Some effort 
35%

Significant effort 
8%



The IT Governance approach to ISMS implementation

We have developed and honed a nine-step approach to implementing an ISO 27001-compliant ISMS. All consultancy 
projects led by IT Governance follow this approach, as do our training courses, guides and other tools.

A qualified consultant will work with you to ensure all the key activities of setting up a working ISO 27001 ISMS are 
undertaken correctly. IT Governance will ensure that the project remains on track and achieves its objectives.
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Developing a risk 
management methodology, 

conducting the risk 
assessment and applying 
risk treatments, including 

producing the Statement of 
Applicability (SoA) and the 

risk treatment plan (RTP).

Developing critical 
ISO 27001 requirements 
relating to organisational 

context, scope and 
leadership to ensure 

alignment with the 
business objectives.Reviewing baseline security 

controls according to legal, 
contractual and regulatory 
requirements.

Implementing 
management system 
processes, information 
security controls, staff 
training, competence 
and awareness. Establishing 

performance measurement 
capability of the ISMS, 

including processes 
and security controls. 

Internal ISMS audit and 
management review.Initiating a mock 

certification audit 
and giving support 
throughout the 
certification audit.

Assembling information, 
establishing project 
objectives, setting 
information security goals 
and securing senior-level 
project commitment.

Establishing a project 
governance structure, 

project plan and 
project risk register.

Initiating documentation 
development, roles and 
responsibilities, continual 
improvement of the ISMS, 
internal and external 
communication and ISMS 
project awareness.



Gareth Lawrence

Gareth has more than 20 years’ 
experience in audit and assurance 
services for ISO 27001, the 
NHS IG Toolkit, information risk 
management and internal auditing.

When not consulting, Gareth 
regularly delivers our ISO 27001 
series of training courses as a 
public, Live Online and in-house 
course.

Alice Baker

In addition to being an ISO 27001 
trainer and consultant, Alice is 
a process-driven ITIL® expert 
and ISO 20000 practitioner. She 
provides consultancy and assistance 
to organisations implementing 
management systems ready for 
accredited certification.  

Nick Orchiston

 
Nick is a senior consultant at 
IT Governance with 20 years’ 
experience in implementing 
management system standards. 
He has helped a wide variety of 
organisations, from SMEs to global 
corporations, achieve accredited 
certification to international 
management systems standards, 
including ISO 27001. 

Ian Shorten

Ian has worked in management 
systems auditing and improvement 
for more than 12 years. With 
extensive experience in information 
technology, including software 
development, information security 
management has become his 
central focus. Ian regularly conducts 
ISMS audits, and is the principal 
trainer for our ISO 27001 Lead 
Auditor course.

Steve Watkins

Steve is a director at IT Governance. 
With years of experience in 
implementing ISO 27001, and as one 
of the IT Governance directors who 
led the world’s first ISO 27001 ISMS 
implementation, Steve also contracts 
to UKAS as one of its ISMS technical 
assessors.

He is incoming chair of the IST/33 
committee responsible for the UK’s 
contributions to the revisions of the 
ISO 27000 series of standards.

Alan Calder 

Alan Calder is founder and 
executive chairman of IT 
Governance. 

He led the world’s first successful 
implementation of BS7799  
(now ISO 27001). 

A leading author on information 
security and IT governance issues, 
he wrote the definitive compliance 
guide, IT Governance: An 
International Guide to Data Security 
and ISO27001/ISO27002 7th edition 
(co-written with Steve Watkins).

To find out more, visit: 
www.itgovernance.eu/iso-27001-consultancy

Some of our senior consultants

https://www.itgovernance.eu/en-ie/shop/product/it-governance-an-international-guide-to-data-security-and-iso27001-iso27002-7th-edition?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/shop/product/it-governance-an-international-guide-to-data-security-and-iso27001-iso27002-7th-edition?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/shop/product/it-governance-an-international-guide-to-data-security-and-iso27001-iso27002-7th-edition?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/iso-27001-consultancy-ie?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU


Post-certification activities

For clients wishing to follow the certification route, we can help create a plan for the maintenance and continual 
improvement of the ISMS. We offer the following services, in addition to other added services such as penetration 
testing, GDPR consultancy, Cyber Essentials certification and cyber incident response management. 
 
Visit our website to find out more.

ISO 27001 Internal Audit

Outsource your internal audit to a qualified auditor with in-depth experience of ISO 27001 and the audit process, 
and gain the assurance you need to make sure you meet your clients’ and stakeholders’ demands. 

This service consists of two separate audit days spread over one year.

ISO 27001 Managed Service

Outsource the management and maintenance of your ISMS to the experts.  

Benefit from the reliable advice and practical experience of an ISMS specialist to manage, maintain, audit and 
continually improve your ISMS in line with the requirements of ISO 27001:2013. 

ISO 27001 Do-it-yourself packages

For organisations that have the resources available to oversee their own ISMS implementation project, we offer 
affordable DIY packages that combine bestselling tools, software, guides and qualification-based training with up to 
40 hours of online consultancy, eliminating the expenses that are associated with traditional consultancy projects. 

Visit www.itgovernance.eu/iso27001-solutions for more.

Some of the clients that have benefited from our consultancy services

“Here we are, just 6 months after we started the project and the outcome has been described by 
the auditor as ‘a delight to audit’. Much of this has been down to the mentoring and coaching 

style IT Governance has used to steer us to our goal.”
David Gilbert, Global Business Development Manager, Goal Group of Companies 

SME with 19 staff or fewer? Consider ISO 27001 FastTrack™ consultancy

This fixed-price online consultancy package is designed to help small organisations with 19 or fewer employees 
reach ISO 27001 certification readiness in just three months. Receive a 100% guarantee of certification.

https://www.itgovernance.eu/en-ie/consulting-ie?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/shop/product/iso-27001-internal-audit-service?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/shop/product/iso-27001-isms-managed-service?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/iso-27001-packaged-solutions-ie?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
https://www.itgovernance.eu/en-ie/iso-27001-packaged-solutions-ie?utm_source=Collateral&amp;utm_medium=ISO27001-Consultancy-EU
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Why IT Governance?

100% certification guarantee
IT Governance guarantees that our clients will achieve ISO 27001 certification within the agreed timeline. This 
guarantee is subject to contract and applies where the client meets the resource, competence and task completion 
requirements of the agreed project plan, and where the scope of the ISMS is not materially changed without 
agreement on both sides.

Global ISO 27001 pioneers
Our ISO/IEC 27001 consultancy services use methodologies and tools that have been developed and honed over 
more than 15 years, beginning when two of our directors led the world’s first certification to BS 7799, the forerunner 
of ISO 27001.

Knowledge transfer to support client independence
Where appropriate, IT Governance focuses on developing clients’ knowledge and confidence in implementing and 
independently maintaining an effective ISMS. This approach reduces the need for continued support and minimises 
any additional costs being incurred.

Demonstrable track record
IT Governance has experience of many successful management system certification and cultural change projects, and 
has helped more than 600 clients with their certification projects.

Deep technical expertise
Our extensive expertise in ISO 27001, IT governance, the Payment Card Industry Data Security Standard (PCI DSS), 
ISO 22301, ISO 9001 and other leading standards means that we can help you cost-effectively integrate your ISMS 
with other security frameworks. Our comprehensive security solutions include Qualified Security Assessor (QSA) 
services for the PCI DSS, and CREST-accredited penetration tests. Clients can rest assured that work is delivered by 
qualified and knowledgeable individuals, and meets rigorous industry standards.

Recognised by third-party accredited certification bodies 
IT Governance is independent of vendors and certification bodies, and encourages clients to select the best fit for 
their needs and objectives. IT Governance is widely recognised among UKAS-accredited certification bodies as a 
leading consultancy and is listed on the following:

  

t:  00 800 48 484 484 
e:  servicecentre@itgovernance.eu 
w: www.itgovernance.eu

Third Floor, The Boyne Tower,
Bull Ring, Lagavooren, Drogheda
Co. Louth, A92 F682

IT Governance Europe Ltd 

/ITGovernanceEU/ITGovernanceEU /it-governance-europe-ltd
  

“Having IT Governance on hand to guide our swift adoption of the ISO 27001 Standard and 
provide ongoing expert support has been invaluable. They really understood the needs of a 
technology enterprise like ours.”
Paul Green, information security and operations manager at Wirefast
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