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INTRODUCTION 

Cyber risk has become a critical business issue, with senior 
management increasingly under pressure – from customers, 
regulators and partners – to ensure their organisation can 
defend against, respond to and recover from cyber attack. 

Resilience against cyber attack requires an organisation to do 
more than just erect digital defences; a significant percentage 
of successful attacks originate in the analogue, physical 
world, or are aided and exacerbated by physical and 
environmental vulnerabilities. Effective cyber security 
therefore requires a comprehensive, systematic and robust 
information security management system; boards, customers 
and regulators all seek assurance that information risks have 
been identified and are being managed. 

The international standard ISO/IEC 27001:2013 
Information technology – Security techniques – Information 
security management systems – Requirements is the 
blueprint for managing information security in line with an 
organisation’s business, contractual and regulatory 
requirements, and its risk appetite. Information security has 
always been an international issue and this version of the 
Standard reflects eight years of improvements in the 
understanding of effective information security 
management. It also takes account of the evolution in the 
cyber threat landscape over that period and allows for a 
wide range of best practice controls. 

Information security is now clearly also a management 
issue, a governance responsibility. The design and 
implementation of an information security management 
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system (ISMS) is a management role, not a technological one. 
It requires the full range of managerial skills and attributes, 
from project management and prioritisation through 
communication, sales skills and motivation to delegation, 
monitoring and discipline. A good manager who has no 
technological background or insight can lead a successful 
ISMS implementation, but without management skills, the 
most technologically sophisticated information security 
expert will fail at the task. 

This is particularly so if the organisation wants to derive 
maximum, long term business value from the implementation 
of an ISMS. Achieving external certification is increasingly a 
standard cost of doing business; achieving the level of 
information security awareness and good internal practice 
that enables an organisation to safely surf the stormy, cruel 
seas of the information age requires a level of culture change 
no less profound than that required to shift from industrial to 
post-industrial operations. 

I know all this because my background is as a general 
manager, not as a technologist. I came to information 
security in 1995 because I was concerned about the 
information security exposures faced by a company of which 
I was CEO. When you’re the CEO, and you’re interested in 
it, you can make an ISMS happen – as I’ve proved a number 
of times. While this book will shorten the learning curve for 
other CEOs in my position, it’s really aimed at the manager – 
often an IT or information security manager, sometimes a 
quality manager – who is charged with tackling an ISO 
27001 implementation and who wants to understand the 
route to a positive outcome. It builds on the experience of 
many ISO 27001 implementations and reflects the nine step 
implementation methodology that now underpins all the ISO 
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27001 products and services that can be accessed through  
IT Governance Ltd, the company I founded back in 2005. 
These nine steps work in any organisation – public sector, 
voluntary sector or private – anywhere in the world. 
Technology infrastructure, business model, organisational 
architecture and regulatory requirements all inform the 
context for implementation of an ISO 27001 ISMS but don’t 
limit its applicability. We’ve helped implement an ISO 
27001 ISMS in businesses with as few as two people, in 
mammoth, multi-country global enterprises, and in 
organisations of all sizes and types in between. 

The second-biggest challenge that, in my experience, is 
faced by information security technologists everywhere in 
the world is getting – and keeping – the board’s attention. 
The biggest challenge is gaining – and maintaining – the 
organisation’s interest in and application to the project. 
Ongoing press and public attention regarding cyber risk is 
driving the issue onto board agendas and, when boards do 
finally understand they need to act – systematically and 
comprehensively – against information security threats, 
they become very interested in hearing from their 
information security specialists. They even develop an 
appetite for investing organisational dollars into hardware 
and software solutions, and for mandating the development 
of a new ISMS – or the tightening up of an existing one. 

A successful ISMS project stems from and depends on 
genuine top management support. Progress is quicker if the 
project is seen as having a credible business need: to win an 
outsourcing or other customer contract, for instance, or to 
comply with a public funding requirement, improve 
competitiveness or reduce regulatory compliance costs and 
exposures. 
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When we first decided to tackle information security, way 
back in 1995, my organisation was required to achieve both 
ISO 9001 certification and Investor in People (IiP) 
recognition as a condition of its branding and trading 
licence. We also intended to sell information security and 
environmental management services and – out of a desire to 
practice what we preached, as well as from a determination 
to achieve the identifiable benefits of tackling all these 
components of our business – we decided to pursue both 
BS 7799 and ISO 14001 at the same time. 

BS 7799 certification only existed then in an unaccredited 
form and was, essentially, a Code of Practice. There was 
only one part to it and, while certification was technically 
not possible, some Certification Bodies were interested in 
issuing statements of conformity. The other standards that 
we were interested in did all exist but, at that time, it was 
generally expected that an organisation would approach 
each standard on its own, developing standalone manuals 
and processes. This was hardly surprising, as it was unusual 
for any organisation to pursue more than one standard at 
any time! 

We made the momentous decision to approach the issue 
from primarily a business perspective, rather than a quality 
one. We decided that we wanted to create a single, integrated 
management system that would work for our business, and 
that was capable of achieving multiple certifications. While 
this seemed to fly in the face of standard practice around 
management system implementation, it seemed to be 
completely in line with the spirit of the standards themselves. 

We also decided that we wanted everyone in the 
organisation to take part in the process of creating and 
developing the integrated management system that we 
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envisioned. We believed that was the fastest and most 
certain way of getting them to become real contributors to 
the project, both in the short and long term. We used 
external consultants for part of the ISO 9001 project but 
there simply was no BS 7799 expertise available externally. 

This lack of BS 7799 experts was a minor challenge 
compared with the lack of useful books or tools. Today, 
you can purchase books such as An Introduction to 
ISO27001 and Information Security; back then there were 
bookshelves full of thick, technologically-focused books on 
all sorts of information security issues, but nothing that 
might tell a business manager how to systematically 
implement an information security management system. 
We had no option but to try to work it out for ourselves. 

We actually did the job twice, once under the unaccredited 
scheme and the second time after the Standard had become 
a two-parter and had been accredited (the earlier, single part 
had become a Code of Practice and a new part, a 
specification for an information security management 
system, had been introduced). In fact, our accredited audit 
was also our certification body’s first observed audit for its 
own UKAS accreditation. While that was an interesting 
experience, it did mean that our systems had to be 
particularly robust if they were to stand the simultaneous 
scrutiny of two levels of external auditors! 

We underwent external examination on five separate 
occasions within a few months and our integrated 
management system achieved all the required external 
certifications and recognitions. We did this without 
anything more than the part time assistance of one ISO 
9001 consultant and an internal quality management team 
of one person. Steve Watkins, now a director of IT 

http://www.itgovernance.co.uk/shop/p-357-an-introduction-to-information-security-and-iso-27001-2013-a-pocket-guide-second-edition.aspx
http://www.itgovernance.co.uk/shop/p-357-an-introduction-to-information-security-and-iso-27001-2013-a-pocket-guide-second-edition.aspx
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Governance Ltd and a UKAS Technical Assessor for ISO 
27001, was that quality manager, and he did most of the 
real work to create our integrated, multi-standard 
management system. Admittedly, the organisation was a 
relatively small one but, although we only employed about 
80 people (across three sites), we did also have an associate 
consultant team that was nearly a hundred strong. And back 
then, we probably couldn’t have done something as 
complex as this in a much larger organisation. 

The lessons that Steve and I learned in our first two 
implementations – and our experience with ISO 27001 
implementations since then, often in very substantial public 
and private sector organisations – has enabled us to crystallise 
the nine keys to a successful ISMS implementation. 

Properly managed and led, any ISO 27001 project can be 
successful. We’ve proved it. 

Over the years, my organisation (IT Governance Ltd: 
www.itgovernance.co.uk) has developed approaches to 
implementing an ISMS that can help project managers 
identify and overcome many of the very real problems they 
face in achieving a successful outcome. We’ve also 
developed unique tools and techniques that simplify the 
process, that fit together around the nine steps described in 
this book, and that enable organisations to succeed without 
additional external assistance. Information security success, 
in the long term, does not need to be consultant-dependent; 
it does depend on the organisation itself. This book 
describes the key issues, the building blocks of success, and 
tells you how to tackle them. 

The book is intended to be a fairly high-level guide to the 
nine-step implementation process and it therefore refers, 

http://www.itgovernance.co.uk/
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from time to time, to more detailed books or tools that have 
been developed or published by my company. In particular, 
it often makes reference to the substantially more detailed 
and comprehensive IT Governance – An International 
Guide to Data Security and ISO27001/ISO27002, Sixth 
Edition, which Steve and I originally wrote to fill the 
evident gap in available guidance on the subject. That book 
is also now The Open University’s postgraduate text book 
on information security. 

In each case where I have made a specific reference, the 
book or tool is unique and was developed to do the specific 
job that I describe it as doing. We developed these books, 
tools and services because there simply was nothing 
available on the market that did a comparable job or that 
delivered the sort of return on investment that we know our 
customers are looking for. 

The ISO 27000 family 
The information security Standard is, in fact, a two-part 
standard which has undergone considerable evolution. One 
part of the Standard (ISO 27001:2013) provides a 
specification for the ISMS (it uses words like ‘shall’, 
particularly in Annex A, which is the list of controls). The 
other part (ISO 27002:2013) has the status of a Code of 
Practice; the assembled guidance on best practice 
information security from around the world. 

The difference between a specification and a Code of 
Practice, in the world of management systems standards, is 
that a specification contains the word ‘shall’ and specifies 
what is mandatory for a system if it is to comply with the 
standard, while a Code of Practice provides guidance and 

http://www.itgovernance.co.uk/shop/p-772-it-governance-an-international-guide-to-data-security-and-iso27001iso27002-sixth-edition.aspx
http://www.itgovernance.co.uk/shop/p-772-it-governance-an-international-guide-to-data-security-and-iso27001iso27002-sixth-edition.aspx
http://www.itgovernance.co.uk/shop/p-772-it-governance-an-international-guide-to-data-security-and-iso27001iso27002-sixth-edition.aspx
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uses words like ‘should’ to indicate that compliance is not 
mandatory. Organisations can choose controls from this 
Code of Practice or anywhere else, provided the 
requirements of the specification are met. Accredited 
certification takes place against a requirements 
specification, not a Code of Practice. 

ISO 27001 is linked to ISO 27002 and, where the 
organisation uses the Annex A controls, ISO 27002 
provides the guidance on how to implement those controls. 

These two standards are supported by ISO 27000, which 
provides the definitions on which they rely. This is a 
lightweight work, but contains useful guidance and all the 
essential definitions that will help ensure everyone involved 
in the implementation project is on the same page. 

You need to obtain, and study, copies of both ISO/IEC 
27001:2013 and ISO/IEC 27002:2013. It is against ISO 
27001 specifically that compliance will be measured and 
the exact words in that Standard have precedence over any 
other guidance or commentary. Copies of the Standards can 
be obtained from your national standards body or from 
www.itgovernance.co.uk (IT Governance Ltd is an 
authorised standards distributor for a number of standards 
bodies). 

In cases of doubt or uncertainty, your certification auditor 
will refer to the Standards for clarification; if everything 
you do can be tied down to specific words in the Standard 
you will be in a strong position. On the other hand, don’t 
assume that if you do something the Standard does not 
specify your action is incorrect. The Standard is a minimum 
requirement, not a maximum one. 

http://www.itgovernance.co.uk/products/33
http://www.itgovernance.co.uk/products/33
http://www.itgovernance.co.uk/isapi/isapi.dll?product_detail&amp;product_id=31
http://www.itgovernance.co.uk/
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Links to other standards 
ISO 27001 is supported by a family of related best practice 
standards, each of which provides additional guidance on a 
specific aspect of information security management. This 
family of standards is continuously growing and 
developing; up-to-date information is available from 
www.itgovernance.co.uk/iso27000-family.aspx. 

ISO 27001:2013 will harmonize with ISO 9001:2015 and 
ISO 14001:2015, as well as with ISO 22301, ISO 20000-1 
and ISO 50001, so that management systems can be 
effectively integrated. 

ISO 27001 implicitly recognises that information security 
and an ISMS should form an integrated part of any internal 
control system created as part of corporate governance 
procedures. The Standard fits in with the approach adopted 
in the UK by the FRC Guidance on Risk Management. 

There is further discussion on the relationships with these 
other standards, more detail on the interrelationship with 
ISO 27002, and initial guidance on how frameworks such 
as ITIL (and ISO 20000) and COBIT could be used in an 
ISO 27001 implementation in An Introduction to ISO27001 
and Information Security. 

Before you start 
It would be worth getting appropriate training before you 
start your ISMS project. 

The most useful training courses are those that provide an 
introduction to the whole subject, those that cover 
implementation and those that cover audit. All good courses 
are accredited by an external examination board, such as 

http://www.itgovernance.co.uk/iso27000-family.aspx
http://www.itgovernance.co.uk/shop/p-357-an-introduction-to-information-security-and-iso-27001-2013-a-pocket-guide-second-edition.aspx
http://www.itgovernance.co.uk/shop/p-357-an-introduction-to-information-security-and-iso-27001-2013-a-pocket-guide-second-edition.aspx
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IBITGQ (the International Board for IT Governance 
Qualifications – www.ibitggq.org). 

An ISO27001 ISMS Foundation Course is a one-day course 
that provides a broad awareness of the subject and is 
suitable for all project team members. 

An ISO27001 Lead Implementer Course is the ideal course 
for those who will be responsible for taking the project 
forward. This is a three-day course that provides practical 
guidance on effective implementation. The Certified 
Information Security Lead Implementer (CIS LI) 
qualification is widely recognised, and CIS LI courses and 
exams reflect the nine-step approach that I describe. 

All management systems have to be subject to internal 
(management) audit, and a Lead ISMS (or, possibly, an 
Internal ISMS) Auditor Course will provide those inside 
your organisation who will be charged with designing and 
managing your internal information security audit process 
with the skills they need to do this effectively. 

You can see more detailed information about these, and 
other, courses here: www.itgovernance.co.uk/itg-training-
courses.aspx. These qualifications can be achieved by 
attending either a classroom (daily travel or hotel expenses) 
or a live online (make your own drinks and meals) course. 

Training will also, of course, be an important facilitator of 
the types of changes your organisation may need to make 
in terms of information security management. Exposing 
the whole project team to the principles of ISO 27001 
through an ISO 27001 Foundation training course is a 
sensible step after you’ve provided for the critical lead 
implementer and lead auditor training. Staff throughout 
the business will also need specific training in those 

http://www.ibitggq.org/
http://www.itgovernance.co.uk/itg-training-courses.aspx
http://www.itgovernance.co.uk/itg-training-courses.aspx
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aspects of security policy that will affect their day-to-day 
work. The IT manager and IT staff will all need specific 
competencies in Information Security (see ISO 27001 
Clause 7.2) and, if this needs to be enhanced by training, it 
should be delivered by an organisation that recognises and 
understands the technical aspects of ISO 27001 training. 
More information about appropriate training can be found 
here: www.itgovernance.co.uk/itg-training-courses.aspx. 

 

http://www.itgovernance.co.uk/itg-training-courses.aspx
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CHAPTER 1: PROJECT MANDATE 

It may be something of a cliché but, for information 
security management system (ISMS) projects, it is certainly 
true to say that ‘well begun is half-way done’. The person 
charged with leading an ISO/IEC 27001:2013 ISMS project 
has to reduce something that looks potentially complex, 
difficult and expensive in terms of time and resources, to 
something that everyone believes can be achieved in the 
time frame allocated and with the resources allowed. And 
then you have to make sure that it is actually delivered! 

What this actually means is that the ISMS project leader 
has to set up the project in such a way that it is adequately 
resourced, that there is enough time (including for 
everything that may go wrong) and that everyone 
understands the risks in the project and accepts the controls 
that are being deployed to minimise them. 

Almost everyone dislikes change. Very few people relish 
dealing with the unknown. Most people will see an ISMS 
project as something that brings both change and the 
unknown into their working life, and not everyone will 
welcome it. That’s normal; they’ll get on board in the end. 

The project leader, in the first phase of the project, is the 
person to whom everyone else in the organisation turns for 
insight, comfort and support. You have to be the person 
who provides enthusiasm, certainty and an understanding of 
what’s involved. 

This means that learning on the job in a transparent fashion 
is not advisable. I don’t mean that you need to know all the 
answers at the outset, because that’s not realistic. As long 
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as you have a clear understanding of the strategic issues and 
practical knowledge of where to turn for advice and 
guidance, you can be effective – even if you’re only a day 
or two ahead of everyone else in the detailed knowledge 
required for the project. 

You’d be surprised at the number of times someone has 
kicked off an ISMS project without adequate preparation, 
has failed to answer a series of questions or challenges 
about specific issues adequately, and has then been 
surprised that the project has lost credibility rather quickly. 

Your CEOs support for the project is even more important 
than your own understanding of what you’re trying to 
achieve. Information security is both a management and a 
governance issue. Successful implementation of an ISMS 
depends absolutely on the project having real support from 
the top of the organisation. With it, you have a real chance 
of success; without it, none at all. Securing real top 
management support – not mere lip service – is key to ISO 
27001 success. In this context, I’m not necessarily talking 
about the CEO of a large, multi-subsidiary organisation; 
I’m talking about the person who is accountable for the 
business success or failure of the trading entity that is 
considering ISO 27001. This could be a trading division, a 
subsidiary company, a standalone unit or a virtual 
organisation. 

It’s important to be clear about the meaning of 
‘accountable’ in this context. I am talking about the person 
whose job and career ultimately depend on the success of 
the business entity that is considering ISO 27001; this 
person does not always occupy the role that is formally 
‘where the buck stops’. All organisations know exactly 
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where the buck really stops, and this is the person I’m 
referring to as the CEO in this chapter. 

Strategic alignment 
The first reason why the CEO has to fully support you and 
the ISMS project is that it is a business project, not an IT 
project. It has to be fully aligned with the business model, 
business strategy and goals, and has to be prioritised for the 
business and allocated an appropriate level of resources. 
While the CEO is unlikely to be the ISMS project leader, 
the only person who can effectively prioritise cyber security 
is the CEO. No single project leader is in a position to be 
clear about the organisation’s strategic needs and goals but, 
as this is a strategic project that affects everyone, you need 
to be ‘in the loop’ so that you can tailor your own plans to 
deliver the organisation’s business priorities. 

You also need to know what the strategic risks faced by the 
organisation are, and how these are reflected and prioritised 
in information security risks. There are many possible 
questions, the answers to which will be critical to your 
approach and detailed plan. For instance, is the risk of 
intellectual property theft more significant – with a greater 
potential impact – than the risk of, for example, a three day 
business closure? Is regulatory compliance more, or less, 
important than reducing the cost of sales? Is information 
security and regulatory compliance going to be important in 
outsourcing solutions (or, when faced with a choice 
between a lower cost, but less secure, and a more secure but 
more expensive outsourcing option, which one will the 
organisation choose?). How should conflict between the 
regulatory requirements of two different jurisdictions in 
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which the organisation trades be resolved? What’s the 
trade-off between the operational flexibility that is allowed 
to subsidiary organisations, and implementation of a 
minimum, consistent level of information security and IT 
service reliability? What are the long term plans for specific 
support services (if they’re going to be outsourced, then 
you’re going to approach ISMS implementation differently 
than if they’re staying in-house)? There are many such 
questions, the answers to which you need to know before 
you can even start planning; there are many others that will 
come up in the course of the project. 

Prioritisation and endorsement 
The second reason you require this level of support is that, 
without it, the project simply won’t happen. It’s not enough 
for the CEO and executive management simply to 
acknowledge that the project is important. It’s not enough 
that they merely talk about it. It’s not enough that you know 
the organisation’s strategic priorities and are able to align 
the project with the business plan. 

If it really is to happen senior management have to be 
committed, well and truly determined to achieve it. Top 
management commitment means that the project gets the 
financial and human resources it needs. It gets the 
oversight, ‘face time’ and internal communication headlines 
it needs. Unless you have this sort of commitment, there are 
going to be lots of things that people throughout the 
organisation will see as higher priorities than your project. 
Of course, there are going to be some higher priorities; what 
you need is clear prioritisation that is understood across the 
business and is continuously supported by the CEO. 
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The relative prioritisation of your project needs to be 
clearly understood. Within that context, it needs to have the 
firm and uncompromising endorsement of the CEO. By 
‘endorsement’ I mean that, when those occasionally 
unnecessary internal barriers appear, the words: “This is a 
project endorsed/mandated by the CEO” should go a long 
way to overcoming them. 

Change management 
The third reason you need the CEO’s support is that an 
ISMS project is likely to be a change management project. 
The implementation of an ISMS is not a low-impact 
activity. It may require changes to how computer users do a 
number of things and it also affects aspects of managers’ 
everyday activities. A successful ISMS project is, in other 
words, a low-key, but nevertheless wide-ranging change 
management project and the way you approach it has to 
learn from the experience of successful change 
management programmes. 

There have been many books written about change 
management. Many of these projects fail to deliver the 
benefits that have been used to justify the expense of 
commencing and seeing them through. Successful 
implementation of an ISMS does not require a detailed, 
strategic change management programme, particularly not 
one devised and driven by external consultants. What it 
does require is complete clarity among senior management, 
those charged with driving the project forward, and those 
whose work practices will be affected, as to why the change 
is necessary, what the end result must look like and why 
this result is essential. The change management aspects of 
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this are the third reason why the CEO’s support and 
backing is essential: you want him to be setting the 
example, doing all the things that you’re going to want 
everyone else to be doing. 

The fact is that the Standard itself demands this level of 
support. It will not allow any certification body to certify an 
ISMS without getting firm evidence that senior 
management is committed. The reason for this is simple: if 
commitment is lacking the ISMS will not be adequate; the 
risks to the organisation will not have been properly 
recognised or fully addressed; and the strategic business 
goals and consequent future information security 
requirements are unlikely to have been considered. 

The CEO’s role 
Ideally, the CEO should be the driving force behind the 
programme, and achievement of ISO 27001 certification 
should be a clearly stated goal in the current business plan. 
The CEO needs to completely understand the strategic 
issues around IT governance and information security, and 
the value to the company of successful certification. The 
CEO has to be able to articulate this to the board and senior 
management, and to deal with objections and issues that 
arise. Above all, he or she has to be sufficiently in 
command of this part of the business plan to be able to keep 
it on track against its strategic goals. 

The chairman and board should give as much attention to 
monitoring progress against the ISO 27001 implementation 
plan as they do to monitoring all the other key business 
goals. Clause 5.1 of the Standard specifically requires 
evidence of this commitment from the top: “Top 
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management shall demonstrate leadership and commitment 
with respect to the information security management 
system”. If the CEO, chairman and board are not behind 
this project there is little point in proceeding; certification 
will not happen without clear evidence of such a 
commitment. This principle of leadership from the top is, of 
course, also essential to all major change projects. 

If you are already the CEO of the organisation, then you’re 
doing exactly the right thing by reading this book and 
preparing to drive the information security project yourself. 
If you’re not the CEO, then you’ve got to secure the sort of 
commitment and support that I described above. 

The ideal leader of an ISMS project is a business leader – a 
COO (chief operations officer) or a line of business leader; 
adopting an ISMS is a business project and business 
leadership is therefore fundamental to its success. It is often 
the case that an ISMS project fails because it has apparently 
been set up as a technology project and it is therefore seen 
and treated as a narrow project that doesn’t deserve full 
business commitment. ‘Just another IT project’ is the wrong 
message for driving an ISMS into the culture of the 
organisation. 

There are, of course, organisations in which the chief 
information officer (CIO) is a member of the senior 
management team, is responsible for an integrated function 
that includes information security and already has the full 
trust and support of the CEO and the board. In such an 
organisation the CIO could be the driver of the project, but 
it will still need the CEO’s commitment and support, not 
least so that everyone in the organisation understands that 
securing recognition is a business priority. The CIO will 
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also urgently need to build a cross-business project team; I 
will return to this later. 

should start preparing for its first surveillance visit, which 
will take place about six to nine months later. Any minor 
non-conformances should be capable of being closed out by 
email, and any recommendation for certification will be 
dependent on this happening within an agreed timescale. 

The certificate will refer to the latest version of the SoA and 
the auditors will check for updates on their subsequent 
visits. Therefore, when supplying a copy of the certificate 
to clients, stakeholders or other parties, the organisation 
should be prepared to provide a copy of the most recent 
SoA. While the SoA is a living document, updated as and 
when necessary, the organisation should endeavour to keep 
such updates and alterations to a minimum. 
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