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Get a true picture of your ISO 27001 compliance posture  

IT Governance’s ISO 27001 Gap Analysis service provides a detailed review of the 
current state of your organization’s compliance against the requirements of ISO 

27001 – the international standard that describes best practice for an ISMS 
(information security management system). 

 

 

Why conduct an ISO 27001 gap analysis?  

Conducting an ISO 27001 gap analysis will give you an informed assessment of: 

• Your compliance gaps against ISO 27001 

• The proposed scope of your ISMS 

• Your internal resource requirements 

• The potential timeline to achieve certification readiness 

Additionally, an in-person gap analysis will provide you with the information necessary 

to develop a strong business case for implementing an ISO 27001-compliant ISMS. 

 

Service description 

Our ISO 27001 Gap Analysis service consists of two key phases: an assessment of 

your existing information security arrangements and documentation, followed by a 
report collating the findings.  

 

Phase 1: Assessment 

An ISO 27001 specialist will assess your existing information security arrangements 
and documentation. This may involve:  

• Interviews with selected staff, covering the existing processes and procedures in 
place and initiatives currently underway and comparing these to the requirements 
of ISO 27001 

• A desk-based review of the key privacy and security policies and procedures 

• An inspection of the operation of key processes and systems 

The assessment’s findings will be compared against the requirements of ISO 27001 to 
identify any opportunities for improvement in the existing arrangements, address 
shortfalls against the Standard’s requirements and mitigate the risk of data breaches. 

 

Phase 2: Report 

Following the assessment, you will receive a gap analysis report. This report will 
collate the findings of the assessment, and will detail: 

• The overall state and maturity of your information security arrangement 

• The specific gaps between these arrangements and the requirements of ISO 27001 

• Options for the scope of an ISMS, and how they help to meet your business and 
strategic objectives 

https://www.itgovernanceusa.com/iso27001-benefits
https://www.itgovernanceusa.com/iso27001-benefits
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• An outline action plan and indications of the level of internal management effort 
required to implement an ISO 27001 ISMS 

• A compliance status report (red/amber/green) against the management system 
clauses (clause-by-clause), as well as the information security controls (control-by-
control) described in ISO 27001:2013 

 

How long will it take? 

The time required to complete the gap analysis often depends on the size and 
complexity of the organization, but the final report will normally be delivered within 
ten working days of the initial site visit(s)/online assessment. If organizational 
complexity means the exercise is likely to take longer, we will tell you at the outset. 

 

Eligibility   

The ISO 27001 Gap Analysis service is available for organizations of any size, in any 
sector or industry. The fixed-price service (advertised on the website) has been 
designed for organizations with up to 250 employees and one major site (location).  

If your organization falls outside of the above eligibility criteria, the price can be 
adjusted in accordance with your organization’s profile and requirements. Please 
contact us for a quote.  

 

Resource requirements 

To ensure your project can proceed according to schedule and fulfil its objectives, you 
will be asked to provide information about any existing ISO 27001 arrangements your 
organization has in place.  

Although these requests will be managed to minimize disruption, we request that they 
are treated with the appropriate priority to ensure the gap analysis is carried out 
effectively.  

Additionally, you will need to appoint an internal project coordinator to oversee the 
project and liaise between the consultant and staff. 

 

Why choose IT Governance?  

• We’re the global pioneer of ISO 27001 – our management team successfully led 
the world’s first ISO 27001 certification project. 

• Our approach has been honed over 15 years, during which time we have trained 
more than 8,000 professionals on ISMS implementations and audits worldwide, 
and helped more than 600 consultancy clients achieve ISO 27001 certification and 
compliance. 

• Our ISO 27001 consultancy services come with a 100% guarantee that you will 
achieve certification within the timeline of the agreed project.  
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• We have a proven and pragmatic approach to assessing compliance with 
international standards, no matter the size or nature of your organization.  

• Our pricing proposals are completely transparent, so you won’t get any surprises.  

• You will receive expert advice and guidance from our consultants from the outset 
to help you develop a business case, allowing you to secure the necessary 
leadership commitment and investment.  

 

Take the first step in aligning your information security 
arrangements with ISO 27001  

Purchase the ISO 27001 Gap Analysis now.  Alternatively, if you would like to speak to 
one of our team to discuss your consultancy requirements, email us at 
servicecenter@itgovernanceusa.com or call us on 1 877 317 3454. 

 

mailto:servicecenter@itgovernanceusa.com

