
Find out more about how IT Governance
can help to identify risks in your existing
systems and processes, or how to
proactively detect and prevent internal
and external threats by clicking here or
calling +1 877 317 3454.

Ransomware infections by sector

Crypto-ransomware

Ransomware is a type of malicious
program that uses threatening
messages to extort money from
victims.

Crypto-ransomware is a type of
ransomware that encrypts files
stored on the user's computer or
device. By encrypting the contents
of the file, it is made unreadable by
either the reader or the device
itself. To restore it for normal use, a
decryption key is needed to
'unscramble' the file.
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How is malware distributed?

In a survey conducted by Osterman
Research, almost one out of every two
participants indicated that their
organisation had suffered at least one
ransomware attack in the past 12 months.
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2. IBM's  Ransomware: How consumers and businesses value their data

What is ransomware? 

Ransomware is a growing threat

42%
Of the IT professionals who had
 experienced a ransomware attack, only
42% reported being able to successfully
recover all their data from backup.

59%

Emails with malicious links and malicious
attachments account for 59% of
ransomware infections. Users are more
than twice as likely to be infected by
clicking something in an email than by
visiting an infected website directly.

Ransomware attacks are becoming  

more sophisticated and cyber attackers
are demanding higher payments from
business victims.

Almost every sector is affected by ransomware, but some types of organizations
are targeted more than others. The services sector, with 38% of infected
computers, is the worst affected by far.
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Transport,
communications and
amenities 7%

Wholesale trade 9%

Finance, 
insurance and real
estate 10%

Public
administration 10%

Manufacturing 17%

Services 38%

The evolution of ransomware

Disconnect from
networks immediately
if you suspect infection.

What is ransomware and
how can I protect my
business?

A quick guide to ransomware - what it
is, how it works, what happens when
your system is infected and what  you
can do to stop it.

How to defend your
organization from
ransomware attacks

Create rules that block
programs from executing from
AppData /LocalAppData folders.

Take action against the
threat of phishing
attacks by educating
your employees.

Back up regularly and make sure
you have offline backups. That
way, if you are infected with
ransomware, your backups
won’t be encrypted.

Ensure that you
regularly update your
antivirus software
definitions.

Keep your systems updated and
patched. Hackers will target
outdated systems to infiltrate an
attack.

Conduct simulated
phishing attacks to
establish whether your
employees are
vulnerable to phishing
emails.

Limit user privileges
and write permissions
on file servers as much
as possible. 

Disable the running of
macro scripts on Office
files sent by email.

Monitor logs closely for
suspicious activity
across firewalls and
antivirus software.

How ransomware infects your machine
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https://www.itgovernanceusa.com/technical-services

