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Protect your organisation from cyber crime 

Protecting your organisation against cyber criminals is not something that can be 
achieved with a single product. The continually evolving cyber security threat 

environment requires a multi-layered approach and a range of skills that are 
prohibitively expensive for many businesses. Over many years, through helping 
hundreds of clients large and small, we have identified the key risks and established 

the critical security measures required to defend against the vast majority of cyber 
attacks. 

Cyber Security as a Service brings together the tools, training, procedures and expertise 
needed to meet your cyber security challenge, backed by qualified, expert support and 
cyber security insurance, to help you build or enhance your cyber security capabilities. 

Using our experience, we will guide you through the cyber security maze and provide 
the assurance that your organisation has the level of protection you need. 

 

Service eligibility 

The service package applies to single-entity organisations with up to 500 employees, in 
any sector or industry. Services are provided in accordance with the size of your 

organisation. We classify organisation sizes as follows: 

 

 Small   1–50 employees 

 Medium 51–250 employees 

Corporate 251–500 employees 

 

For organisations that fall outside the eligibility criteria or require adjustments, please 
contact us on +44 (0)333 800 7000 or speak to an expert for a quotation. 

 

Resource requirements  

You will need to appoint an internal resource to liaise with IT Governance for the 
duration of this service. It would be useful for this person to have some experience in 
or understanding of IT systems and networks.  

Because the service comprises a number of components, it may be valuable to assign 
different people to different elements. For instance, the e-learning packages may be 
best administered by HR or a training coordinator, while the documentation templates 
could be owned by a compliance or operations manager.  

  

https://www.itgovernance.co.uk/cyber-security-as-a-service
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Cyber Security as a Service 

Service 
Small 

1–50 

Medium 

51–250 

Corporate 

251–500 

Dedicated cyber security 

expert 
✓ ✓ ✓ 

Cyber security assessment and 

action plan 
✓ ✓ ✓ 

Unlimited cyber security advice 

line 
✓ ✓ ✓ 

Monthly cyber security support 

check-in 
1/2 day 1/2 day 1 day 

Annual internal vulnerability 

assessment  
1 day 1 day 2 days 

Unlimited external vulnerability 

scans 
8 IPs 16 IPs 64 IPs 

Cyber security policy and 

procedure templates 
✓ ✓ ✓ 

E-learning licences for three 

courses: 

• Information Security 

and Cyber Security  

• GDPR: Email Misuse 

• Phishing 

✓ ✓ ✓ 

Cyber incident response 

assistance 
✓ ✓ ✓ 

Cyber incident emergency data 

breach management support 
2 hours 2 hours 2 hours 

Monthly newsletter on the 

latest threats and risks 
✓ ✓ ✓ 

Quarterly board update ✓ ✓ ✓ 

Flash webinar briefings on 

critical threats 
✓ ✓ ✓ 

Implementation and incident 

support – consultancy discount  
10% 15% 15% 

Cyber security insurance 
Up to £150,000 

cover 

Up to £250,000 

cover 

Up to £500,000 

cover 
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Service elements 

Dedicated cyber security expert 

You will have an expert cyber security consultant to manage your cyber security 
activities. While they will be your primary contact, they are supported by resources from 
across the wider GRC International Group in areas such as penetration testing, security 
and privacy compliance, the Payment Card Industry Data Security Standard (PCI DSS), 
ISO 27001, business continuity and incident response. 

 

Cyber security assessment and action plan 

Your organisation’s journey to cyber security starts by assessing your ability to face the 
most critical risks. Your dedicated consultant will assess your current security measures 
against core threats, examining key control areas to evaluate your organisation’s ability 
to protect against and respond to critical cyber threats.  

The output of the evaluation is a prioritised action plan, listing the activities and 
resources required to address any cyber security risks identified. Your consultant will 
keep the action plan up to date throughout the year as your organisation’s security 
matures and the threat environment evolves. 

 

Unlimited cyber security advice line 

This provides unlimited access to our cyber security expertise to discuss common cyber 
security concerns and problems, and for recommendations on ways to limit cyber risks. 
It also offers a point of contact for advice in case of cyber security incidents and data 
breaches. 

The advice line is available via phone, email and Microsoft Teams during UK working 
hours (9:00 am to 5:00 pm weekdays). 

 

Cyber security support check-in 

Every month, we will review and update the action plan and security assessment based 
on your progress and any changes in the risk environment, as well as addressing any 
issues revealed by your vulnerability scans. This enables your cyber security capabilities 
to improve and mature, and offers an opportunity for you to discuss any security 
concerns. 

 

Annual internal vulnerability scan 

Internal vulnerability scans involve assessing your internal infrastructure and a sample 
of user devices (workstations, laptops, tablets, mobile phones, etc.) to identify 
vulnerabilities. The findings will be provided in a comprehensive report that sets out 
your specific vulnerabilities and offers guidance on mitigating risk. 

Under some circumstances, this service can be provided remotely. 
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Unlimited external vulnerability scans 

Our external vulnerability scanning service gives you unlimited access to automated 
scans of your Internet-facing infrastructure. Scans can be conducted as and when you 
choose, and can be scheduled to minimise possible disruption. The results will be 
provided in a detailed report explaining what has been found alongside recognised 
remediation steps. Assistance responding to these findings can be provided via the 
monthly check-in or the advice line. 

 

Cyber security policy and procedure templates 

Our documentation toolkit is aligned to the core threat areas that your dedicated expert 
examines in the cyber security assessment. These documentation templates provide 
the starting point for any policies and procedures you might need to address actions 
identified in the cyber security assessment. Using the customisable best-practice 
templates will enable you to jump-start your security management activities. 

 

E-learning licences 

Staff awareness of good cyber security practices is critical to preventing incidents. Cyber 
Security as a Service includes three staff awareness e-learning courses for all your staff: 
Information Security and Cyber Security; GDPR: Email Misuse; and Phishing. These 
courses are delivered through our online learning management system (LMS), which 
staff can access from any computer with an Internet connection.  

The LMS gives you access to metrics about staff completing the course and scores from 
any tests or assessments, so you can keep an eye on weaknesses and focus any 
remedial activity. All our e-learning courses are regularly reviewed and updated to 
ensure they are relevant and up to date. Licences for other courses can be purchased 
for an affordable price. 

 

Cyber incident response assistance 

In the event of a breach, the advice line service can provide guidance on appropriate 
breach response measures and post-breach security remediation activities. 

This assistance will complement the template procedures included with the toolkit and 
any recommendations implemented following the cyber security assessment.  

We can also help you develop your plans with discounted rates on our business 
continuity experts. 

 

Cyber incident emergency data breach management support 

Emergency data breach management support is provided by our sister company GRCI 
Law, a specialist in data privacy, cyber security, and legal and compliance advisory 
services. In the event of a data breach, GRCI Law can help deal with the consequences 
and legal requirements. The emergency support includes two prepaid support hours to 
assess the data breach, and advise on whether it is reportable in line with Article 33 of 
the GDPR and the immediate next steps to take. This covers the following:  

• Liaising with the single point of contact within the client organisation. 
• Reviewing and assessing the nature of the breach. 

http://grcilaw.com/
http://grcilaw.com/
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• Assessing whether the breach is reportable or recordable.  
• Advising on immediate steps to protect the organisation and data subjects. 

• Advising on the requirements to inform the affected data subjects if applicable. 

 

Monthly cyber threats newsletter 

The monthly newsletter provides information about the latest cyber threats and risks. 
This is often directly actionable – details about the latest phishing scams, for instance, 
can be communicated to staff to keep them alert, and trends in attack types can provide 
the impetus to bolster security in key areas. 

 

Quarterly board update 

To ensure your organisation’s senior management is properly briefed on the emerging 
cyber security and privacy landscape, we will provide a non-technical summary of the 
key issues that the board needs to be aware of every quarter.  

 

Flash briefings 

In the event of a major cyber threat emerging, such as WannaCry or Heartbleed, we 
will provide a flash briefing webinar, ensuring you know what it is, how it affects your 
organisation and what to do about it. 

 

Implementation and incident support – consultancy discount 

Where you need additional support from across GRC International Group to implement 
advice, or you suffer a cyber security incident, you will be entitled to a discounted rate 
on prepaid blocks of consultancy hours. These blocks are sold in multiples of ten hours 
and can be drawn upon as required. Prepaid hours can be carried forward from year to 
year. 

 

Cyber security insurance 

If an incident does occur, you will benefit from access to cyber security insurance to 
mitigate the associated costs. The insurance can be applied to costs related to incident 
response activities not covered by this service, network interruption and loss of income, 
cyber extortion and ransom, and privacy and network security liability. Click here to 
read more about the cyber security insurance cover. 

 

Why choose us? 

• We have an in-depth understanding of cyber security, how best to secure your 
organisation against threats and how to prepare for incidents to hasten recovery. 

• Our specialist team has extensive cyber security project expertise, both in the UK 
and globally. 

• Our transparent proposals are fixed price, so you won’t get any surprises. 

https://e.grci.group/l/500371/2021-08-26/45km23/500371/16299743854MOkM2IE/CSaaS_insurance_information_Aug_21.pdf
https://e.grci.group/l/500371/2021-08-26/45km23/500371/16299743854MOkM2IE/CSaaS_insurance_information_Aug_21.pdf
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• We are CREST certified as ethical security testers, an IASME-licensed certification 
body for the Cyber Essentials scheme and qualified to deliver PCI Qualified Security 
Assessor (QSA) services. 

• Our extensive range of cyber security and data privacy solutions means we can 
support all your data security requirements at an affordable price. 

• You will have access to a dedicated account manager throughout the project. 

 

Speak to an expert 

Call our team on +44 (0)333 800 7000 or speak to an expert for further information 
and to discuss your cyber security project requirements. 

https://www.itgovernance.co.uk/cyber-security-as-a-service

