
DSPs with fewer than 50 employees and an annual turnover and/or annual balance sheet of less than €10 million

will be exempt from compliance. 

DEADLINE FOR TRANSPOSITION INTO NATIONAL LAW

WHAT DOES IT MEAN FOR OES?
14 high-level principles have been developed, based

around global standards and guidance. 

Objective A: Managing security risk

Objective B: Defending systems against cyber attack

Objective C: Detecting cyber security events 

Objective D: Minimising the impact of cyber security incidents

CYBER ASSESSMENT FRAMEWORK (CAF)

The CAF will provide guidance for auditing and assessing

acceptable levels of cyber security of OES by competent

authorities. It is due to be published in spring.  

INCIDENT REPORTING 

OES must report any incidents that occur to their

competent authority or CSIRT within 72 hours.  

WHAT DOES IT MEAN FOR DSPs?

THE ROLE OF COMPETENT AUTHORITIES

Competent authorities will be appointed in each member state.

In the UK, multiple competent authorities have been proposed.

They will:

Designate OES

Request information related to

the NIS Directive

Direct OES or DSPs to undertake an

action in relation to the NIS Directive

Monitor the application of the

NIS Directive

Audit, or require an audit of OES

or DSPs

Prepare and publish

guidance 

Notify the public about an

incident

Investigate the causes of an

incident

Enforce an instruction

on OES or DSPs

Issue penalties to OES

and DSPs

A1. Governance A2. Risk management A4. Supply chain A3. Asset management

B1. Service protection
policies and processes 

B5. Resilient networks
and systems 

B4. System security  B6. Staff awareness
and training 

B3. Data securityB2. Identity and
access control

C2. Anomaly detectionC1. Security monitoring

D2. Improvements D1. Response and
recovery planning 
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To improve national

cyber security

capabilities.

For operators of essential services (OES)

and digital service providers (DSPs) to

take “appropriate and proportionate”

security measures, and notify relevant

national authorities of serious incidents. 

To increase

cooperation between

EU member states.  

OBJECTIVES

 WHO DOES IT APPLY TO?
In the UK, it applies to the following sectors:

Operators of essential services 

Energy Transport Health Water Digital infrastructure

Digital service providers

NIS Directive
All UK businesses need to know

The Directive on security of network and information systems (NIS Directive) ((EU) 2016/1148) aims to

achieve a high common level of network and information systems security across the European Union.   

Online marketplaces Search engines Cloud computing services

TERRITORIAL SCOPE

Operators of essential services

that function within the EU

Digital service providers that offer

services to those within the EU

A Commission Implementing Regulation has been

developed by the European Commission outlining

the security measures and incident reporting

thresholds for DSPs.

DSPs are free to “take technical and organisational

measures appropriate and proportionate to mange the

risk posed” as long as it reflects the requirements

of the Directive.

££17 million
A fine of up to £17 million has been levied in the UK.

Intended to motivate enhancements to cyber resilience while

being proportionate to potential risks. 

PENALTY REGIME FOR NON-COMPLIANCE

Competent authorities

will define the fines by

sector. 

HOW TO GET STARTED

START YOUR COMPLIANCE JOURNEY NOW

IT Governance offers a total cyber resilience solution to help you meet your

NIS Directive compliance obligations and ensure continued compliance.

View our range of NIS Directive compliance solutions >>

To read more about the detailed requirements of the NIS Directive,

download the free NIS Directive compliance guide.

Download now>>

READ MORE ON THE REQUIREMENTS

https://www.ncsc.gov.uk/guidance/nis-directive-top-level-objectives
https://www.itgovernance.co.uk/nis-directive
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R0151&from=EN
https://www.itgovernance.co.uk/
https://www.itgovernance.co.uk/cyber-resilience
https://www.itgovernance.co.uk/nis-directive
https://www.itgovernance.co.uk/
https://www.itgovernance.co.uk/resources/green-papers/nis-directive-compliance-guide
https://www.itgovernance.co.uk/resources/green-papers/nis-directive-compliance-guide

