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Cyber security should be a high priority for everyone, especially given how common 

cyber attacks have become. Unfortunately, as they promise considerable returns for 

very little effort, we can only expect the number of attacks to continue to rise. 

Threats can come from disgruntled employees, competitors, amateur hackers 

attacking organisations just for fun, state actors or even full-blown cyber armies. 
 

Businesses are clearly aware of the prevalence of attacks: 74% of directors, trustees 

or senior managers of UK businesses said that cyber security was a high priority in 

2018.1 There is good reason for this, as 72% of large businesses in the UK said they 

had identified at least one cyber security breach or attack that year, and 40% of all 

businesses suffer a breach or attack at least once per month.2 
 

Another issue is that it typically takes several months, or even years, to detect a 

security breach – the average is 101 days3 – which gives criminals considerable time 

to exploit the accessed information. This can be costly for the breached organisation, 

especially when the breach is detected by an external party, as happens 38% of the 

time.4 

 

 

 
 

Simple security is evidently not enough. Organisations must be equipped to respond 

to breaches and other incidents, containing the harm and recovering to business as 

usual as swiftly as possible. 

 

It is important to first define cyber security and business continuity: 

Cyber security 

A system of defences, consisting of technologies, processes or measures, 

designed to protect information and information systems in the 

interconnected world. 

Business continuity 

A system for helping an organisation continue to operate during disruptions, 

and to recover to normal functionality as quickly as possible. 

Cyber resilience encompasses both these practices to protect the organisation’s 

information assets, and respond to and recover from an attack when necessary. 
 

Given enough opportunities and resources, cyber criminals can compromise any 

organisation – and every organisation is a target, regardless of size. The real 

question is not if an organisation will suffer an attack, but when. 
 

Bearing this in mind, it is better for organisations to assume that they will suffer a 

breach at some point. Therefore, organisations should work on a strategy to reduce 

the impact and hasten the return to business as usual. Without being in a state of 

readiness, an incident or threat can disrupt business operations with long-term 

effects, not to mention the more immediate financial and reputational costs that 

can occur.  

Introduction 

What is cyber resilience? 

https://www.itgovernance.co.uk/what-is-cybersecurity?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/cyber-resilience?utm_source=green-paper&utm_medium=Cyber-Resilience
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A number of frameworks and legal requirements now focus on cyber resilience, 

including the UK’s Network and Information Systems (NIS) Regulations, the Scottish 

Public Sector Cyber Resilience Framework5 and the NIST Cybersecurity Framework 

(CSF).6 These take a broadly comparable approach in describing five key domains 

for a comprehensive cyber resilience strategy7:  

1. Identify potential threats 

2. Protect yourself against these threats 

3. Detect breaches and other incidents 

4. Respond to these incidents 

5. Recover if an attack was successful 

Even when following these domains, it is not easy to plan a strategy from scratch 

and to know whether you are on the right track. 

 

We believe that the best approach to cyber resilience is to implement both an 

information security management system (ISMS) and a business continuity 

management system (BCMS). 

 

ISMS and BCMS: Implementation 

The international standard ISO/IEC 27001:2013 provides a specification for a best-

practice ISMS – a systematic approach to making sure confidential or sensitive 

information remains secure. Generally speaking, an ISMS accounts for the ‘identify’, 

‘protect’ and ‘detect’ domains. 

 

Meanwhile, ISO 22301:2012 provides a specification for a best-practice BCMS, a 

system that focuses on how to respond to business activities or processes being 

interrupted, for example by a cyber attack. A BCMS generally accounts for the 

‘respond’ and ‘recover’ domains. 

 

 
 

Both management systems mandate a continual improvement cycle, which should 

be established early on in any implementation project. A continual improvement 

cycle ensures you are able to keep up with constantly evolving cyber threats. ISO 

22301 specifically applies the Plan-Do-Check-Act (PDCA) model to a BCMS, which 

can also be applied to an ISMS. 

 

In the PDCA model, you first establish exactly what you intend to do (plan). You 

then execute the plan and implement any necessary controls (do). Next, you 

monitor and review the results of the implementation, and decide if they need to 

be fixed or improved (check). Finally, you authorise corrective action based on the 

review (act). Significant changes can be introduced into this cycle, so the 

management system improves incrementally as errors are eliminated and 

improvements discovered. 

 

Organisations need to be able to demonstrate that they are taking cyber risk 

seriously. This means that they must make it a topic the board or senior 

management engages with and oversees. Without support from the top of the 

organisation, it is likely that the project will not be seen as a priority. 

   

Effective information security, and therefore an effective ISMS, is founded 

on three ‘pillars’: people, processes and technology. Ultimately, although 

having solid technology in place is critical to security, that technology has to 

be managed and maintained by people, who need to follow defined 

processes. 

Planning a cyber resilience strategy 

Domain one: Identify potential threats 

 

https://www.itgovernance.co.uk/nis-directive?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/iso27001?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/iso22301-business-continuity-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
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Threats themselves should be identified and subjected to detailed risk assessment. 

The three key steps in a risk assessment are: 

1. Identify your information assets 

2. Identify risks to your assets 

3. Decide how to deal with those risks 

A good ISMS must provide a systematic process for risk assessment; otherwise, the 

real risks to the organisation’s information assets cannot be appropriately and reliably 

identified and dealt with. 

 

In line with ISO 27001, this process should be rigorous enough to produce “consistent, 

valid and comparable results” (Clause 6.1.2). As an ISMS should also be overseen by 

the top of the organisation, the risk management process will help meet many legal 

and regulatory obligations. 
 

Identify your information assets 

An information asset is any information that has value to an organisation, and 

therefore requires protecting. This is not limited to your digital assets, such as 

software, customer data or systems, but also includes offline content and employee 

knowledge. 

 

Getting this step right will keep your project moving and reduce the risk of new 

threats appearing before you finish the project, so you can avoid wasting valuable 

time, effort and resources. 

 

Identify risks 

Risks are often thought of as a combination of a threat and vulnerability that could 

cause harm to your information assets. These could come in the form of cyber attacks, 

human errors, natural disasters, and even pedestrian breaches such as theft or 

accidental loss. 

 

Penetration testing can help identify weaknesses in your organisation’s networks, 

infrastructure and web applications. A penetration tester is an ethical hacker who 

systematically probes for vulnerabilities in your applications and networks to identify 

potential weaknesses before criminal hackers have a chance to exploit them. 

 

As part of identifying risks, you also need to evaluate them so that you can determine 

the significance of the threat. This usually involves establishing their likelihood and 

potential impact. This will help you complete the final part of your risk assessment. 
 

Decide how to deal with risks 

After you have identified all the risks and evaluated them, you have to decide how to 

handle them. There are, generally speaking, four options: 

1. Avoid 

Eliminate the risk altogether. 
 

2. Modify 

Apply controls to reduce the risk. 
 

3. Share 

Change the responsibility of the risk by, for example, setting up insurance or 

outsourcing the relevant service to a third party that can better handle the 

risk. 
 

4. Retain 

Depending on the nature of the risk, you might simply accept its existence. 

Speak to an expert 

https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/penetration-testing?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
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Once you have completed your risk assessment, the next step is to implement the 

decisions you made. 

 

Most controls used to treat risks are preventive; they are designed to stop certain 

attacks from happening at all, or to reduce their likelihood or impact. Technical 

controls include firewalls and malware protection, while process controls might 

include policies and working procedures. 

 

Detective controls are used to observe the environment so that the organisation 

can react either before a risk causes harm, or to minimise the harm. This might 

include using a CCTV camera to observe access to restricted areas, or intrusion 

detection systems watching your network perimeter. 

 

Reactive controls, meanwhile, take action in response to an event. This might 

include locking down an area that has been infiltrated, automatically encrypting 

data after a number of failed login attempts or calling in digital forensics in the 

aftermath of an attack. 

 

The UK’s National Cyber Security Centre (NCSC) recommends at least implementing 

the five technical controls in the Cyber Essentials scheme:  

1. Boundary firewalls and Internet gateways 

2. Secure configuration 

3. Access control 

4. Malware protection 

5. Patch management 

 

 
 

Information security frameworks like ISO 27001 include processes to maximise 

information security such as staff awareness, training, audit, review and continual 

improvement. This helps avoid the common mistake of relying too heavily on 

technology and overlooking risks related to human error and process failures. 

 

Many errors are the result of negligence, ignorance or even gullibility, and can be 

reduced by adopting a culture of information security awareness across the 

organisation, including regular staff training. By making everyone aware of their role 

in information security – even those with no access to sensitive or confidential 

systems – you avoid potentially disastrous situations such as accidental introducing 

malware, or inadvertently opening malicious links in phishing emails. 

 

Domain two: Protect yourself against these threats 

 

https://www.itgovernance.co.uk/cyber-essentials-scheme?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/staff-awareness-e-learning-courses?utm_source=green-paper&utm_medium=Cyber-Resilience
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Naturally, prevention is the first goal of any effective cyber resilience programme. 

Not all attacks can be prevented, however, so it is essential to have robust detection 

mechanisms and to constantly monitor your networks. This will enable you to 

identify threats and mitigate breaches before they cause damage, allowing you to 

remain in control of the situation. 
 

The exact methods you use to detect incidents will need to be based your 

organisation’s information environment. For instance, organisations that rely heavily 

on paper records will need very different measures from those used by an 

organisation that runs its network via Cloud services. 
 

Before an incident takes place, you should have specialist training courses in place. 

These should develop the necessary skills for an appropriate cyber security response. 
  
If you have adopted a BCMS, this will include creating a business continuity plan, 

which may need to be invoked if an incident is serious enough. The plan should 

specify who to contact and when, procedures for containing the incident, and – most 

importantly – how to stabilise the situation and keep the organisation running 

despite the incident. 
 

You should also collect evidence as soon as possible and log all involved response 

activities to be analysed at a later stage. 
 

You may also have to inform subjects who may have been affected by the breach. 

Any contractual or legal obligations you may have, such as the Data Protection Act 

(DPA) 2018, General Data Protection Regulation (GDPR) or NIS Regulations, dictate 

whether this is necessary. 

After stabilising the situation, you should take any action necessary to prevent the 

incident from recurring. If this is not possible for some reason, you should at least 

ensure that any future occurrences have less of an impact. 
 

Each organisation will take a different path to full recovery in line with the nature 

and size of the incident and the organisation’s specific circumstances. The Scottish 

framework, for instance, takes the approach that securing essential services and 

having resilient suppliers will be critical to the recovery process – these things can be 

taken into account long before an incident occurs. The NIS Regulations also dictate 

business continuity measures for certain organisations to ensure essential services 

are available. 
 

Ultimately, your BCMS should enable you to carry on as an organisation until you 
have fully recovered from the incident, whether the recovery process is in stages or 
wholesale. The whole point of cyber resilience is to survive an incident and be able to 

return to business as usual following a cyber attack.  
  

Speak to an expert 

Domain three: Detect breaches and other incidents 

 

Domain four: Respond to these incidents 

 

Domain five: Recover, should an attack be successful 

 

https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/dpa-2018?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/dpa-2018?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/speak-to-a-cyber-resilience-expert?utm_source=green-paper&utm_medium=Cyber-Resilience
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Useful cyber resilience resources 

IT Governance is an information security, governance, risk management and compliance specialist, with more than a decade’s experience helping organisations of all 

sizes and in all sectors all over the world. 
 

We provide a complete solution for attaining cyber resilience, including books, standards, documentation toolkits, software, training, consultancy and technical services. 

International standards Documentation toolkits 

Creating documentation for your management system is never easy, and can 

run to hundreds of pages. IT Governance’s documentation toolkits contain 

fully customisable templates that have been written by our consultants to 

comply with international standards. 

ISO 27001 Toolkit 

This bestselling toolkit includes customisable 

and fully ISO 27001-compliant documentation 

templates, dashboards and gap analysis tools, 

and direction and guidance from expert 

practitioners. 

ISO 22301 BCMS Toolkit 

A complete set of easy-to-use templates to 

ensure your organisation’s survival during a 

disruption, including those necessary for risk 

assessment and business impact analysis, 

incident response procedures and business 

continuity plans. 

ISO/IEC 27001:2013  

 

The international 

standard for an ISMS. 

ISO/IEC 27002:2013  

 

Guidance to implement 

an ISO 27001 ISMS. 

ISO 22301:2012  

 

The international 

standard for a BCMS. 

Penetration testing 

Penetration testing is the most effective way of 
identifying exploitable vulnerabilities in your Internet-
facing applications and infrastructure, allowing them to 
be mitigated. 
 

We are a CREST member company, so clients know that 

our penetration tests will be carried out to the highest 

standards by qualified and knowledgeable testers. 

 

https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/category/cyber-resilience?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/category/standards?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/documentation-toolkits?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/penetration-testing-services?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-27001-toolkit?utm_source=green-paper&utm_medium=iso27001&utm_campaign=information-security-and-iso27001
https://www.itgovernance.co.uk/shop/product/iso-22301-bcms-toolkit?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27001-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/isoiec-27002-2013-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
https://www.itgovernance.co.uk/shop/product/iso-22301-2012-standard?utm_source=green-paper&utm_medium=Cyber-Resilience
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Consultancy 

Drawing on our unique blend of practical information security know-how and proven 

management system consultancy expertise, our team can help you implement an 

integrated management system that combines ISO 27001 and ISO 22301. 

ISO 27001 consultancy 

Backed by the team that led the implementation of the 

world’s first ISO 27001-compliant ISMS, we have helped 

more than 600 organisations achieve ISO 27001 

certification. 

In addition to our bespoke consultancy service, 

we offer a range of fixed-price services to meet your  

specific implementation requirements. 

ISO 22301 consultancy 

Our business continuity team provides a comprehensive 

solution to implementing an effective ISO 22301 BCMS. 

Our experts will save you hours of uncertainty and 

trial and error by providing the core competence 

and skills you need in order to implement business 

continuity best practice as cost-effectively as possible. 

CIR management 

Cyber incident response (CIR) management can help you 

reduce the risk of incidents by managing and responding 

to unexpected disruptions to control the impact. 

Our CIR service is listed in the UK government’s Digital 

Marketplace as official Crown Commercial Suppliers. 

Training 

Our training courses, developed based on our extensive practical experience designing 

and implementing management systems, offer a structured learning path from 

foundation to advanced level, and help develop the skills needed to deliver best 

practice and compliance in any organisation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Attendees who pass the examinations on certificated courses will be awarded 

international qualifications accredited by GASQ and the International Board for IT 

Governance Qualifications (IBITGQ). 

Certified Cyber Resilience Practitioner Training Course 

This course provides a comprehensive approach to implementing an 

integrated management system that applies all five domains of 

effective cyber resilience. 

ISO 27001 learning pathway 

This learning pathway will equip you with the knowledge and skills 

required to plan, implement, maintain and audit a best-practice 

ISMS. 

ISO 22301 learning pathway 

This learning pathway provides you with the knowledge and skills to 

implement and audit an ISO 22301-compliant BCMS. 

CIR Management Foundation Training Course 

This course helps you manage and respond to disruptions and take 

appropriate steps to limit their damage to network availability and 

information security. 
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