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Cyber Security 
in Healthcare 

Minimise the risk of data and cyber security 
incidents affecting the NHS and industry partners 



The past year has seen an unprecedented number of cyber-attacks on healthcare organisations resulting in more than 
228 data breaches globally in the first half of the year alone, according to a recent report. Cyber crime is a growing 
market and the variety of attacks that an organisation can face evolve with this.

What Causes a Breach? 

The Information Commissioner’s Office (ICO) detailed the five most common causes of a data breach in 2017:  
 

 
The impact of a cyber attack can be varied. In the first in-
stance companies can face the financial loss and possible 
ICO fine, which is due to increase significantly with the 
introduction of the General Data Protection Regulation. 
In addition to this,  companies face huge disruption in 
their operation, a loss of confidence in their organisation 
and the prospect of losing future business due to the 
reputational damage. 

In order for organisations to adequately protect them-
selves from the variety of threats facing them in an age of 
increased digitisation, three  things need to be present: 
the underlying technology, the right people and training 
and robust processes that reflect best practice.

Data Security and Data Availability 
 
In previous years, a wide range of organisations have 
been accredited to access the Health and Social Care 
Network (HSCN), previously the N3 network, through the 
Information Governance (IG) Toolkit. From April 2018 the 
IG Toolkit is being replaced with the Data Security and 
Protection (DSP) Toolkit.

Within healthcare organisations, the potential impact of a 
loss or inability to access patient data can be the biggest 
concern in the event of a data breach. The wide range of 
organisations accessing the HSCN heightens the risk of a 
security incident or loss of data.

Netwrix’s 2017 IT Risks Report looked at the causes of 
data breaches for healthcare organisations. The results of 
the survey found that, among respondents:

• 95% of healthcare organisations do not have any  
 software for information security governance or   
 risk management.
• 58% of healthcare organisations perceive  
 employees to be the biggest threat to system  
 availability and security.
• 31% of healthcare respondents said they believe  
 their organisation is well prepared to combat IT   
 risks.

The DSP Toolkit will require organisations to demon-
strate implementation of the ten data security stan-
dards recommended by the National Data Guardian. 
These standards include the need for a “comprehensive 
business continuity plan to respond to data and cyber 
security incidents”.

Business continuity planning ensures organisations can 
continue to function while recovering from an event such 
as a data breach or cyber attack.

THE DUTY TO SHARE INFORMATION CAN BE AS IMPORTANT  
AS THE DUTY TO PROTECT PATIENT CONFIDENTIALITY   

(CALDICOTT REVIEW, PRINCIPLE 7)

Loss or theft of paperwork

Loss or theft of unencrypted device Cyber incident

Data shared with incorrect recipient Data stored in insecure location

https://www.netwrix.com/2017itrisksreport.html
https://www.gov.uk/government/news/national-data-guardian-ndg-statement-on-government-response-to-the-ndg-review


The WannaCry ransomware caused more than 14,000 
patient appointments across 24 Trusts to be cancelled. 
Other patients were unable to access electronic 
prescriptions and, in some circumstances, surgeries had 
to be cancelled as electronic patient records were not 
available. 

Pharmaceutical giant, Merck, was affected by a 
ransomware attack in 2017 which is reported to have 
halted the production and distribution of vaccines and 
prescription medication worldwide.

The real life impact of a data breach within healthcare, as 
an industry that provides a vital function as an Operator 
of Essential Services (OES) means protecting the integrity 
of information systems is paramount. As defined by the 
‘Personalised Health and Care 2020’ report, the NHS is 
moving towards a fully digitised service offering and, as 
a result, emphasis is being placed on the ability to share 
data among healthcare providers, industry partners and 
individual patients. The role of managing continued 
access to that data and ensuring its security and integrity 
should be a priority for all organisations operating within 
healthcare. 

Products:

IT Governance offers a full suite of fixed price and 
tailored solutions to healthcare organisations looking to 
navigate the cyber security landscape, demonstrate their 
commitment to potential partners and ensure regulatory 
compliance. 

Staff Training and Awareness 
 
When organisations look to initiate a compliance 
programme or implement a management system, 
the ‘people’ factor is often overlooked. With the 
‘human’ factor among the key vulnerabilities to 
cyber attacks, it is imperative that staff awareness 
and training programmes are in place to ensure 
new initiatives are completely integrated.  
IT Governance has an extensive suite of tools 
and training materials to help you set up your 
staff awareness programme. Our training offers 
customisable reading material, e-learning 
courses, in-house and classroom training or a full 
service security awareness programme to suit 
organisations at any stage of security maturity. 
More information on staff awareness solutions

Cyber Essentials: 
 
Cyber Essentials is a government-backed cyber 
security certification scheme that sets out a 
good baseline of cyber security and, when 
implemented correctly, can prevent around 80% 
of cyber attacks. Cyber essential is a requirement 
of any organisation looking to work with the UK 
government. 

As a leading CREST accredited certification body, 
IT Governance offers three fixed-price solutions 
to support certification to either Cyber Essential 
or Cyber Essentials Plus. The Do It Yourself, Get A 
Little Help, and Get A Lot Of Help packages utilise 
your internal expertise to provide a solution based 
on your organisation’s needs.   
More information on Cyber Essentials solutions

 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384650/NIB_Report.pdf
https://www.itgovernance.co.uk/staff-awareness
https://www.itgovernance.co.uk/solutions-for-ces-certification
https://www.itgovernance.co.uk/solutions-for-ces-certification
https://www.itgovernance.co.uk/solutions-for-ces-certification
https://www.itgovernance.co.uk/solutions-for-ces-certification
https://www.itgovernance.co.uk/cyber-essentials-scheme


Security Testing 
 
Healthcare organisations may have technology and procedures in place to prevent data theft, but it’s difficult for 
organisations to find every security weakness. 

To help protect your network and electronic patient health information (PHI), you need to examine your environment 
the way a potential attacker would. Penetration testing is essentially a controlled form of hacking in which the 
‘attackers’ operate on your behalf to find the sorts of weaknesses that criminals exploit.  
 
Penetration testing is vital for your security and can help in reaching General Data Protection Regulation (GDPR) 
compliance 
More information about security testing 
 
 
ISO 27001 
 
ISO 27001 is the international standard that describes best practice for an ISMS (information security management 
system). Healthcare organisations can benefit from achieving ISO 27001 accredited certification to demonstrate that 
they are implementing information security best practice.  
 
ISO 27001 delivers the appropriate technical controls, policies and procedures and promotes a culture of awareness 
of information security. Achieving ISO certification helps provide evidence to the regulator that an organisation has 
taken the necessary steps to comply with the data security requirements of the GDPR. 

IT Governance are globally known as the authorities on ISO 27001. Our team successfully led the world’s first ISO 
27001 certification project and have worked for the past 15 years to hone our wide range of tools and solutions 
including toolkits, training, standards, software and consultancy.

Bringing together the range of products available, our DIY packages offer the most comprehensive mix of ISO 27001 
tools and resources on the market to meet the unique needs of an organisation. Discover a tailored approach to 
certification with one of our four expertly curated packages.   
More information on ISO 27001 solutions

ISO 22301 
 
ISO/IEC 22301:2012 sets out the requirements for a business continuity management system (BCMS) and is 
considered the only credible framework for effective business continuity management in the world.

By creating a BCMS aligned with ISO 22301, organisations are best prepared for a disruptive incident.
 
Effective business continuity management means an organisation can resume operations and return to 
‘business as usual’ as quickly as possible after a disruptive incident, such as a cyber attack or power failure.eve 
certificationompliance and improve security, please visit our website.
An ISO 22301-aligned BCMS will include disaster recovery plans that focus on the recovery of specific operations, 
functions, sites, services or applications.
More information on ISO 22301 solutions

WannaCry ransomware NotPetya ransomware

May 2017 June 2017

Estimated 300,000 victim machines Estimated 20,000 victim machines

The attack is reported to have led to the 
cancellation of 14,778 patient appointments and 

850 operations across the NHS 

For pharma giant Merck, the attack disrupted the 
distribution of vaccines and prescription medication 

worldwide  

2017 Incidents 

https://www.itgovernance.co.uk/technical-services
https://www.itgovernance.co.uk/iso27001
https://www.itgovernance.co.uk/iso22301-business-continuity-standard
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2017
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2017


General Data Protection Regulation 
 
The GDPR comes into effect in May 2018. The Regulation extends the data protection rights of individuals, and 
requires organisations to adopt appropriate technical and organisational measures to protect personal data.  
 
Penalties for non-compliance are due to increase under the GDPR, with the maximum fine for noncompliance set at 
€20 million or 4% of the organisation’s annual global turnover – whichever is higher.

Need help getting GDPR-ready? Our GDPR experts can help your organisation with a variety of best-practice 
solutions, from evaluating your GDPR compliance position and developing a remediation roadmap through to 
implementing a best-fit data compliance framework. 

Training is key to achieving best practice in data protection and information security. IT Governance’s certified 
Foundation & Practitioner training course equips attendees with the specialist knowledge and skills needed to deliver 
GDPR compliance. 

For organisations looking to bring in market leading data protection knowledge, DPO as a service is available. This 
involves one of our dedicated experts taking responsibility for the function of DPO, allowing you to stay focused on 
your core business activities. 
 
For more information on the requirements of the GDPR and to discover how IT Governance can help you achieve 
compliance and improve security, please visit our website. 
More information on GDPR solutions 
 
Data Flow Mapping 
 
Organisations of all sizes that need to identify the personal data they process and bring their practices into line with 
the GDPR.  

Among other software solutions, IT Governance offers a Data Flow Mapping Tool which simplifies the processes of 
understanding where and how data is used across your organisation. 
 
Having this understanding will enable you to assess the risks in your data processing activities, identify where controls 
are required and help you to meet the GDPR requirement to maintain detailed records of processing activities. 
The software is easy to use, embeds data protection by design and gives access to security controls.  
More information on data flow mapping tools

PLAN NOW TO MINIMISE YOUR CYBER RISK AND 
TO ENSURE COMPLIANCE BEFORE THE DEADLINE

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation
https://www.itgovernance.co.uk/shop/Product/data-flow-mapping-tool
https://www.itgovernance.co.uk/healthcare/talk-to-an-expert?utm_source=Collateral&utm_medium=Brochure&utm_campaign=Healthcare


For more information on changes to the responsibilities facing organisations across 2018 and an insight into the 
resources to help you map your upcoming challenges and meet them head on visit our website

Choose the right partner for you.

IT Governance is a leading global provider of IT governance, risk management and compliance solutions, with a 
special focus on cyber resilience, data protection, GDPR, ISO 27001 and cyber security.

Since 2003 we have successfully partnered with healthcare organisations around the world including NHS Trusts, 
BUPA, research bodies including the Institute for Cancer Research and a range industry partners including GSK and 
AstraZeneca Pharmaceuticals to meet their cyber security needs.

In an increasingly punitive and privacy-focused business environment, we are committed to helping organisations 
protect themselves and their customers from the perpetually evolving range of cyber threats. Our deep industry 
expertise and pragmatic approach help our clients improve their defences and make key strategic decisions that 
benefit the entire business.

We, of course, practice what we preach...

t:  +44 (0)333 800 7000 
e:  servicecentre@itgovernance.co.uk 
w: www.itgovernance.co.uk

Unit 3, Clive Court, Bartholomew’s Walk 
Cambridgeshire Business Park, Ely,  
Cambs. CB7 4EA. United Kingdom.
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