
Cyber Health 
Check

Sample client report (redacted)

Tel +44 (0)333 800 7000 
Email servicecentre@itgovernance.co.uk

Web www.itgovernance.co.uk

IT Governance Limited

Unit 3, Clive Court, Bartholomew’s Walk  
Cambridgeshire Business Park, Ely CB7 4EA

Find out more

https://www.grcilaw.com/?utm_source=media&utm_medium=collateral&utm_campaign=grcilaw
mailto:servicecentre%40itgovernance.co.uk?subject=
http://www.itgovernance.co.uk
https://www.itgovernance.co.uk/shop/product/cyber-health-check


Client: [Client]  

Report: ITG-XXXXX  

Release date: 19 October 2019 
 

Page 2 of 26 

Copyright © IT Governance Ltd 2019 
 

Version control 
 

Version Author Stage 

0.1 Lead Consultant Draft issue 

0.2 Head of GRC Technical review 

0.3 Editor Copy edit  

1.0 Head of GRC Approve for issue 

 

 

Contact information 
 

 [Client] details 

Primary contact  [Client contact] 

Primary contact’s email [Contact email] 

Account manager details 

Account manager [Account manager] 

Account manager’s phone  +44 (0)333 800 7000 

Account manager’s email [Account manager email] 

Consultant details 

Lead consultant  [Consultant] 

Lead consultant’s title Consultancy Manager 

Additional consultants [Consultant 2], [Consultant 3] 

 

 

Disclaimer 

The matters arising in this report are only those that were brought to the consultants’ 
attention during the assessment and are not necessarily a comprehensive statement of all 

areas requiring improvement. 

IT Governance takes all reasonable care to ensure that its cyber health check report is fair 

and accurate but cannot accept any liability to any person or organisation, including any 

third party, for any loss or damage suffered or costs incurred by it arising out of, or in 

connection with, the use of this report, however such loss or damage is caused. 

  

 
 

 

  



Client: [Client]  

Report: ITG-XXXXX  

Release date: 19 October 2019 
 

Page 3 of 26 

Copyright © IT Governance Ltd 2019 
 

Table of contents 
 

Executive summary ........................................................................................... 4 

1. Scope .......................................................................................................... 8 

2. Findings ....................................................................................................... 8 

3. Next steps...................................................................................................10 

4. Appendix A – Action plans ..............................................................................11 

5. Appendix B – Vulnerability scan findings and recommendations ............................17 

6. Appendix C – Staff survey results ....................................................................23 

7. Appendix D – Methodology .............................................................................24 

 

 

  



Client: [Client]  

Report: ITG-XXXXX  

Release date: 19 October 2019 
 

Page 4 of 26 

Copyright © IT Governance Ltd 2019 
 

Executive summary 

[Client] manufactures a range of industrial engines and machinery used in agriculture, 

construction and groundwork. [Client] is located in Oxfordshire and has approximately 120 

staff, mainly located in the head office.  
 

[Client] has requested this cyber health check as its recent work on GDPR compliance has 
highlighted the importance of having robust cyber security. Although there is awareness 

internally of cyber threats, [Client] feels that there are many areas where awareness is 

lacking regarding the level of risk and the vulnerabilities the organisation faces.   
  

IT Governance Ltd (IT Governance) has been commissioned to carry out this cyber health 
check based on its credentials as an experienced provider of professional services in the 

fields of cyber security, data protection and information security. 

 
This report contains the findings and recommendations of the IT Governance consultants 

in respect of the current state of cyber security and cyber resilience at [Client]. An action 
plan with recommendations is included in Appendix A, and findings and 

recommendations from the vulnerability scans covering the internal, external and 

wireless networks are included in Appendix B.  
 

The accompanying health check tool details the findings from the health check and 

compliance in 16 critical focus areas. 
 

Appendix C contains the results of the staff questionnaire and Appendix D describes the 
overall approach for the engagement.  
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The general situation is illustrated by the following chart, which shows the 16 areas 

assessed and the levels of compliance in these areas: 
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The key findings of the vulnerability scans are summarised in the following charts: 

 

 
 

 
 

 
 
 

Key strengths: 

 
• [Client] has recognised that one of the best ways to prevent cyber incidents is to 

ensure staff are trained. There is a comprehensive training programme in place 
that covers cyber security, the GDPR and phishing, which is monitored by senior 

management; staff awareness in these areas appears to be good.  

• The management team demonstrated real enthusiasm to improve cyber security at 
[Client], which has been evidenced by the work it has already done on improving 

systems resilience (disaster recovery planning) and the objective to achieve ISO 
27001 certification.  

2

1
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• [Client] is well aware of its legal, regulatory and contractual obligations, which it 
has recently demonstrated with its work on GDPR compliance. It has the necessary 

compliance infrastructure in place, which should help support the process of 
achieving ISO 27001 certification.  

 

Key weaknesses: 
 

• The lack of cyber security skills is having a negative impact on [Client]. The cyber 

health check and vulnerability scans identified key areas that have not been 
addressed or systems that have been poorly configured. 

• There is a tendency to rely purely on administrative controls, e.g. policies, to 
mitigate cyber risk. These are unlikely to prevent cyber incidents on their own. A 

layered approach combining technical, administrative and physical controls would 

provide a more robust approach. 
• Due to the poor levels of monitoring and alerting currently in place, there is a high 

probability that [Client] is experiencing cyber events and incidents it is totally 
unaware of. 

 

The cyber health check has revealed many areas where significant improvements are 
needed if [Client] is to achieve a good level of cyber security and ISO 27001 certification.  

 
The prioritised action plan in Appendix A and the vulnerability scans information in 

Appendix B address the key recommendations. These should be actioned in order of 

priority to provide a higher level of assurance that [Client] has an acceptable level of cyber 
security and cyber resilience that it can then build on to ultimately achieve ISO 27001 

certification.  
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1. Scope 

The focus of the cyber health check was the assessment of cyber security and cyber 
resilience at [Client]’s office in Oxfordshire. In addition to the consultant-led assessment, 

internal and external vulnerability scans were performed and a staff questionnaire was 
distributed to approximately 120 members of staff. See Appendix D for further details of 

the approach.  

 
 

2. Findings 

The results laid out in this report are based on the methodology set out in Appendix D and 

accrued in the accompanying cyber health check tool. Appendix A provides a detailed 

action plan covering the recommendations from the 16 critical focus areas assessment, 
the vulnerability assessments and the staff questionnaire.  

 

The objective should be for most (preferably all) of the cells in column B of the cyber 
health check tool to be green. The areas highlighted in the vulnerability scans should also 

be addressed according to the risk level to remove the vulnerabilities. As the action plan 
in Appendix A is implemented, the relevant cells in the cyber health check tool should be 

updated, illustrating progress towards more robust cyber security. 

 
The obvious next steps are to execute the action plan; remedy, in detail, each of the 

indicators and risks that are not currently at ‘green status’; and address the vulnerabilities 
identified in the vulnerability scans. 

 

 
Areas of good practice 

The management team has been proactive in seeking external independent reviews of its 

systems and cyber health, and not just from this health check. This has helped [Client] 
identify its weaknesses and enabled it to implement improvement plans. This was 

demonstrated by the work done to review the existing IT infrastructure, for which a 
replacement plan is now being formulated, and improve systems resilience.  

 

Issues and/or concerns 
A major issue facing [Client] is the lack of complete control of its IT systems and networks 

due to the requirements placed on it from head office and other parts of the business. This 
inevitably restricts the management team from being able to implement everything it 

would like to, and complicates the process of implementing new systems as consideration 

of other parts of the business has to be given and agreed.  
 

Another issue is the variety of systems throughout the subsidiary companies. This causes 
compatibility issues and restricts access in some cases, adding complication that in itself 

can be a cyber risk. 

 
Barriers to progress 

The major barrier to progress that [Client] faces is resources. The IT team is small and 

there is a lack of detailed cyber security knowledge in the team. Additionally, the results 
of the vulnerability scans suggest a lack of cyber security knowledge/skills on the part of 

the third-party provider that supports the servers. 
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2.4 Resources 
The lack of skilled resource needs to be addressed to ensure [Client] is able to achieve a 

good level of cyber security and can keep on top of new and emerging cyber threats. This 
could be achieved by training up existing staff, although this would be a slow process and 

leave [Client] vulnerable in the meantime. A more realistic approach may be to bring in 

the technical resource either as a permanent member of staff or as a temporary contractor. 
This would enable existing staff to learn from the more experienced member of 

staff/contractor and provide an immediate skills boost to the IT team.  
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3. Next steps 

The current state of cyber security and cyber resilience appears to be limited. This 

means that there is a significant amount of work to be done if [Client]’s board is to 
assure itself that there is at least an acceptable level of cyber security protection for the 

business.  
 

This health check has identified substantial scope for improvement in the existing cyber 

security arrangements to mitigate the risk of a cyber security incident. The identified 
issues should be addressed at the earliest opportunity by evaluating the actions 

described in the action plan in Appendix A, using the assigned priority ratings 
(High/Medium/Low) as a guide; allocating resources to carry out the actions; assigning 

timescales; and implementing the action plan. 
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4. Appendix A – Action plans 

The actions listed in these action plans will, if effectively implemented, address the shortcomings identified from the cyber health check 
consultation and the staff questionnaire. The target date field is for use by [Client]. 

 

Cyber health check consultation actions 
 

Recommendation Priority Target date 

1. Cyber overview   

1.1) While there has been some work done to look at vulnerabilities and threats, there needs 

to be a more detailed exercise carried out to explore the cyber threats, threat actors and 
vulnerabilities [Client] is facing. This exercise will help to populate the risk register, and 

ensure [Client] has fully considered cyber risks and developed appropriate controls to 
mitigate each risk. 

High  

2. Cyber risk governance   

2.1) There is currently no local cyber insurance in place. Cyber insurance can provide funding 

to support additional resources, e.g. forensic experts and IT experts in the event of a 
major incident. This may be valuable to [Client] given the limited amount of IT resource 

available and lack of forensic capabilities on site. [Client] should investigate whether there 

is any insurance coverage available from the wider group and, if not, consider purchasing 
a policy. 

Low  
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3. Cyber assets   

3.1) Given [Client]’s current asset databases are incomplete, we recommend carrying out a 
data mapping exercise to map the flow of data throughout the business (including Cloud 

providers). This will help to identify cyber assets, which, combined with a cyber assets 

audit, should ensure records are up to date and additional cyber assets such as people, 
intellectual property, third-party relations, etc. are accurately recorded.  

Medium  

4. Asset register   

4.1) There is a rudimentary asset register covering hardware, but it is not comprehensive as 

it does not contain all cyber assets and it is not dynamic, so relies on IT staff remembering 
to update it. There is a dynamic software asset register in the form of Microsoft System 

Center Configuration Manager. It is important that [Client] accurately records all cyber 
assets so that it can ensure all threats and vulnerabilities have been risk assessed for 

each asset, and each asset can be tracked in the business (e.g. to ensure assets are 

returned when an employee leaves, to ensure locations of assets are known, to ensure 
proper handling of the asset when it reaches end of life). We advise that [Client] looks at 

a more sophisticated asset database that has the capability to record hardware, software, 
people, intellectual property, third-party relationships with Cloud-based assets, etc. An 

asset inventory is a requirement of ISO 27001. 

Medium  

4.2) Once a comprehensive asset database has been created, [Client] should ensure that each 
asset has a defined owner (either an individual or group entity such as IT) to ensure: 

a) Assets continue to be inventoried;  

b) Assets are classified according to the classification policy and suitably protected; 
c) There is a periodic review of access permissions and classification levels; and  

d) At end of life, the asset is deleted or destroyed correctly. 

Medium  

5. Risk register   

5.1) As there is no comprehensive corporate-level risk register that includes cyber risk, [Client] 
needs to develop the information security/cyber risk register and combine it with the 

existing QMS risk register for review at senior management meetings. 

High  
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5.2) The existing information security/cyber risk register is partially complete. Once all assets 

have been identified, [Client] needs to update it and maintain it, and ensure it is regularly 
reviewed at senior management meetings. This will ensure there is a continual 

improvement process that identifies new threats, risk assesses them and applies any 
necessary risk treatment. 

High  

6. Legal, regulatory and contractual requirements   

6.1) There was some uncertainty as to whether the marketing team at [Client] is aware of the 

requirements of the Privacy and Electronic Communications Regulations (PECR). [Client] 
should confirm that the marketing team is aware of the PECR and how they should be 

implemented alongside the requirements of the GDPR.  

Low  

6.2) There will be risks to [Client] as a result of failing to meet legal, regulatory and contractual 
requirements, e.g. fines, breach of contract, etc. [Client] should add these to the risk 

register to ensure suitable controls are in place to mitigate them. 

Medium  

7. Policies and ISMS   

7.1) There is no high-level information security policy that defines [Client]’s information 
security objectives and commitment to satisfy applicable requirements related to 

information security. Given [Client] plans to achieve ISO 27001 certification, and ISO 
27001 defines such a policy as a mandatory document, an information security policy 

should be developed that includes the above commitments and the commitment to 

continual improvement of the information security management system (ISMS). This 
document should be approved by senior management and communicated to all staff and 

any third parties, where appropriate. 

Medium  
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7.2) While the staff questionnaire indicates that employees generally have an awareness of 

existing policies covering information security, e.g. Acceptable Use Policy (AUP), mobile 
devices policy, social media policy, the management team felt that knowledge of the detail 

of these policies is lacking. As a result, Blotton needs to review the current induction 
process to ensure suitable levels of awareness training is provided. It should also consider 

providing reminders to staff of their information security obligations through a variety of 

channels, including regular emails, posters, videos, etc., to ensure the message is 
regularly reinforced.  

High  

7.3) The current work being undertaken to ensure suppliers have been assessed by Blotton to 

ensure they have suitable levels of information security controls in place should be 
reinforced with the development of an information security policy for supplier 

relationships. This should clearly define the scope and responsibilities for managing 

supplier relationships and can be reinforced with detailed procedures for managing 
supplier agreements. The information security policy for supplier relationships is a 

mandatory document in ISO 27001. Blotton should complete its supplier assessment 
process at the earliest opportunity. 

High  

7.4) Given the asset classification and labelling scheme is still in its infancy, Blotton should 

conduct regular checks to ensure this is being applied correctly and implement further 
training where issues are discovered. Blotton should also consider additional controls 

based on asset labelling such as data loss prevention tools that could prevent highly 

confidential data being accidentally or deliberately sent outside the company.  

Medium  

7.5) While there is no anti-malware policy in place, this is covered in the AUP. However, Blotton 
needs to consider the wording of this section of the AUP as it states “All PCs and mobile 

devices have anti-virus software installed”, which is not the case. We identified that iPads 
in the marketing area and mobile phones do not have antivirus software installed. Blotton 

should update the AUP to reflect the reality, or install the software on these devices if the 

risk assessment deems it necessary.  

Medium  

 
[Content abridged] 
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Staff questionnaire actions 

 

Recommendation Priority Target date 

1. Staff questionnaire actions   

1.1) A small number of employees indicated they would give out their password to a senior 
member of staff. Staff should be reminded that they should never give their password to 

anyone, not even the management or IT teams. The AUP does state employees should 
not give out their password to anyone except the management or IT teams, but there is 

a risk that someone could impersonate a member of the management or IT teams and 

extract password information. [Client] should amend this policy. 

Medium  

1.2) A lot of employees are using social media, either at home or at work. Social media can be 

a key area where the behaviour of employees at home can impact the security of the 

workplace, e.g. if staff share information on social media that they have then used to 
create their passwords used at work. [Client] should train employees on the risks 

associated with social media and how to protect their privacy on these sites to ensure the 
risk to the business is minimised.  

Medium  

1.3) Despite phishing training and reminders, 10% of staff would click a link in an email from 

a customer without checking it first. [Client] should consider further phishing training 
along with future phishing simulations to remind staff of the risks.  

Medium  

1.4) As some employees write down passwords as a reminder, the recommendations in 

Appendix A section 14.4 should be addressed.  

Low  

1.5) 45% of employees have personal data stored on laptops, USB sticks or mobile devices, 
and 34% say their USB drives are not encrypted. This highlights the need to ensure all of 

these devices are encrypted to prevent a data breach. [Client] should follow the 

recommendations made in Appendix A sections 12.3 and 15.1. 

High  
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1.6) A number of employees work remotely (including on public transport), so [Client] should 

consider providing security screens to these employees so that they are less susceptible 
to ‘shoulder surfing’ attacks. 

Low  

1.7) Given nearly 17% of employees would not challenge someone unfamiliar in the workplace, 

the training recommended in Appendix A section 12.6 should be implemented.  

Low  
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5. Appendix B – Vulnerability scan findings and recommendations 

External vulnerability scan findings and recommendations 

 

EXT-01  Administrative interface publicly available 

Risk rating High CVSS score 9.8 

CVSS v3 vector AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

Affected hosts 

 

XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), 
XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), 

XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP) 
 

Description 

 

An administrative interface is publicly available, which allows access to the firewall and 

router interface.  
 

If an attacker gained access, they could add a route into the internal network, which 
would impact the confidentiality, integrity and availability of [Client]’s network. 

 

[Image redacted] 
 

Remediation advice 

 

Review the need to have a publicly available administrative interface. Consider changing 

the firewall rules to restrict access to the administrative interface, or refer to the vendor 
documentation about disabling the interface. 

 
All management interfaces should be configured with two-factor authentication enabled. 

 

References 

 

https://www.owasp.org/index.php/Top_10-2017_A5-Broken_Access_Control  
https://www.ncsc.gov.uk/blog-post/protect-your-management-interfaces  

https://www.owasp.org/index.php/Enumerate_Infrastructure_and_Application_Admin_
Interfaces_(OTG-CONFIG-005)  

 

 

  

https://www.owasp.org/index.php/Top_10-2017_A5-Broken_Access_Control
https://www.ncsc.gov.uk/blog-post/protect-your-management-interfaces
https://www.owasp.org/index.php/Enumerate_Infrastructure_and_Application_Admin_Interfaces_(OTG-CONFIG-005)
https://www.owasp.org/index.php/Enumerate_Infrastructure_and_Application_Admin_Interfaces_(OTG-CONFIG-005)
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EXT-02  Cleartext submission of password 

Risk rating Medium CVSS score 6.8 

CVSS v3 vector AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N 

Affected hosts 

 
XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), 

XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP), 
XX.XX.XX.XXX:XXXX (TCP), XX.XX.XX.XXX:XXXX (TCP) 

 

Description 

 

The web applications transmit credentials over unencrypted connections, making them 
vulnerable to interception. An attacker must be suitably positioned between the user and 

the network to eavesdrop on [Client]’s network traffic. 

 
[Image redacted] 

 

Remediation advice 

 
We advise using transport-level encryption when transmitting sensitive information. 

 

References 

 

https://seopressor.com/blog/http-vs-https/  
https://www.ceos3c.com/pfsense/pfsense-generate-ssl-certificate-https-pfsense/  

 

 
 

 
  

https://seopressor.com/blog/http-vs-https/
https://www.ceos3c.com/pfsense/pfsense-generate-ssl-certificate-https-pfsense/
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EXT-03  Insecure version of TLS supported 

Risk rating Low CVSS score 3.7 

CVSS v3 vector AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 

Affected host 

 

XX.XX.XX.XXX:XXXX (TCP) 
 

Description 

 

The application supports a version of TLS that is insecure. TLSv1.0 is based heavily on 

the vulnerable SSL protocol, which has a number of known security weaknesses. 
 

TLS versions 1.1 and 1.2 have had cryptographic improvements implemented. 
 

Vulnerable ciphers: 

 
Preferred TLSv1.0  256 bits  ECDHE-RSA-AES256-SHA          Curve P-256 DHE 256 

Accepted  TLSv1.0  256 bits  AES256-SHA 

Accepted  TLSv1.0  128 bits  ECDHE-RSA-AES128-SHA          Curve P-256 DHE 256 

Accepted  TLSv1.0  128 bits  AES128 

 

Remediation advice 

 

We recommend disabling TLS version 1.0 and implementing TLS version 1.1 or 1.2. 

 

References 

 
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_S

heet.html   
https://www.encripto.no/2017/10/tls-best-practice/  

 

 

  

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
https://www.encripto.no/2017/10/tls-best-practice/


Client: [Client]  

Report: ITG-XXXXX  

Release date: 19 October 2019 
 

Page 20 of 26 

Copyright © IT Governance Ltd 2019 
 

 

EXT-04  Self-signed SSL certificate 

Risk rating Low CVSS score 3.1 

CVSS v3 vector 
AV:Adjacent/AC:High/PR:Not Defined/UI:Not Defined/S:Not 

Defined/C:Not Defined/I:Not Defined/A:Not Defined 

Affected host 

 
XX.XX.XX.XXX:XXXX (TCP) 

 

Description 

 

The X.509 certificate chain for this service is not signed by a recognised certificate 
authority. If the remote host is a public host in production, this nullifies the use of SSL 

as anyone could establish a man-in-the-middle attack against the remote host. 
 

Note that the test does not check for certificate chains that end in a certificate that is 

not self-signed, but is signed by an unrecognised certificate authority. 
 

The following certificate was found at the top of the certificate chain sent by the remote 

host, but is self-signed and was not found in the list of known certificate authorities: 
 
|-Subject : C=US/ST=CA/L=San Jose/O=Dell SonicWALL/OU=Secure Remote 

Access/CN=vpn.blotton.co.uk 

 

Remediation advice 

 

We recommend purchasing or generating a proper certificate for this service. 

 

References 

 
https://www.globalsign.com/en/ssl-information-center/dangers-self-signed-

certificates/  
https://www.encripto.no/2017/10/tls-best-practice/  

 

 
 

 
 

 

 
 

 

 
 
 

 

  

https://www.globalsign.com/en/ssl-information-center/dangers-self-signed-certificates/
https://www.globalsign.com/en/ssl-information-center/dangers-self-signed-certificates/
https://www.encripto.no/2017/10/tls-best-practice/
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Internal vulnerability scan findings and recommendations 

 

INT-01  Multiple outdated third-party applications 

Risk rating High CVSS score 9.8 

CVSS v3 vector AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

Affected hosts 

 
XX.XX.XX.XXX:XX (TCP) 

XX.XX.XX.XXX:XX (TCP) 

XX.XX.XX.XXX:XXX (TCP) 
 

Description 

 

Multiple outdated third-party Windows applications were found and contained exploitable 

vulnerabilities. An attacker could use freely available tools or scripts to exploit the 
vulnerabilities. This could lead to full administrative control being gained over the target 

host, which could then lead to complete internal network compromise. 
 

Dropbear SSH server < 2016.72 multiple vulnerabilities 

 
• A format string flaw exists due to improper handling of string format specifiers 

(e.g. %s and %x) in usernames and host arguments. An unauthenticated, remote 
attacker can exploit this to execute arbitrary code with root privileges. (CVE-

2016-7406) 

• A flaw exists in dropbearconvert due to improper handling of specially crafted 
OpenSSH key files. An unauthenticated, remote attacker can exploit this to 

execute arbitrary code. (CVE-2016-7407) 

• A flaw exists in dbclient when handling the -m or -c arguments in scripts. An 
unauthenticated, remote attacker can exploit this, via a specially crafted script, 

to execute arbitrary code. (CVE-2016-7408) 
• A flaw exists in dbclient or dropbear server if they are compiled with the 

DEBUG_TRACE option and then run using the -v switch. A local attacker can 

exploit this to disclose process memory. (CVE-2016-7409) 
 

Netatalk OpenSession remote code execution 
 

• The Apple Filing Protocol (AFP) server running on the remote host is affected by 

a remote code execution vulnerability due to a buffer overflow condition when 
handling an OpenSession request. An unauthenticated, remote attacker can 

exploit this issue, via a specially crafted message, to execute arbitrary code. 

 

Remediation advice 

 
We recommend using a supported and reliable software management system to 

automate the maintenance of third-party applications across the hosts in the internal 
network. 
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6. Appendix C – Staff survey results 

[Redacted] 
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7. Appendix D – Methodology 

7.1 Approach 

The IT Governance cyber health check is a high-level review that combines on-site audit 

with remote vulnerability assessments, wireless network scanning and a staff survey to 

identify the organisation’s current cyber security exposure in three key areas: 

1. People 

2. Processes 

3. Technology 

The approach is designed to identify cyber risks, assess the effectiveness of responses to 

those risks and analyse the real risk exposure so that an organisation can manage those 

risks in line with its business objectives and strategy. 

The cyber health check consists of face-to-face interviews with key members of staff and 
examination of process documentation. The audit was completed against best practice 

drawn from the ISO 27001 and ISO 22301 standards, Cyber Essentials, CIS 20 Critical 

Controls and the National Cyber Security Centre’s (NCSC) 10 Steps to Cyber Security. 

The cyber health check covered the following areas: 

Governance and cyber security 

1. Cyber overview 
2. Cyber risk governance 

3. Critical cyber assets 
4. Asset register 

5. Risk management 

6. Legal, regulatory and contractual requirements 
7. Policies and ISMS 

8. Roles and responsibilities 
9. Business continuity and incident management 

10. Staff training and awareness 

11. Physical security review 

Technical cyber security controls 

12. Network and perimeter security 

13. Secure configuration 
14. Access control and privilege access 

15. Anti-malware 

16. Security monitoring 

Vulnerability scans 

• External vulnerability scan 
• Internal vulnerability scan 

• Wireless scan 
• Website/URL scan 
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Staff questionnaire 

An online questionnaire was sent to a broad range of staff to determine cyber security 

awareness levels. 107 members of staff responded to the questionnaire. 

7.2 Logistics 

The assessment fieldwork was conducted over two days in July 2019, at [Client]’s offices 

in Oxfordshire. 
  

7.3 Interviewees 
The following personnel contributed to this assessment: 

 
Name Job title/role 

[Redacted] Chief Privacy Officer 

[Redacted] Network Supervisor 

 

IT Governance processes the limited personal data provided by client staff and 
representatives for the sole purpose of reporting on data gathered for this report. This 

data is not stored anywhere in our systems other than in this report and associated 
meeting records. It is retained until deletion is possible from both legal and contractual 

standpoints. 
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